TERMIDESK

HapeXHblie TEXHONOrMmM AoCTyna
K OaHHbIM ANs rocyaapcTBa n busHeca




Termidesk VDI - 3TO:

MynbTnnaTopMeHHOE pelleHne ANns Co34aHns BUPTYalbHbIX paboumnx MecT,
obecneymBaoLLee 3aWNLLEHHBIAN OOCTYMN K KOPMOPATUBHbLIM AAHHbBIM N MPUIOXEHMAM
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HALEXHbIE TEXHOIOIMMWN OOCTYNA K OAHHbBIM /15 T

STAL

CepBep TepMmHanos Astra Linux

« Mybnukaumsa paboymx CToNoB U/ oTAENbHbIX
npunoxeHnn Ha 6ase OC Astra Linux

+  BO3MOXHOCTb yNpaBneHns TepMmUHaabHbIMU
CeccnsiMm U3 nopTana agMMHUCTPATOPA

+  lWnpokun Habop ynpaBnsemMbix NapaMeTpPoB
(orpaHnyeHmne gNNTeNbHOCTU CeaHCa,
NOJI0Chl NPOMYCKAaHMSA U T.4,.)




ArperaTtop

EonHbIN MHTEepdenc
ONS OTAENbHbIX
yCTaHoBNeHHbIX VDI-pepm

- ObbegnHeHne pepm B eANHbIN
nHTepdenc — eaAnHbIN CNNCOK
pecypcoB g1l Mosib30oBaTesis
N3 BCEX NOAK/OYEHHbIX hepM

*  Spnblk NpunoXxeHund
- Aepynnnkaumusa pecypcos
(npunoxeHuin n BPM) ¢ pa3Hbix pepm

«  EpuHbIN nopTan ynpaBneHus
CeccusiMm C pasHbix pepm

HEPKIL| NOCTABLUMKOE PECYPCOR

< ) VisppacTpysTypa =/ GEpUbl NOCTABUMKOR Pecypron

®EPMbI NOCTABLLMKOB PECYPCOB

X Yanwi hepmes “farm1”

termidesk-01.ru

termidesk-02.ru




HALEXHBIE TEXHOJ1IOTUW OOCTYIMA K OAHHBIM )14 TOCYOAPCTBA U BU3HECA

TERA

NNonHopyHKLMOHaNbHAas
nogaepxka OC Astra Linux

OnTMmMsaumns paboTol
NPOTOKOJA HAa TOHKMX
KNMeHTax co cnabbimm CPU

HaTuBHas noaaepkka
KJIMEHTCKUX U CEPBEPHbIX
OC Windows

[Noooepykka noakaodyeHUd
K yOaJIeHHbIM MallnHaM,
BKJ1IOYaA KakK BUPTYyalsbHble,
Tak n pusmdeckme MK



HALEXHbIE TEXHOJTIOrMW OOCTYMA K OAHHBIM AJ19 FOCYOAPCTBA U BUSHECA

Termidesk Assistant

YnaneHHbI NMOMOLWHUK

« [llogokn4yeHne K cecCuMm nonb3oBaTend
° ynpaBneHme ceccnn agMNHNCTPATOPOM

- [BYCTOPOHHSASA ayano-/BnaeocBssb



HALEXHBIE TEXHOJ1IOTUW OOCTYIMA K OAHHBIM )14 TOCYOAPCTBA U BU3HECA

NpocTana ycTaHoOBKa
C NoMolLlbIO
Virtual Appliance:

MpeaHacTpoeHHbI 06pa3 OC n Termidesk
C yAOOHbIM rpaduyecknm nHTepdencom

[loCcTynHO pa3BepTbiBaHNE B pPeXMMaX:

- «Bce B ogHOM»: BC€ KOMMOHEHTbI MPOAYKTA
B paMKaX O4HOW BUPTYasibHOM MaLUUHbI

- PacnpepeneHHas ycTaHOBKA, KOTOa pasHble ponn
MOryT ObITb pa3HeceHbl Ha pa3Hble BM, a Takxe MoxeT
ObITb PeanN30BaH PEXNM OTKA30yCTONYMBOCTU

Mopaynb ngeanbHo NnogxoauT gnsa 6bicTporo

pasBepTbiBaHNA N NO3BOJIAET HAaY4aTb TECTUPOBaHME
" 3KCnyatTaunio B CHNTaHHbIE MUHYThI

admin v
Ceptudpukar

TekyLumi cepTuduakat HoBbIii cepTudukar

0630p

) Cucrema BpeMH AOCTYNHOCTU CUCTEMBI
% VRRP

Bepcus: 1.7.5

KypHansl

Termidesk
CrcTeMHbIiA MOHUTOP

10 cekyHa ¥

CPU Usage

YcTaHOBNEHHbIE poan

Moptan Bpokep (Broker)

Wato3 (Gateway)

10 cekyHa

MnaaHuposLk (Task
manager)




HALEXHbIE TEXHOJ1IOTMW OOCTYMNA K OAHHBIM A1 TOCYOAPCTBA U BUSHECA @

Pa6oTtac 3D-rpadukomn

PaboTta c 3D-rpadukon Ha cepBepe
PaboTa C M30bITOYHOCTbIO BUAEO AaHHbIX
ABTOOUTPENT

BO3MOXHOCTb annapaTtHoro
AeKoOMPOBaHUA BUOAEOMNOTOKA
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HALEXHbIE TEXHOJTOTMW OOCTYNA K OAHHBIM OJ19 TOCYOAPCTBA 1 BU3HECA

HoBbi UHTepdenc

v¥) EanHoobpasune nHtepdencoB ancnetTyepa 1 arperatopa
¥ VIHCTPYMEHTbI AN HACTPOWKN PUPMEHHOIO CTUNS

v TeMHasa TemMa

v I'IepeKmoqume Mexay TekKyumM 1 HOBbIM l/IHTepCbeIZCOM

@ TERMIDESK

0630p

MoHuTOpMHT

BAPTYaNbHbie MaLIMHEL

Donas

e MecTa
KOMnoHeHTsl
TOCTABLUNKM 1 WaBNOHI
ocTenbie OC
AyTeHTUdIKaLMS

TpoTOKOALI 1 CeTH

HacTpoiiku

Pynns paGoux Mect

nobansHeie

anepes
JKypHanst u oTueTsl
KypHansi

Ayant

Oruersi

O nporpamme

T

Tex. Monaepxxa

1.8.0.6

Owwnbka
m
(| ]

KOMNOHeHT UHbpacTpyKkTypa

I MOCTABLYWKM PECYPCOB

21.03.2024
120/500

MOAPOBHEE >

JOMEHbBI AYTEHTU®UKALUM

MOAPOBHEE >

NOAPOEHEE > | MPOTOKOSbI

MOAPOBHEE >
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HALEXHbIE TEXHOJTOTMW OOCTYNA K OAHHBIM OJ19 TOCYOAPCTBA 1 BU3HECA

HoBbin pyHKumnoHan Termidesk 6.1

BecnaponbHbiii BXxop Yepes Kerberos

mTLS ana KOMNoHeHTOoB (B3anMHas ayTeHTUpMKaLMS
Mexay cepBMcamMmm MHOPACTPYKTYpPbI)

MonuTukm gna rpynn v ceten (ynpaeneHme 4oCTyrnom
Ha OCHOBE rpynMnoBOM NPUHaZeXHOCTN 1 IP-agpecoB)

CBosi 6ubnuoTteka freerdp (Mcnonb3oBaHMe KACTOMHOMN
nnu MmoanduunpoBaHHom bubnnotekn gns peanmsauum RDP)

MepeHanpasneHue nanok u USB B npoTtokone TERA

MepenoaknoyeHue no nporokosam RDP u TERA

MonHble knoHbl ana zVirt/Red Virt
PacwupeHa uHterpauusa c VMmanager
O6wume wWno3bl Ha ArperaTtope

Mpodunu wnozoB

NMopnpep)xka AnbT Pabouas ctaHuuma 11
(noppepxka OC Ha KJIMEHTCKOM CTOPOHE U B KAYecTBe
rocteson OQC)

OGHOBNEHHbI MHTepdeic
(MopgepHM3aunsa Beb-nHTepderica
afMUHUCTPATOPA WU MOJIb30BaTEIbCKOro NopTana)



HALEXHbIE TEXHOJTOTMW OOCTYNA K OAHHBIM OJ19 TOCYOAPCTBA 1 BU3HECA

JinueH3npoBaHue

Pepakuusa Tun nMueH3Inuun

[To nonb3oBaTenam

Mo KOHKYPEHTHbIM COeaUNHEHNAM

[To nonb3oBaTenam

Mo KOHKYPEHTHbIM COeVNHEHNAM

JINueH3nn MOryT NOCTaBNASATbCS KakK CPOYHbIe, Tak U BeccpoyHble.

Mopaep>xka Ha ntobble pegakumMm 1 TUMNbl INLEH3UN MOXET ObiTb CTaHAAPTHOMN
WAW NPUBUSIENMPOBAaHHON CO CPOKOM AencTteusa 12 unm 36 Mmecsaues.



HALEXHBIE TEXHOJ1IOTUW OOCTYIMA K OAHHBIM )14 TOCYOAPCTBA U BU3HECA

3HaHuUg — cuna

Kypc Ang agMUHUCTPATOPOB OT y4ebHOoro ueHTpa «3Bé3gbl n C»

PasBepTbiBaHME U paclUMPEHHOE yrpaBfieHne BbICOKOA4OCTYMNHON MHPpacTpykTypon Termidesk

[lporpamMmma Kypca BKJ/1lO4aeT:

ALMUHUCTPUPOBaHME U HAaCTPoOKKa

v :
BbICOKOAOCTYNHOro knactepa Termidesk

- ABTOMAaTM3aLMA pa3BepTbIBAHUS
TECTOBbIX CTEH0B

« [poekTupoBaHue 1 noHnMaHue

OTKA30YyCTOMYMBOMN apXUTEKTYPbI

MopTBepxaeHne KBanmbukaumm
v AByms ceptudukatamm — ot MNAO
«Ipynna Actpa» 1 yyebHoro ueHTpa

.“3BE3ﬂbI ucC” TNABHAS TUTAH KYPCA [ATbI OBYYEHHMA CXEMA PABOTHI MPEMMYLLECTBA JMLEH3UH KOHTAKTbI

P ————

Ectb BONpockI?
3BoHuTe NpsiMo ceifyac!

+7 (495) 363-36-86

Kypc TDHA: Pa3septbiBaHue 1 paclumpeHHOe ynpaBieHue
BbICOKOAOCTYNHOM MHpaCTpykTypoi Termidesk.

YHuKanbHbI# Kypc oT yyebHoro LeHTpa "3ee3abl v C” Brloyaiowmii B cebs 0630p U HACTPOIAKY cyx6
ANA 0TK330YCTOW4MBO KOHDUTYpaLIMK, pa3BepTbIBaHUE U HACTPOIKA OTKA30YCTONYMBOTO Knactepa
nnathopMbl ynpasnexus BUpTyanusauuen. lly6nukaums BUpTyanbHbix paGoumx Mect.
Macuwrabuposanue apxutekTypbl Termidesk.
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OopoxHasa kapTa Termidesk VDI

AKTyanbHbIM cTaTycC: 14.01.2026

DYHKLMOHaNbHbIE
BO3MOXHOCTM

JoctynHocTb 1
NPou3BOANTENBHOCTb

ABTOMaTM3auUMS,
MHTerpaumsa

1 MHPPACTPYKTYPHbIE
KOMMOHEHTbI

Q1-Q2

H1-2026

PazBuTUne knveHTa Termidesk ans macOS

EAVHBIN MHCTANNSTOP ANS KAveHTa u BotoBepa Termidesk ana OC Linux

EAWHBIN HCTannsitop AreHta PM

Pa3BuTHeE YaNeHHOro MoMOLLHMKA - PEXUM TOJIbKO Ha YTeHWe AJ19 aAMUHUCTPATopa C 3anpocoM
ynpaBfieHNs ceaHCoM

OTnpaeka coobeHuin nonb3osatensam B ceccuto TC STAL\RDS

Mpodwnb winto3a - pasHole URL ¢ punbTpom no cetam

MnaBHoe 3aBepLUEHNE CeCCU NP AOCTVXEHUU IMMUTOB BPEMEHU - AreHT BPM
PecTapTt BPM nonb3oeartenem (Yepes Be6-nopTan v KaMeHTa)

OTK/lOYEHME BO3MOXHOCTN PeAakTUPoBaTh CO3AaHHOE NOAK/IOYEHME B KIIMEHTE
MNoanepxka metopa RADIUS Access-Challenge v none Bsoga ans OTP B Be6-mHTepderice
Bo3MoxHOCTb Bbibopa ceTeBoro nHtepodeica ans AreHta PM

OTobpaxeHue nmeHu depmbl, UMeHn BM un IP BM (AgMuH v Monb3oBatenb)
YnpaBneHne HacTPorKaMmn pacroioXeHUs U COMOoCTaB/IeHNS MOHUTOPOB
MNoanepxka MacwrtabuposaHuns OC APM B knveHTe 1 Bbtoepe (HiDPI)

zVirt - BepcroHupoBaHme wabnoHa (@HanornyHo VMware)

HTMLS knneHT — nogaepxka npotokona RDP

UHTerpauus knmeHTa ¢ APM (apnbiku GoHAOB)

YnpaBneHue Teramu gnsi BM (Ha ypoHe BM) 1 ux rpynn

BpeHaupoBaHue nopTtana

CoxpaHeHWe HacTpoek NepeHanpas/ieHNs YyCTPONCTB

PassuTtne npotokona TERA:

ApanTaumsa K nonoce NponyckaHns

3aBepLueHKne nopTuposaHue Ha Windows

MNoppepxka MO Vitamin

MpropuTeTb KAHANOB, MYILTUMOTOYHOCTb U OTAENbHbIe ceTeBble MopThbl (Multi-Stream and
Multi-Port)

MNopaepkka NPOTOKONOM MaclwTabupoBaHus knmeHTa (scaling)

Peanusauns webRTC

Peanunsaums KOppeKTHOM PaboTbl MOHUTOPOB C BbiCOKUM (4k) paspelweHnem (RDP,TERA)

ABTOMaTM3aums co3aaHuns npocduns nonbsosartens Linux — Termidesk Roaming Profiles (TRP)
mTLS knuneHT, penutep

YnyylieHus HOBOro Au3ariHa nopTana aaMuHucTpaTopa (Aucnetyep).

MpoBepka cocTosHMs PM nepep Bblaayel nonb3osaTento

MNoppepxka FQDN ans wabnoHOB aBTOHOMHbIX MaLWWH

OTob6paxeHVe MeTPUK NOJIb30BATENIbCKUX CECCUI OHNANH

OTobpaxeHne MeTpuk PM B nopTane agMMHMCTPaTOPa

Mopaepxky nepenogknioveHns Kk ceccuam TC STAL

N3MeHeHWe yyeTa KOHKYPEHTHbIX INLLEH3UI

MopaepxKa ycuneHHomn ayTeHTUdMKaumMm no cMapTkapTe Ha MopTane nosb3oBaTens
STAL — BbipaBHuBaHue v4.0 vs v3.4

STAL - Moaaepxka AnbT Paboyas CtaHums 10.4 (KDE)

Mopaepxka MHOXECTBa CEaHCOB B PaMKax OJHOMO roOCTEBOro areHTa

Mopnepxka VMware 8

YnpaBneHue AnuTeNbHOCTbIO AeiCTBUS TOKEHOB B CUCTEMHbIE HAaCTPOMKM

3anyck NPUIOXeHUs Mo NPsSIMoW CCbinke Ha Hero (bpay3ep)
Moppepixka cnoés Applmages

[By3xTanHblM AOMeH ayTeHTuduKaumm (LDAP \ RADIUS)
PaclmpeHve MOAENN CTATyCOB CeCCUin

Bbi6op cHanwoTa npu nybnukauum doHaa ans VMmanager

Bbi6op xpaHunuwa VMmanager npv co3gaHnm wabnoHa

KnuneHT - nHAMKaTOp KayecTBa COeMHEHNS C YKa3zaHMeM TpaHcnopTa n
RTT

AHanu3 ceTeBOro CoegnMHeHNs Mexay KOHEYHbIM YyCTPONCTBOM
Nosib30BaTeNA U CECCMOHHBIM Y3/10M

OnoBelleHne 0 3aaepXKKax CETU, O BbICOKOM NoTpebneHuu LM
NHBeHTapusauum PM

BepeHue XypHana o KIIMeHTCKUX YCTPOMCTBaxX AocTyna
Mcnonb3oBaHue Teros Ansa noncka BM v ux rpynn

Wcnonb3oBaHWe Teros Ans GpunbTpaumMm 4OCTyna nonb3oBaTtenen Ha
ypoBHe poHAa

CoxpaHeHue popmMaTnpoBaHus TekcTa B bydepe obMeHa
Noppepaxka UDP TpaHcnopTa aAna RDP, BkAOYas w03
CUHXpOHM3aLMA a3bIKoB BBOAa Mexay APM 1 PM

Termidesk Roaming Profiles (TRP) npocdunb Ha ypoBHe doHaa vepes
nonuntuky (VDI)

Pa3sutne npotokon TERA:

+ [loppepxka NPOTOKOIOM 3anycka Ha ¢pusnyeckom GPU

« ApanTauus tera-vdagent ans paboTbl C HECKObKUMU CECCUSIMU

+ MTU discovery

« TERA noanepxka AnbT JluHykc 10 1 11 ans APM 1 BPM (kpome ®usK)

» TERA - HacTpoiika paboTbl B pexunme 610KMPOBKK ceaHca (KNNeHT,
cepsep)

» TERA - custom channel API

+ Kerberos SSO - ALD Pro

« [obaeneHune BPM B rpynnbl 1 OU ALD Pro

* Moppepxka ALD Pro, AnbT gomeH, FreelPA gna Arperatopa

« MMoaaepxka nnatdopMbl BUPTYanmn3aumm FopnsoHT-BC

« Moagepxka Ubuntu 24.04 n 26.04 kak BPM

+ Otpensiembivi nopTan (Monb3oBaTtens v AAMUHUCTPATOPA)

« Pabota npotokona Loudplay yepes W03

« Ob6paboTka cTaTycos ceccuit LoudPlay n ynpaeneHve nmm

« Arperartop - BO3MOXHOCTb GpunbTpaumm goctyna kK BPM Ha ocHoBe Tera
doHaa pepmbl-nocTaBLymKa

+ Bo3MoxHOCTb pasgeneHus b, depmbl Ha oTaenbHble B, KoHbur, AyauT,
MoHUTOPUHI

LieHTpanu3oBaHHOe ynpaBieHne MHTErpaLmeit c cepepamu noytsl u Syslog
MNepeHanpasneHue yctpoincts B HTML5 knneHTe

Basa PID/VID ansa ynpaeneHus nepeHanpasneHvem USB ycTpolicTs
DyHKLMSA 3anpeTa Ha OTK/IIOUYEHWE Nepefayn cobbiTui B LLEHTPaNN30BaHHbIN
cepBsuc ayauTa

Moanep>ka NOAKMOYEHUSA K HECKOJTbKMM JlOMeH-KOHTposepam FreelPA

« MNopaepkka nepcoHanu3npoBaHHbix BPM (Personal VDI)

TecT NpoBepKn KOPPEKTHOCTU HACTPOKM Nyna

OTyeTbl N0 paboTe nonb3oBaTenel (3anyLeHHbIe pecypchbl)

MNpodunu noaknoueHU ana knneHta Termidesk

WHTerpaums knueHta Termidesk ¢ OC APM o pacwupeHnuto daiina
LieHTpanu3oBaHHbIN c60p SI0roB € KIIMEHTOB

Oontumusauma HTML5-KnneHTa AN9 MOBUIIbHBIX YCTPOMCTB

Pa3ssuTtne npotokona TERA:

» MNoppepkka NPOTOKONOM 3anycka Ha BUpTyanu3npoBaHHoM GPU (VvGPU)
» MNepeHanpasneHve 06paboTku BuAeo 1 ayamo BKC Ha APM

+ MNoppepxka TERA B STAL

» MNoppaepxka TERA BnoxeHHbIx ceccuin (APM->BPM->STAL)

»  EOWHbIN cepBUC NULIEH3UPOBaHUS

+ BepTukanbHasa 6anaHcuposka TC

+ ABTOMaclwTabuposaHue ans poHAoB MeTanocTaBLmKa

«  YpoBeHb abcTpakumm "Mybnmkauuns”

+  BopasHble 3Haku (watermarks) B ceccumn nonb3osatens TC

»  CepBu1C aBTOMaTMYECKOW HACTPOMKM KNneHTa (Yepes npodunmn noaknoyeHNi)
+ 3arpyska kiveHTa c MopTana nosnb3osaTens

*  WHTerpauus co CTOPOHHUMMU CUCTEMaMU MOHUTOPUHIA ANt HOBbIX METPUK



HALEXHBIE TEXHOJ1IOTUW OOCTYIMA K OAHHBIM )14 TOCYOAPCTBA U BU3HECA

Hawu npenmylliecTBa

O, = B9

LleHTpann3soBaHHoOe
ynpasneHune

lMoBbiweHne YPOBH4A E[MHasi TOYKa KOHTPOS BO3MOXHOCTb yOaNneHHOIro nogkKjan4eHunA
©e3onacHoOCTU U KOHTPOJINPYEMbIN LR 6e3OI'IaCHpOCTb, K BUPTYaJIbHOMY pa6oquy crony,
AOCTYyn K KopnopatuBHbIM dHHbIM oTAENIbHbBIM MPUIOXEHUAM NN

n apPpeKkTUBHOCTL o
oo dusmyeckomy MK n3 nobomn ToUkKM MMpa
npoLeccoB

be3sonacHoOCTb MoOUNbHOCTb

/ RA
| N

)

Mpon3BoANTENLHOCTb SpPeKTUBHOCTb MacwTabupoBaHue busHeca

BbicTpoe oTKpbITUE PUnnanos,
npucoeguHeHne HOBbIX 0PNCOB
N NOJKJ/IOYEHVE HOBbIX COTPYOHMKOB

Bca obpaboTka faHHbIX BbIMOHAETCS
Ha CTOpOHe cepBepa, 4YTO

n obecrneymBaeT BbICOKYO
NPOU3BOAUTENBHOCTb CUCTEMBI

OnTUMM3auusa NCNONb30BaHUA
BblYNCINTENbHbIX MOLLHOCTEN U
CHUXEeHWe onepaumMoHHON Harpy3Kkm Ha
NT-nepcoHan



HALEXHBIE TEXHOJ1IOTUW OOCTYIMA K OAHHBIM )14 TOCYOAPCTBA U BU3HECA

NMy6nnyHbIie KencChbl

& CBEP & anabyra & rocaTom

4

3ameweHue Citrix Virtual 3 000 pabounx mecT VDI 19 000 + nUUEH3MN
Apps and Desktops

MNepeeoa 6onee 150 000 1 000 pabounx mecT VDI VDI n TepMUHanNbHbIe
COTPYAHUKOB ons 3D-rpadukum cepsepbl

VDI n poctaBka NpuIoXeHnmn
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HALEXHbBIE TEXHOJTOrM OOCTYNA K OAHHBIM OJ19 TOCYOAPCTBA 1 BU3HECA

dononHurenbHbIE
MaTepuanbl

CﬂpaBOLIHbIVI *  JKCnnyaTauMoHHasa AOKyMeHTauus
MeToanyeckne matepuansl
CueHapun NCNONb30BaHMSA N apXUTEKTYpa
Yno6HbIN Nonck
FAQ
CoBMeCTUMOCTb BEPCUN N MHOrOe fpyroe

https://wiki.astralinux.r
u/termidesk-help

How-to ponuku n Bugeo
nopakacT Termidesk: nogKJ/1lOYeHo

Tenerpam

@:

HosocTHoM kaHan Termidesk User Group

CanT npoaykTa

termidesk.ru



https://wiki.astralinux.ru/termidesk-help
https://termidesk.ru/

HauyHem?

NMpoTecTupoBaTb peLieHue




