OopoxHasa kapTta VDI Termidesk

AKTyanbHbIM cTaTyC: 24.06.2026

(DyH KLUWNOHallbHblE
BO3MOXHOCTU

Nnpon3BoanNTENbHOCTb

ABTOMaTU3aLMUS,
VHTerpaumsa

1 UHDPACTPYKTYPHbIE
KOMMOHEHTBI

ELVHBIA MHCTanNsTop Ans kKnAveHTa u BotoBepa Termidesk ana OC Linux
Pa3suTne YaaneHHoro noMoLWHMKa - peXunMm ToNIbKO Ha YTeHue ans
aAMVHUCTPaTOpPa C 3anpPOoCOM yrnpaB/ieHUs CEaHCOM

OTnpaska coobuieHnit nonb3osatenam B ceccuto TC STAL\RDS

Mpodunb wntosa - pasHele URL ¢ punbTpom rno cetam

MNnaBHOe 3aBepLUEHNE CeCCUl NPU JOCTUXEHUN IMMUTOB BPEMEHU - AreHT
BPM

PecTapT BPM nonb3oeatenem (4epes Beb6-nopTan U KNMeHTa)
OTKNIOYEHME BO3SMOXHOCTU pefakTnpoBaTb CO3gaHHOE NogkitoyHeHne B
KnneHte

Moppepxka metopaa RADIUS Access-Challenge v none Beoga ans OTP B Be6-
NHTepdelice

BO3MOXHOCTb BbiGOpa ceTEBOro MHTepdeiica Ana AreHta PM
OTobpaxeHne MMeHn pepmbl, UMeHV BM 1 IP BM (AgMUH 1 Monb3oBaTeb)
YnpaBneHne HacTPOMKaMM PacroiOXEHUs U COMOCTaBIEHUSI MOHUTOPOB
MNoppepxka MacwTtabuposaHna OC APM B knveHTe 1 Bbtoepe (HiDPI)

zVirt - BepcMoHupoBaHue WwabnoHa (aHanornyHo VMware)

YnpaeneHue Teramu ans BM (Ha yposHe BM) 1 ux rpynn

Wcnonb3oBaHue Teros Ansa noncka BM v ux rpynn

CoxpaHeHuWe HacTpoeK NepeHanpasieHns yCTPOWCTB

[ocTaBka obpasa PM no cetu

PassuTtne npotokona TERA:

MpuopuTETHI KAHANOB, MYILTUMOT\OYHOCTb 1 OTAE/bHbIE CETEBbIE MOPTHI
Moaaepkka NpPOTOKOIOM MaclTabupoBaHus knveHTa (scaling)
TERA - custom channel API

Yny4leHus HOBOro AnsaiHa nopTana agMuHUCTpaTopa (Aucnetyep).
MpoBepka cocTosiHWs PM nepep Bblaayel Nonb3oBaTento
Noppepxka FQDN ans wabnoHoB aBTOHOMHbIX MaLLIWH
OTobpaxeHne METPUK NOMb30BaTENbCKUX CECCUI OHNaH
OTobpaxeHne meTpuk PM B nopTane agMUHMCTPaTopa

MNoppepxky nepenogkntoyeHuns kK ceccmam TC STAL

N3MeHeHMe yyeTa KOHKYPEHTHbIX TMLLEH3UI

STAL — BbipaBHuBaHue v4.0 vs v3.4

STAL - Mopaaepxka AnbT Pabouas CtaHums 10.4 (KDE)

Moppepkka MHOXECTBA CEaHCOB B PaMKax OJHOMO rOCTEBOro areHTa
Noppepxka VMware 8 n 9

YnpaBneHue ANUTENbHOCTbIO AeNCTBUS TOKEHOB B CUCTEMHbIE HAaCTPOWKU
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. MNMoppaepkka cNoés NpunoxeHun gns Linux

*  AHanus ceTeBOro CoefuHeHUst MeXAay KOHEeYHbIM YyCTPONCTBOM
nosib3oBaTesid U CECCUOHHbIM Y3/10M

. BepeHue XypHana o KIIMeHTCKMX YCTPOMCTBax AOCTyna

. CMHXPOHM3aLMs A3bIKOB BBOAA Mexay APM n PM (RDP)

«  [epeHanpasneHune ckaHepa c APM B PM (TC)

. NHTerpaums knveHTa ¢ APM (spnbikn doHA0B)

. HTMLS5 knueHT — nopaaepxka npotokona RDP

. PasBuTue knneHTa Termidesk gna macOS

. BO3MOXHOCTb CMEHbI naposiga nonb3oBatenem

. PeansanH knneHTa

«  TlepeHoc HacTpoek nepudepum B KIMEHT

«  OnNTUMM3aumsa nepeHanpasneHuns Be6-kamepsbl

«  Peanusauus nepeHasHayeHus paboyero MecTa nosib3oBaTeNio

. BpeHanpoBaHue nopTtana

PasBuTtne npotokona TERA:

+ ApanTtaums K nosioce nNponyckaHus

* Moppepxka MO Vitamin

- 3aBepuleHue noptupoeaHue Ha Windows

« Peanusauus koppekTHoi paboTbl 4K MOHWUTOPOB

» Noppep>xka AnbT JInHykc 10 1 11 gns APM n BPM (kpome dusMK)

« HacTtpoiika paboTbl B pexunmMe 6J10KMPOBKM CeaHca (KNNeHT, cepeep)
« Peanusauus nepeHanpasneHus webRTC

- 3arpyskau oTobpaxeHue Beb-cTpaHuL, nokanbHo Ha APM BmecTto PM (browser

content redirection)

« Termidesk Profiles — nepemewaembiit npodunb nonssosartens Linux
« TNoppepxka ALD Pro, AnbT gomeH, FreelPA gns Arperatopa
«  AnbT [omeH - noaaepxka Kerberos n PKINIT

*  AnbT [loMeH - npobpoc napons nosnb3oBatens Ha PM

« AnbT [loMeH - gepeructpaumsa PM u3 katanora

« Otpensembiit nopTan (Monb3oBaTtens u ALMUHUCTPaTopa)

« O6paboTka cTaTycoB ceccuit LoudPlay v ynpasneHune nmmn

+ STAL — macwTtabupoBaHue ansi NpUIoXeHun

« STAL - nognepxka seamless app mode (aka RAIL)

« [lpepBapuTenbHoe co3paHue nonb3osaTenei

«  [By3xTanHblli [OMEH ayTeHTUdUKaumum

LleHTpanu3oBaHHOe ynpaBieH1e UHTerpaLmei C cepeepamu nouTbl u Syslog
MepeHanpaenexue yctpoiicts 8 HTMLS5 knnenTte

basa PID/VID ans ynpaeneHus neperanpasneHuem USB ycTpoiicts
Mopnepskka MOAKNIOYEHMS K HECKONIbKUM fOMeH-KoHTposiepam Freel PA
Moppepskka nepcoHanusmposaHHbix BPM (Personal VDI)

TecT npoBepKM KOPPEKTHOCTU HACTPOKM Mysia

OTuéTbl No paboTe nonb3osaTtenen

Mpodunu noakntoueHuit ans knveHTa Termidesk

UHTerpauus knverTa Termidesk c OC APM no pacumpexuio daitna
LleHTpanu3oBaHHbI C60p NOroB C KIIMEHTOB

3anyck NpUIoXeHus no NpsiMon ccbiike Ha Hero (6paysep)

Bbi6op cHanwoTa npu nybnvkaumm dorHpa ans VMmanager

Bbi6op xpaHunuiia VMmanager npu co3aaHum wabnoHa

Moanepmkka UDP tpaHcnopta ans RDP, Bkntoyas wnto3

OnoBeLLeHMe O 3aaepXKKax CeTH, O BbICOKOM noTpebneHuu LIM
WHBeHTapusaums PM

CoxpaHeHue dpopMaTmpoBaHus TekcTa B 6ydepe obmeHa

EauHbIi nHcTannatop Aredta PM

Mcnonb3oBaHue Teros Ans punbTpaLmMm 4OCTYNa Nosb3osarteneil Ha yposHe dpoHaa

Pa3suTtne npotokona TERA:

» MNopnepkka NPOTOKONOM 3anycka Ha BUPTyanu3npoBaHHoM GPU (VGPU)
» MNopnepxka TERA BnoxeHHbIX ceccuin (APM->BPM->STAL)

+ MTU discovery

+ lMopnepxKa NPOTOKONOM 3anycka Ha ¢pusmyeckom GPU

« ToppepxkKa ycuneHHon ayteHTUdMKaumm no cMapTkapTe Ha MopTane
nosb3oBaTens

+  BepTukanbHas 6anaHcuposka TC

«  YpoBeHb abcTpakumm "Mybavkaumns"

+  BoasHble 3Haku (watermarks) B ceccum nonb3osatens TC

+  CepBu1C aBTOMATMYECKOM HAaCTPOMKK KNneHTa (Yepes npodunmn NoaKIoYeHNA)

+ 3arpyska kiveHTa c MopTana nonb3oBatens

« Pab6ota npoTtokona Loudplay yepes LWnto3

« ALD Pro — nopaepxka Kerberos (SSO)

« [ob6aenexve BPM B rpynnsi n OU ALD Pro

+ ArperaTtop - BO3MOXHOCTb GuUnbTpaLmm foctyna kK BPM Ha ocHoBe Tera ¢poHAa
dbepMbl-nocTaBLymMKa
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