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1. ObLLUME CBELOEHUA

1.1. O pokyMeHTe

HacTosawmmn [oKYMeHT IBNSIeTCS PYKOBOACTBOM MO/b30BaTeNs Ha KOMMNOHEHT «KnueHT» (ganee - KnueHT)
NporpamMMHoOro komnJekca «ducnetyep NOAKAOYEHUM BUPTYasbHbIX paboumnx MecT Tepmuaeck» (manee
- Termidesk).

1.2 . HasHayeHue koMnoHeHTa «KnueHT»

KnueHT peanusosaH B BMAe yCTaHaBAMBaeMoro naketa (termidesk-client), Heobxoaum ans o6paboTkm
URI, npepnoctaensemMbix Termidesk, v nossonsetr noaknaoumTbca K paboumm mectam (PM) uepes
pas/iInyHble MPOTOKOJIbl AOCTaBKM, B TOM umcne RDP.

KnueHT ycTaHaBNMBaeTCs Ha MOJb30BaTENbCKYHO paboyyro CTaHUMIO, C KOTOPOM ByaeT Mpou3BOAUTLCS
noakntoyeHme K PM.

Ona nopgkntoveHns no npotokony RDPHa nonb3oBatenbckor pabodven  CTaHUMM  OOMXKHA
ObITb YCTaHOBIEHA COOTBETCTBYHOLLLAA MPOrpaMMa AOCTaABKU:

Tabnuua 1 - CoBMecTUMble NporpaMMbl LOCTABKKU 4S8 NoAKAo4eHus no npotokony RDP

Mpotokon MporpamMma pocTaBku oC MpuMeuaHue
RDP mstsc.exe OC Microsoft Windows CranpgaptHas ytunuta OC Microsoft
Windows
wfreerdp.exe OC Microsoft Windows Ona noakntoyeHua Kk PM Heobxogumo

LOMONIHUTESIbHO YCTaHOBUTb
nakeT wfreerdp.exe, KOTOpPbIN He
BXOAMUT B cocTaB Termidesk

termidesk-viewer OC Astra Linux Special TpebyeTca akTUBMPOBATb OMLUIO
Edition (1.7, 1.8); «CoeguHeHue no RDP yepes
OC Ubuntu 22.04 LTS; Termidesk Viewer
OC Microsoft Windows (3KCnepuMenTanbHo)» (CM'..
noppasgen O6Lme HaCTpoKM)
xfreerdp OC Astra Linux Special Ona nopkntoyeHns k PM Heobxonmmo
Edition (1.7, 1.8) [OMONIHUTENIbHO YCTaHOBUTb MaKeT

xfreerdp, KOTOpPbIV He BXOOUT B
cocTaB Termidesk

1.3 . TpeboBaHus K annapaTHOMy U NporpaMMHOMY obecneyeHUIo

Ons yctaHoBkn KnneHTa MUHMManbHble anmnapaTHble TpeboBaHMSA MOb30BaTENbCKOM paboyen CTaHUUK
[OMKHbI COOTBETCTBOBATb C/IEAYHOLLMM:

* npoueccop apxmuTekTypsbl Intel x86 c paspsagHocTbio 64 6UT;

* ornepaTuBHas NamATb, He meHee 1 'B;

* cBO6OAHOE ANCKOBOE MPOCTPaHCTBO, He MeHee 200 Mb;

* ceTeBoOe coeamHeHue, He meHee 100 MéuT/c.

LOns yctaHoBkn KnueHTta TpeboBaHus k MO fomKHbI COOTBETCTBOBATL CNEAYHOLLMM:
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* npoueccop apxuTekTypsbl Intel x86 c paspagHocTbio 64 6uT. nsa HekoTopbix OC noaaep>kmearoTcs
ApYyrue apXmMTEKTYpbl, 3TO yKa3aHo B cnucke nopaepykmeaembix OC;

* fJo/mKeH ObiTb YycTaHoBleH Beb-Opaysep c noggep)kkon cneumdumkaumm W3C HTMLS
(AHpekc.bpaysep Bepcumn 15.9 u Bbiwe, Google Chrome Bepcumn 46 u Bbiwe, Mozilla Firefox

Bepcuun 41 u BbiLwe).

Cnucok nopaepxxmBaembix OC:
= Astra Linux Special Edition 1.7 (MMHuManbHas Bepcus - 1.7.5);
= Astra Linux Special Edition 1.8 (MMHuManbHas Bepcus - 1.8.1);
= Astra Linux Special Edition 4.7 (Tonbko apxutektypa ARM);
= CentOS 8;
* Debian 11 (gononHMTEeNbHO NOAAEPXKMBAOTCSH apxXUTeKTYpbl X86_32, ARM);
= Anbt Pabouaga ctaHuma 10;
= Peg OC7;
= Ubuntu 18.04 LTS;
= Ubuntu 20.04 LTS;
= Ubuntu 22.04 LTS;
* Microsoft Windows 10;
= Microsoft Windows 11.

1.4 . TpeboBaHMA K YPOBHIO NOArOTOBKM NEPCOHaNa

DkcnnyaTtaums KnveHTa ocyLecTBnseTcs Cy6bekToOM AOCTyna € ponbto «[lonb3oBaTenb».
CybbekT pocTyna fOoMKEH UMEeTb OMbIT paboTbl C NeEPCOHaNbHbIM KOMMbloTepoM Ha 6aze OC GNU/Linux

unu Microsoft Windows Ha ypoBHe nosib3oBaTensi U yBEPEHHO OCYLLECTBATbL 6a30Bble Onepaumm B 3TUX
OC.

Bbinyck ot mapTta 2025 7
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2. YCTAHOBKA U YOAJIEHUE

2.1 . MNonyuyeHue naketoB ycraHoBKM B OC Astra Linux Special Edition

OuctpubyTtre npencrtasneH 6uHapHbiM dannom naketa MO B deb-dopmate. YctaHoBka B OC Astra

Linux Special Edition nponssoanTca M3 nokanbHOro peno3nTopusa, pacrnpocTpaHaeMoro B opmaTe iso-
obpasa.
MonyunTb iso-06pa3 MOXKHO ABYMS COCOBaMU:

* 3aMo0JIHMB 3anpoc yepes canT Termidesk: https://termidesk.ru/support/#request-support;
* yepes NM4HbIN KabuHeT: https:/lk-new.astralinux.ru/.

Ons nopkntoyeHus nokanbHoro penosutopusi Termidesk Ha y3ne, roe npepnonaraeTcs YCTaHOBKa,
HY>KHO:

* CKOMWPOBaTb B AOMALLIHUI KaTasor nosib3oBaTenst obpas agucka termidesk-<Bepcusa>.iso;

* MoAKAKUUTL 0bpas aAMcka K hannoBoM CUCTEME B KaTasior /mnt:
sudo mount -o loop termidesk-<Bepcua>.iso /mnt

roe:

-o loop - napameTpbl Ans NpuBS3KM netneBoro yctpouctea (/dev/loop) Kk danny termidesk-
<Bepcusi>.is0, yCTPOMCTBO 3aTEM MOHTUPYETCS B YKa3aHHbIW KaTanor /mnt;

* CKOMMPOBATb COAEPXKMMOE KaTasora repos MOAK/OYEHHOro obpasa Aucka B Katanor /var
nokanbHou ansioBOM CUCTEMBI:

sudo cp -Rp /mnt/repos /var

roe:

—-Rp - K/OY NS pEKYPCUBHOIO KOMMPOBAHMA MOAKATaNOroB U (GanioB C COXPAaHEHUEM MCXOAHbIX
CBOWCTB;

" OTKNKOYUTb I'IO,EI,KJ'II'O‘-IEHHbII;i paHee o6pa3 ANCKa OT y3na:
sudo umount /mnt

* YCTaHOBWUTb NakeT lsb-release:
sudo apt install -y lsb-release

roe:

-y - KJIHOY 4151 NPONyCcKa NOATBEPXAEHUS YCTAaHOBKM;

Bbinyck ot mapTta 2025 8



@ TERMIDESK C/IET.10001-02 92 01

* nobaBuUTb JlOKanbHbIM peno3uTopuin Termidesk (/var/repos/astra) B dann /etc/apt/

sources.list.d/termidesk_local.list Yepe3 KOMaHAHbIN UHTepnpeTaTop sh:

1 sudo sh -c 'echo "deb file:/var/repos/astra $(lsb_release -cs) non-free" > /etc/
apt/sources.list.d/termidesk_local.list'

roe:
—C - KJIHOY AN51 YTEHUs1 KOMaHA, U3 BBOAMMOM CTPOKM (CTaHAAPTHbIN BBOA);
echo - KOMaHZa BblBOAA TEKCTA, COBMECTHO C CMMBOJIOM «>» UCMOMb3YETCSH ANs NepeHanpaBieHus
cTpokn deb file:/var/repos/astra $(lsb_release -cs) non-free B dann /etc/apt/
sources. list.d/termidesk_local. list;
deb file:/var/repos/astra $(lsb_release -cs) non-free - no6aBngemMbin pPeno3nUTOPUN,
B/IOYKEHHaa koMaHaa $ (lsb_release -cs) noacTaBnseT BepCcUIO - 1.7_x86-64;
* BbIMOJHUTb NOUCK Kto4va peno3uTtopumsa Termidesk GPG-KEY-PUBLIC u nob6asutb ero B OC:

e nna OC Astra Linux Special Edition 1.7:

cat /var/repos/astra/GPG-KEY-PUBLIC | sudo apt-key add -
e ana OC Astra Linux Special Edition 1.8:

sudo cat /var/repos/astra/GPG-KEY-PUBLIC | sudo gpg --dearmour -o /etc/apt/trusted.gpg.d/
termidesk.gpg

» y6eauTbCs, UTo KoY release@uveon. ru bbin ycnewHo nobasneH:

apt-key list

& B cnyyae, ecnv knroy He 0TOGpaXkeH B BbIBOAE KOMaHAbl, HEOOXOAMMO ybeamTbCs, YTO KoY GPG-
KEY-PUBLIC CyLIeCTBYeT:

cat /var/repos/astra/GPG-KEY-PUBLIC

Ecnu kntou Bce Xxe cyllecTByeT, HEOOXOAMMO MpPOBEPUTL MPABUIBHOCTb BbIMOJHEHMS LWIAroB Mo
pobasneHuto penosuTopus Termidesk B dann /etc/apt/sources.list.d/
termidesk_local. list.

Mpn ycnewHoOM BbINOMHEHMM BCEX LUAroB KOMaHAa BbIBEAET COAEpXKMMOe Kitoda B dopmate
Base64.

KomaHabl jpobaBneHus kiwoda penosutopus  Termidesk oTnmuatotcs, B 3aBMCMMOCTM  OT
ncrnionbsyemon Bepcum OC. Ecnm gns OC Astra Linux Special Edition 1.8 kntou penosutopus
6b1n gobaBneH KoOMaHAoW, NpUMeHUMON K apyromn Bepcumn OC, To oS UCNPaBIEHUS HY>KHO:

* y3HaTb MAeHTUDUKATOP A0OABNEHHOrO K/HOYa PeNO3nTOpUS:

apt-key list
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" YAAJIUTb KJTHOY:
apt-key --keyring /etc/apt/trusted.gpg del 4E1632CC

roe 4E1632CC - nocnenHue 8 CMMBONOB MAEHTUdUKATOPA KITHOYa;
* BHOBb A0DaBUTb KOY PEMO3UTOPUS.

* 0BHOBUTL AaHHble MaKeTHOro MeHeaXkepa:

sudo apt update

LdaHHyto komaHpy (sudo apt update) HeobXoAMMO BbIMOMHATH MPU KaXOAOM M3MEHEHUM CrMcKa

MCTOYHUKOB MNakeToB U Npn MaMeHeEHUN Ccoaep>XMMOro aTnx NUCTOYHMNKOB.
2.2 . MonyyeHne NAKETOB YCTaHOBKM Yepe3 MHTepHET-peno3uTopuii

Ona nonyvyeHuss nakeToB YCTAHOBKM MOXET MCMOMb30BaTbCa WMHTepHeT-penosunTopun:  https:/
repos.termidesk.ruy/.
LOns nopgkntoueHms penosmtopusi B OC Astra Linux Special Edition Hy>kHO:

* YCTaHOBUTb NakeT lsb-release:
sudo apt install -y 1lsb-release

roe:
-y - KJIHOY 419 NponycKa NoATBEPXKAEHUS YCTAaHOBKMU;
» no6aButb  WUHTepHeT-penozuTopun  Termidesk B  damn /etc/apt/sources.list.d/

termidesk_local. list 4yepe3 kKOMaHAHbIM MHTepnpeTaTop sh:

1 sudo sh -c 'echo "deb https://repos.termidesk.ru/astra $(lsb_release -cs) non-
free" > /etc/apt/sources.list.d/termidesk_local.list'

roe:
-C - KJIIOY A9 YTEHUs1 KOMaH[ U3 BBOAMMOM CTPOKM (CTaHAAPTHbIN BBOA);
echo - KOMaHAa BblBOAA TEKCTA, COBMECTHO C CMMBOJIOM «>» UCMNONb3yeTCa ANS nepeHanpas/ieHns
CTpoku deb https://repos.termidesk.ru/astra $(lsb_release -cs) non-free B ann /
etc/apt/sources.list.d/termidesk_local. list;
deb https://repos.termidesk.ru/astra $(lsb_release -cs) non-free - nobaBnsiembin
peno3nTopun, BloXeHHas koMaHaa $ (lsb_release -cs) NoacTaBnsieT BEPCULO;
" MoNy4uTb Kntod pernosmtopus Termidesk GPG-KEY-PUBLIC w pobasutb ero B OC:

e ana OC Astra Linux Special Edition 1.7:

wget -0 - https://repos.termidesk.ru/astra/GPG-KEY-PUBLIC | sudo apt-key add -
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e ana OC Astra Linux Special Edition 1.8:

wget -0 - https://repos.termidesk.ru/astra/GPG-KEY-PUBLIC | sudo gpg --dearmour -o /etc/
apt/trusted.gpg.d/termidesk.gpg

. O6HOBVITb JaHHble MakKeTHOro MeHea)kepa:
sudo apt update

& KomaHabl nobaBneHua knoda penosutopua  Termidesk oTnuuatroTca, B 3aBUMCMMOCTM  OT
ncrionb3yemon sepcum OC.

Ecnn gna OC Astra Linux Special Edition 1.8 knwou penosutopus 6bin gobaBneH KoOMaHAOW,
npuMeHumon K apyrom sepcum OC, To ans ncnpaeneHUs HY>XKHO:

" Y3HaTb M,EI,EHTM(bMKaTop ,D,O6aBl'IeHHOFO KNO4a penosnTopuda:
apt-key list
" YOaNNTb KJTHOY:

apt-key --keyring /etc/apt/trusted.gpg del 4E1632CC

roe 4E1632CC - nocneaHue 8 CUMBOJIOB MAEHTUDMKATOPA K/HOUa;
* BHOBb A06aBUTb K/HOY perno3uTopums.

2.3 . OC Astra Linux Special Edition

2.3.1 . YcraHoBka KnueHTa

Mepen ycTaHOBKOM HEOBXOAMMO MOAK/IOYUTL CETEBOM WM JIOKasbHbIM peno3uTtopuin Termidesk, kak
npueeaeHo B noppasgene [lonyyeHne nakeToB YCTaHOBKUM 4epes WHTepHeT-penosutopuii  uau
MonyyeHune naketoB yctaHoBkM B OC Astra Linux Special Edition.

Ona YCTaHOBKM KnuenTta HY>XHO BbIMNOJIHUTb:

* OTKPbITb Nporpammy « TepMuHan Fly» n nonyunTb goctyn K nHTepdercy KOMaHAHOM CTPOKM;
* BbINONHUTL YcTaHOBKY KnuneHTa:

sudo apt -y install termidesk-client

® Mocne ycraHoBkn Knmenta B OC aBTOMaTMuyecku [06aBUTCS B aBTO3arpysky M 3anyCcTUTCS
cnyxkba termidesk-tbus, Heobxoanmas ons B3aMMOAENCTBUS KOMMOHEHTOB Termidesk.

Lna yctaHoBku MO Termidesk Viewer:

= YCTaHOBUTbL NakeT libtera-client:
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sudo apt -y install libtera-client
» yctaHoBuTb 10 Termidesk Viewer:

sudo apt -y install termidesk-viewer

2.3.2. YcraHoBKa KnveHTa B pexkuMe 3aMKHYTOU NporpaMMHOM cpeabl

3amMkHyTass nporpammHas cpega (3IC) aensieTtcs cpeactBoM nosbiweHms 6GesonacHoctn OC nyTtem

KOHTPONS LeNOCTHOCTU (HEM3MeHHOCTH) (alinos.

Ona ycrtaHoekn KnueHTta npu BkatoveHHom B OC pexume 3MC HeobxoguMMo npenBapuUTENbHO
yCTaHOBUTb nakeT termidesk-digsig-keys, AN4 3TOro BbINOJAHUTbL NOCNEA0BaTENIbHOCTb LLAroBs:
" NogkauuTb penosnTtopun Termidesk;

* BbINONHUTb YCTAaHOBKY C MCMONb30BaHWEM PEMO3UTOPUS:
sudo apt -y install termidesk-digsig-keys

* BbINONHUTL Nepesarpy3ky OC:
sudo reboot

* BbIMONHUTbL yCTaHOBKY KnueHTa:

sudo apt -y install termidesk-client

® Mocne ycraHoskn Knuenta B OC aBTOMaTuuecku 006aBUTCA B aBTO3arpysky M 3amyCTUTLCS
cnyxba termidesk-tbus, koTopas HeobxoguMa o5 B3aMMOAENCTBUS KOMIMoHeHToB Termidesk.

* BbINONHUTb ycTaHoBKy O Termidesk Viewer:

sudo apt -y install termidesk-viewer

2.3.3 . Ynanenue KnuenTa u MO Termidesk Viewer

Ynanenne Knuenta n NO Termidesk Viewer uz cpeabl OC Astra Linux Special Edition BbinonHsieTcs

KOMaHOaMWu:

1 sudo aptitude purge -y termidesk-client
2  sudo aptitude purge -y termidesk-viewer

Mocne yaaneHnga Hy>KHO O4YUCTUTb OCTaBLLUMECH 3aBUCUMOCTU U KOH(bMpraLI,MMI

sudo aptitude purge ~c -y
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KomaHpa nonHocTbio YAANUT OCTaBLUMecqd HaCTpOVIKVI M 3aBUCMMOCTHU YyXKe yaaNlEHHbIX NMaKeToOB.

2.3.4 . O6HoBneHue KnuenTa n MO Termidesk Viewer

O6HoBneHne Knuenta n MO Termidesk Viewer B cpege OC Astra Linux Special Edition BbinonHseTcs

YCTaHOBKOW HOBOW BEPCUM MOBEPX NpeablayLLEN.
2.4 . Opyrmne OC Linux

2.4.1 . YcraHoBka KnuenTa B apyrmx OC Linux

YctaHoBka KnveHTa BbinonHAeTCAa KOMaHO0M:
sudo apt -y install <nyTb K nakeTy termidesk-client>

roe:

-y - KJIHOY 415 NpOonycKa NOATBEPXKAEHUS YCTAaHOBKM.

A B 3aBucumoctu ot amctpmbytmea OC Linux, a MMEHHO MakeTHOro MeHeaykepa, KoMaHAa
YCTaHOBKW MOXET OT/INYaTbCS OT NPUBEAEHHON.
Hanpumep:

sudo yum -y install <nyTb K nakeTy termidesk-client>

® Mocne ycraHoskn Knventa B OC aBTOMaTuuecku 006aBUTCA B aBTO3arpysky M 3amyCTUTLCS
cnyxba termidesk-tbus, HeobxoguMas onsi B3aMMOLENCTBUA KOMMOHeEHTOB Termidesk.

Ons yctaHoBku MO Termidesk Viewer komaHaa 6yaeT aHanorM4yHoOM, HO B HEM HY)>KHO YKa3aTb YXKe MyTb

K nakeTty termidesk-viewer.

2.4.2 . YnaneHue KnuenTa us apyrux OC Linux

YnaneHue KnueHTa BbINOMHAETCSA KOMaHO0M:
sudo aptitude purge -y termidesk-client

roe:

-y - KJKOY 0114 nponycka noaTBep>XaAeHmUA yCTaHOBKMW.

& B 3aBucumoctn ot auctpmbytmea OC Linux, a MMEHHO NakeTHOro MeHegykepa, KOMaHA4a
yAaNeHMS MOXET OT/INYATbCS OT NPUBELEHHOM.
Hanpumep:

sudo yum -y remove termidesk-client

Ons ynanenus MO Termidesk Viewer koMaHza 6yaeT aHa/llOrMUYHOM, HO B HeW HYXXHO YyKas3aTb MakeT

termidesk-viewer.
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2.4.3 . O6HoBneHune Knuenta B apyrux OC Linux
O6HoBneHne Knuenta u O Termidesk Viewer BbiNnoNHSAETCS YCTAaHOBKOM HOBOM BEPCUM MOBEPX

npeabloyLLen.

2.5. OC Microsoft Windows

2.5.1 . YcraHoBka Knuenta u N0 Termidesk Viewer B OC Microsoft Windows
Knuent pna OC Microsoft Windows pacnpocTpaHseTcs B BuAe YCTaHOBO4YHOro anna c

paclunpeHuem msi.

© Ywmenbwenune sepcun Knventa mnm MO Termidesk Viewer uepes onepaumio yCTaHOBKU He
noaaep>KMBaeTcs.
Ons nepexoma k npepbiaywen Bepcun KnueHnta unm MO Termidesk Viewer cnepyeT ymanuTb
TEeKYLLY YCTaHOBMIEHHYHO BEPCUIO.

Ona YCTaHOBKU KnueHTa Ha Nnonb3oBaTebCKOM pa60qe171 CTaHUUNWN HY>KHO!

& Ecnv B OC BKIOYEH KOHTPO/b y4YeTHbIX 3anucen nonb3osatens (User Account Control, UAC),
TO ANS YCMELWHOM YCTaHOBKM KOMMOHEHTOB HY)>KHO Pa3peLUnTb BHECEHME U3MEHEHUI B CUCTEME B
COOTBETCTBYHOLLEM OKHE YBEAOMJIEHMS.

* 3anNyCTUTb YCTaHOBOYHbIM ann 1 HaxaTb 3KpaHHYyto kHonKy [danee];
* O3HAaKOMUTbCA C JIMLEH3UOHHbLIM  COMMALLUEHUEM (cM.  PucyHok 1). [ns  npuHATMS  ycnoBui
JIMLLEH3WOHHOIO COrNaLleHUs U NPOLOIKEHUS! YCTAaHOBKM ClneayeT OTMETUTL nosie «$ npuHuMato

ycnoeuga NMUMUEH3NOHHOIO cornatleHna» U Ha>aTb 3KPpaHHYH KHOMKY [,U.anee];
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ﬁ Ycranoeka Termidesk Client 5.1.0.24310-WP-2976-359536e7 ..  — >
NuueH3noHHoe cornaweHne i
BHWMaTENBHO I'IFII:I'-H-TI'EIPTITE chnegyrwree NMUEHIMOHHOE COrNalweHne ‘ @ ‘
JIMIOEHSMOHHOE CODJIANEHME C KOHEYHHM -
[MOJNES0OBATEIIEM
IMCOeTdel NOOKJINYEeHMI BMPTYAJNLHHX pabodMx MecCcT
TepvMosCcr

BHMMaHME ! BHMMATEIEHO NPOYUMTANTE HUKECISIVIOIME
VCIIOBMA, OpeXkls 4YeM YVCTaHaBIMBaThB, KOOMPOBATH
MM MHEM CHOCOOOM MCIOOJNBESOBATE [UCOeTUHeR
NOOKINYEHMM BMPTYAJBHEX pafodmx MecT TepMUMISCK
(manse — II0O) .

YCTaHOBKA, KOOMpOBaHMEe MIM MCOOIBSOBaHMe [I0

——— ——— - PR = —

———— e ——— o — L N -

[«]i1 npuHUMaD YCNOBMA NMLEHZWOHHOMD COTNALIEHNS:

MNeyaTk Hazan Hanee OTMeHa

PucyHok 1 - JlnueHsnoHHoe cornatueHue
* BblIOpaTb KaTanor YCTAaHOBKM (cM. PucyHok 2) MAWM OCTaBUTb 3HAYEHME MO YMONYAHWUIO U HaXaTb

3KpaHHYyto kHonky [Hanee];
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ﬁ Ycranoeka Termidesk Client 5.1.0.24310-WP-2976-359536e7 ..  —
KoHneunan nanka

HaxmuTe kHonky "fdanee", uytolbl BEINOAHWTE YCTAHOBKY B NANKE No yMONUYaHHHD,
WK KHOMKY "M2meHnTs", uToDbl BRIOpATE ApYryH Nanky.

YcraHoewuTe Termidesk Client 5.1.0.24310-WP-2976-359536e7 (64-bit) e:

C:\Program Files\UVEOM\Termidesk Client),

HaMeHWTE...

Hazan Hanee

OTMeHa

PucyHok 2 — Bbibop kaTanora gns ycTaHOBKM

* MOATBEPAUTb YCTAHOBKY (cM. PucyHok 3), HaXKaB 3KpaHHY KHoMKy [YcTaHOBUTDL];
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ﬁ Ycranoeka Termidesk Client 5.1.0.24310-WP-2976-359536e7 ..  — >

Bce rotoBo K ycraHoBKe Termidesk Client 5.1.0.24310-WP-297... ‘ D] ‘

HaxMuTe KHONKY "VCTaHoBMTE", uToDbLl HAYATE YCTAHOBKY. HaxmMuTe KHOMKY "Hazag", urobwl
NpOBEPUTE MAW M2MEHWTE NapaMeTpel YCTaHOBKM. HamuTe kHonky "OTMeHa", uTobbl BRIKTK
W3 MacTepa.

Hazap @Ecra HOBWTE OTMeHa

PucyHok 3 - lNMoaTeepy>kaeHWe yCTaHOBKM

* [0XKAATbCS 3aBepLUEHNS YCTaHOBKM U HaXKaTb 3KpaHHY0 KHOMKY [[0ToBO] (cm. PucyHok 4).
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ﬂ Ycranoeka Termidesk Client 5.1.0.24310-WP-2976-359536e7 ..  — >

YctaHoBka Termidesk Client
5.1.0.24310-WP-2976-359536e7 (64-bit)
33BepLUeHa

HaxmMuTe KHonky "ToToeo", uyTobbl BEIATH W2 MACTepa
YCTEHOBEKH.

Hazan [CoToBO OTMeHa

PVlcyHOK 4 - YcnewHoe 3aBepLlleHne yCTaHOBKU

® Mocne ycraHoskn Knuenta B OC Microsoft Windows 6ynet pobaeneHa cnyxba Termidesk
TBUS, HeobxoamnMas ons B3aMMoOencTBmus KOMNoHeHToB Termidesk.

Mocne yctaHoBku KnueHTta HyxHo yctaHoBuTb MO Termidesk Viewer. O Termidesk Viewer
pacnpocTpaHsieTcs B BUAe YCTaHOBOYHOro damna ¢ pacwimpeHmem msi. B coctaB ycTtaHoBo4HOro danna
MO YMONYaHMIO BKJ/IKOYEHA BO3MOXHOCTb YCTAaHOBKM nakeTa UsbDk [ANna KOPPEeKTHOM paboThbl
nepeHanpasneHmsa nepudepum, NOAKIFOYEHHOM K NMOb30BaTENbCKOM paboyen cTaHumn, B PM.
LOns yctaHoeku MO Termidesk Viewer Hy>kHO:

* 3aMyCTUTb YCTaHOBOYHbIN alin U HaXkaTb 3KpaHHY KHonky [Aanee];

* O3HAaKOMWUTBCS C JIMLEH3MOHHbIM corfaweHueM. [ns nNpuHATUS  YyCNOBUM  NIMLEH3UOHHOIO

COrnalleHnsl U TMpPOLO/KEHUS YCTAaHOBKW cCneayeT OTMeTUTb none «S npuHMMar  ycnosus

JNNUEH3MOHHOIO cornaweHmsa» U Ha>katb 3KpaHHYIO KHOMKY [Ll.anee] (cM. PucyHok 5);
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15 Ycranoska Termidesk Viewer 1.10.0.24311-rc1 (64-bit) — X
NuueH3noHHoe cornaweHne N
BHWMaTENBHO I'IFII:I'-II-TI'EIPTITE chnegyrwree NMUEHIMOHHOE COrNalweHne ‘@J
JIMOEHZMOHHOE CODJANIEHME C KOHEYWHEHM "~
[IoOJIES0BATEIIEM
IMCOeTdel NOOKJINYEeHMI BMPTYAJNLHHX pabodMx MecCcT
TepvMosCcr

BHMMaHME ! BHMMATEIEHO NPOYUMTANTE HUKECISIVIOIME
VCIIOBMA, OpeXkls 4YeM YVCTaHaBIMBaThB, KOOMPOBATH
MM MHEM CHOCOOOM MCIOOJNBESOBATE [UCOeTUHeR
NOOKINYEHMM BMPTYAJBHEX pafodmx MecT TepMUMISCK
(manse — II0O) .

YCTaHOBKA, KOOMpOBaHMEe MIM MCOOIBSOBaHMe [I0

——— ——— - PR = —

———— e ——— o — L N -

[«]i1 npuHUMaD YCNOBMA NMLEHZWOHHOMD COTNALIEHNS:

MNeyaTk Hazan Hanee OTMeHa

PucyHok 5 - JlnueHsnoHHoe cornaueHue

* 019 MPOLO/KEHUS YCTAaHOBKM crepyeT ybeauTbcsl, 4TO B OkHe «BbibopouHas ycTaHoBKa» (cm.
PucyHok 6) OTMEYEHbl BCE KOMMOHEHTbI. [1pyM HEeobxoaMMoCcTU BbIOpaTb KaTanor YCTAaHOBKWM WU

OCTaBWUTb 3HaYEHME MO YMOMYaHUIO, U HaXKaTb 3KpaHHYo KHonky [Hanee];
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ﬁ Ycranoeka Termidesk Viewer 1.10.0.24311-rc1 (64-bit) — >
BbibopouHan ycTraHoBKa N
YHEKMTE KOHDUIYypaUrH YCTEHOBKM KOMMOHEHTOE. “IU

AnAa uameHeHun NnapaMeTpoB YCTaHOBKKH KaKkoro-nubo KoMNOHEHTE LENKHHTE
CDDTEFE'TCTEI-YHJLLI,HIFI ZHAQYOK B pacnonoxeHHOM HHXE JEpeBE.

: Termidesk Viewer MpHANO#EHHE ANA NOAKNHYEHNA K
o 3~ | UshDk 1.0.22 x64 yaanenHomy paodemy crony.

KoMnoHedT oceobogut 48ME Ha
HECTKOM gucke. BolDpaHo
nogkoMnodedHToB: 1 w3 1. AnA
nogkoMnoHeHToe Tpebyetca 6201KE
Ha ¥EeCTKOM OWCHE.

Mecrononoxenue: C:\Program Files\UVEON\Termidesk Viewer), 0620p

Chpoc Mcnonb30BaHKWe OMCKA Hazap Hanee OTMeHa

PucyHok 6 — OkHo yctaHoBkM koMnoHeHToB 10 Termidesk Viewer B8 OC Windows

* MOATBEPAUTb YCTAHOBKY (cMm. PucyHok 3), HAXKaB 3KpaHHY KHomKy [YcTaHoBUTL];
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ﬁ Ycranoeka Termidesk Viewer 1.10.0.24311-rc1 (64-bit) — >

Bce rotoBo K ycranoBKe Termidesk Viewer 1.10.0.24311-rcl (6... [ D] ‘

HaxMuTe KHONKY "VCTaHoBMTE", uToDbLl HAYATE YCTAHOBKY. HaxmMuTe KHOMKY "Hazag", urobwl
NpOBEPUTE MAW M2MEHWTE NapaMeTpel YCTaHOBKM. HamuTe kHonky "OTMeHa", uTobbl BRIKTK
W3 MacTepa.

Hazap @Ecra HOBWTE OTMeHa

PucyHok 7 — Moateep>kaeHue yctaHosku MO Termidesk Viewer
* noXKAaTbca 3aBepwieHuMs yctaHoBku [10 Termidesk Viewer M Ha)kaTb 3KpaHHYH KHOMKY

[FOTOBO] (cM. PucyHok 8);
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ﬂ Ycranoeka Termidesk Viewer 1.10.0.24311-rc1 (64-bit) — >

YcTtaHoBka Termidesk Viewer
1.10.0.24311-rcl (64-bit) 3aBepeHa

HaxmMuTe KHonky "ToToeo", uyTobbl BEIATH W2 MACTepa
YCTEHOBEKH.

Hazan [CoToBO OTMeHa

PucyHok 8 — YcnewHoe 3aBeplieHue yctaHoBku 10 Termidesk Viewer

* nocne ycnewHown yctaHoBku MO Termidesk Viewer nakeT UsbDk yCcTaHOBUTCS aBTOMaTUYECKM.

@ Mocne ycraHoeku MO Termidesk Viewer B cucTeMHyto nepeMeHHyto PATH [o6aBuTCs MyTb K
KaTanory c ucrnonHsiemblM dannom vdi-viewer . exe.

& [na nookntoyeHnss k PM no npotokony poctaBku Loudplay HeobxogMmo [LOMONAHUTENBHO
yctaHoBuTb MO LoudPlay-client, He BxogsiLee B coctaB Termidesk.

2.5.2 . YcraHoBka Knuenta u N0 Termidesk Viewer uepes uHTepdeiic KOMaHAHOM CTPOKU

© VYmenbuwenve sepcumn Knuenta mnm MO Termidesk Viewer uepes onepauuio yCTaHOBKU He
NOALEP>KMBAETCS.
Ons nepexoma k npepplaywen Bepcun Knuenta mnm MO Termidesk Viewer cnepyeT ynanuTb
TEKYLLYH YCTaHOB/IEHHYHO BEPCUIO.

Ons BbinonHeHus silent +dnstall (TUXOM YCTaHOBKM) 4Yepe3 KOMaHAHYI CTPOKY cmd.exe HY>KHO

MCNoNb30BaTb KOMaHAY msiexec:
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msiexec /i /<nyTb K nakeTy>/termidesk-viewer_<Bepcua>.msi /qn

roe:

ADDLOCAL="Termidesk_Viewer" - 3amaeT yctaHoBky Tonbko [10 Termidesk Viewer 6e3
LOMOJIHUTESIbHBIX KOMMOHEHTOB;

/qn - obecneymBaeT TUXYH YCTaHOBKY, 6e3 0TODpa>keHUst OKOH U COOBLLEHMN.

Mo yMonyaHMIO yCTaHOBOYHbIM ann BblIOMpaeT AN YCTAaHOBKM BCE KOMIMOHEHTbl. YCTaHOBKA TOJIbKO
OCHOBHOM YHKLMMU 6e3 JOoMoNHUTENbHbIX KOMMOHEHTOB BO3MOXHa, ncrnonb3ysa csomMcTso ADDLOCAL.
CeonctBo ADDLOCAL - CMMCOK MMEH BCEX KOMIMOHEHTOB, MEPEYUC/IEHHbIX 4Yepe3 3ansTy, KoTopble
crnepnyeTt yCTaHOBUTD.

YT06bl yKa3aTb MHCTANNATOPY YCTAaHOBUTb TONIbKO OCHOBHOM KoMnoHeHT Termidesk Viewer 6e3 UsbDk,

HY>XHO BbIMNOJIHUTb:

msiexec /i /<nyTb K nakeTy>/termidesk-viewer_<Bepcus>.msi ADDLOCAL="Termidesk_Viewer" /qn

& UsbDk - KOMNOHEHT, HEO6X0AMMBIV AN KOPPEKTHOM paboTbl NepeHanpaBieHus nepudepum.

YcTaHoBka KnneHTa B pexxmMe TUXOM YCTaHOBKM NPOU3BOAUTCS KOMaHOOM:

msiexec /i /<nyTb K nakeTy>/termidesk-client_<Bepcua>.msi /qn

2.5.3 . Ynanenue Knuerta u MO Termidesk Viewer 8 OC Microsoft Windows

Ynanernune Knuerta u (nnn) MO Termidesk Viewer BbinonHseTcs ogHUM 13 cnocoboB:

* ONS yOaneHus C MCnoJsib3oBaHMeM cTaHaapTHbIX cpeactB OC Microsoft Windows Hy»kHo:

e OTKpbITb MeHt «[lyck», nepentn B «[laHenb ynpaeneHmsa - [lporpammbl - YnaneHue
nporpammsbl», BbibpaTb « Termidesk Client» nnn Termidesk Viewer u HaxkaTb Ha 3KpaHHYO
kHonky [Ymanutb]. Janee HeobxoaMMO MOATBEPAMTL yAasieHUME W AOXAATbCSA 3aBepLueHust
onepaumu;

* 019 yAaneHusi C UCNOb30BaHMEM YCTAaHOBOYHOMO daina HY>XHO:

* 3aMyCTUTb YCTAaHOBOYHbIM dann, HaxaTb 3KpaHHy KHonky [Y@anuTb] v goxaatbcs

3aBeplleHus onepaumun. na ycnewHoro yaaneHuss HeOOXOAMMO paspelinTb BHECEeHWe

U3MEHEHUI npu noaBneHNMN COOTBETCTBYHOLLENO OKHa YBEOOMIEHUA.

® Mocne ynaneHuna MO Termidesk Viewer u3 cucteMHoln nepemeHHon PATH ByaeT yaaneH nyTb K
KaTasory c ucnonHsembiM dannom vdi-viewer.exe.

2.5.4. O6HoBneHne Knuenta u NO Termidesk Viewer 8 OC Microsoft Windows
O6HoeneHne Knuernta u MO Termidesk Viewer npousBoautcs onepauuvert yCTaHOBKM Bonee HOBOM

BEPCMU MOBEPX NpeablayLLen.
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2.5.5. BoccraHoBneHue Knuenta u MO Termidesk Viewer B OC Microsoft Windows
B ycTtaHoBouHbIX dannax KnueHnta n MO Termidesk Viewer npeaycmMoTpeHa BO3MOXHOCTb UCTPaBEHMUS
OWMBOK, BO3HMKLUMX MPU YCTAHOBKE WM UCMOMb30BAaHUMM KOMMOHEHTOB. McnpaeneHune oLwwmbok
BbINOJIHAETCS MYTEM BOCCTAHOBNEHUSI OTCYTCTBYIOLWIMX U MOBPEXAEHHbIX Hannios, ApbIKOB U 3arnucen
peecTpa.
[ns BoccTaHOBNEHUSI PaBOTOCNOCOBHOCTU HY>KHO:
* 3aMyCTUTb YCTAaHOBOYHbIN halin, B OKHE MPMBETCTBUSI MacTepa YCTAHOBKWM HaXkaTb 3KPAHHYHO
kHonky [danee];
* Ha)KaTb 3KpaHHYy kHomnky [BoccTaHoBuTb). [anee HeobxoauMo MoATBEpAUTbL BOCCTAHOB/EHME U
[OX[ATbCS 3aBepLUeHUs onepaumu. [ns ycrnewHoro BOCCTAHOBNEHUSI HEOOXOAMMO pa3peLunTb

BHECEHME U3MEHEHUM npu nosaBneHmMmM COOTBETCTBYHOLLEro OKHa yBEAOMIEHUA.

2.6 . MNMocraHoBka Knuenta u MO Termidesk Viewer Ha KOHTponb LENOCTHOCTH

Mocne yctaHoBkn u HacTporkn Knuenta u 1O Termidesk Viewer HeobxoauMMo MOCTaBUTb MX Ha

KOHTPOJIb UENTOCTHOCTMU.

® B noppasgene npueegeHa npoueaypa Tonbko ang Knauenta u MO Termidesk Viewer,
ycTaHoBneHHbIx B OC Astra Linux Specal Edition.

LOna koHTpons uenocTtHocTu wucnonb3ytoTcss BcTpoeHHble B OC Astra Linux Special Edition
nporpaMMHble cpencTBa Ha ocHoBe Another File Integrity Checker, npegctaBneHHoOro nakeTom
afick.

HacTtponka pernaMeHTHOro KOHTPONS LENOCTHOCTU BbINONHSAETCS B KOHUrypaumoHHoM danne /etc/

afick.conf.

© Hactpoiiky cnesyeT npou3BOAUTb TOMLKO MOC/TE OKOHYATE/IbHOrO BHEAPEHWUS KOMMOHEHTa,
MoCKoJIbKy C anioB KOHbUIypauum U UCNOSHAEMbIX (annoB OyayT CHSATbl 3TaslOHHbIe
KOHTPOJ/IbHbIE CYMMblI.

Lna noctaHoBkM Ha koHTponb uenoctHocTn KnmenTta un MO Termidesk Viewer HeobxoguMo 006aBUTb B

KOHdUrypaumoHHbIn dann /etc/afick.conf cnegyrolume CTpoKU:

/usr/bin/termidesk-client PARSEC
/usr/share/applications/termidesk-client.desktop PARSEC
Jusr/share/applications/vdi-viewer.desktop PARSEC
/usr/share/doc/termidesk-client PARSEC
/usr/share/doc/termidesk-viewer PARSEC
/usr/share/termidesk-client PARSEC
/usr/share/termidesk-viewer PARSEC

Jusr/bin/vdi-viewer PARSEC

Jusr/bin/vdi-proxy PARSEC

©C Voo ~NOoOuUu b WNE

=
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11
12 #Peno3unTtopuin Termidesk (ecnu ucnonb3lyeTcs)
13 /var/repos/ PARSEC

ﬂ,l‘lﬂ CHATUS 3TaNIOHHbIX 3HaYEHUN KOHTPONIbHbIX CYMM NCNONb3YyeTCAa KOMaHAa:
afick -1
,DJ'IFI MPpOBEPKN COOTBETCTBUA KOHTPOJIbHbIX CyMM 3Ta/JIOHHbIM 3HA4YeHMAM aBTOMAaTUYECKU CO30aH0TCA

3a4aHN4a B CUCTEMHOM N1aHUPOBLUUNKE BBAaHMﬁ cron.

[na py4yHom npoBepkM COOTBETCTBUS KOHTPO/bHbIX CYMM MCMOJIb3YETCS KOMaHaa:

afick -k

& B cnyyae oTCcyTCTBUS MO KaKOM-TMBO NPUYUHE UCMONHSIEMbIX PanoB * . pyc, OHM OyayT NOBTOPHO
creHepupoBaHbl npu nepe3sanycke cepepa Python. B 3ToM cnyyae Hy)XHO noBTOpHO
NPOVHULMANMU3NPOBaTb CPEACTBO PErNIAMEHTHOIO KOHTPOS LENOCTHOCTM afick.
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3. HACTPOMKA B IrPAOUYECKOM UHTEPDEMNCE

3.1. O6wwue cBepeHus no pabote c rpadpuyeckum uHTepdeiicoM KnueHra

Ons 3anycka rpaduyeckoro uHtepdenca Knuenta B OC Microsoft Windows HeobxoguMo aBakabl

LLENKHYTb IEBOM KHOMKOM MbIwK Nno sipabiky KnveHTa Ha pabouem ctone, a B OC Astra Linux Special

Edition oTkpbITb MeHO «3Be3aa», BbIOpaTbh MYHKT «Y TUAUTbI» U B BbIMaLAtOLLEM MEHHO LLENKHYTb JIEBOM

KHOMKOW MbIwn no cTtpoke « Termidesk client».

Mocne 3anycka rpaduyeckoro nHTepdenca byayT AOCTYMHbI cneaytowme GyHKUMKU:

«LleHTp noagkntoueHnn»;

«HacTtporku»;

«[lMpocmoTp MHpopMaLmm o NporpamMMme»;

«JlobaBneHne cepBepa NOAKIOUEHNIY;

«YnpasneHue ayTeHTUDMKaLMNEN»;

«YpnaneHue cepsepa MoAKIOUYEHUNY;

«[MpocMoTp MHDOPMaLMM O JOCTYMHbIX ANS NOAKIOYEHUS HOHAAX PaboUMX MECT»;
«Bbi6op npoTokona focTaBkM paboyero MecTa;

«Bbi6op rpynn ¢oHaoB paboumx MecT»;

«Bbi6op 0TOOpaXkeHUs [OCTYMNHbIX ANS MOAK/OHYEHMS HOHA0B Pabounx MeCcT».

3.2 . Obwme HacTpoiKH

LOns nameHeHus obwmx HacTpoek KnrveHTa HY>KHO HaXkaTb Ha rpacrMyYecKmii 3NEMEHT B BUAE LLECTEPEHKM

B NPaBOM BEPXHEM YNy UHTepdenca.

B OTKPbIBLLEMCA OKHE MOXXHO U3MEHUTbL CNheayroLne napaMeTpsbl (cM. PucyHok 9):

«Tema» - BbI6Op TeMbl oopmeHUs rpacbumyeckoro nHTepdenca;

«513bIK» - BbIOOP NOAAEP>KMBAEMOIO A3blKa OTODPAXKEHUS;

«[Mpoeepka SSL ceptudmkaTta» - akTuBaumus nposepkun BanupgHoctn SSL-ceptudukata. MapameTp
HeobX0AMMO OTK/IKOUUTL B C/yYae, eC/IM MPOBEPKY BaJIMAHOCTM MPOUTU He yaaeTcs:

* Ha cepBepe NOAK/HYEHUSI UCMO/b3YHOTCS CaMOMNOANMCaHHble CepTUdUKATDI;

* WIM Ha cepBepe MOAK/HOYEHUS WCMOMb3YTCS CcepTUdMKaTbl, BbIMYLEHHbIE LEHTPOM
cepTuduKaummn, KOpHeBoM cepTUdUKAT KOTOPOro He AobaBeH B CMMCOK AOBEPEHHbIX Ha y3/e
KnueHTa;

«be3onacHoe xpaHeHWe naponen» - akTUBALUS PYHKLMM COXPAaHEHWUS MAPONS NPU NMOAKIHOUYEHUMN K
cepBepy, Mcnonb3ys BCTpoeHHble MexaHu3ambl OC. lMpu akTMBauMm napameTpa 3aAaHHbIM Maposb

NOAK/IOYEHUS K cepBepy OyaeT XpaHUTbCS B Npeobpa3oBaHHOM BUAE;
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* «CKpbITb NPU 3aKPbITUN» - NMPU 3aKPbITUM OKHA KnneHTa He NpoUCXOAUT BbIXOA, U3 MPUNOXKEHUS,
KnuneHT ckpbiBaeTCA B CUCTEMHDbIN TPEN;

* «OrpaHuyeHMe KoONMMYecTBa OAHOBPEMEHHO 3anyLUEHHbIX 3K3eMMNASpoB» - MpU  aKTUBALMUMK
napameTpa Henb3s OyaeT 3anyCcTUTb OAHOBPEMEHHO Oosiee ofHOro 3K3eMnnspa npunoxenus. MNpu
nonbITKe 3anycTuTb ewe oAHo npunoxeHne KnueHTa nosBUMTCA OLWMOKA (cM.  PucyHok 10).
CooTBeTCTBEHHO, A4/ aKTMBAaLUMM BO3MOXHOCTWM MapasNenbHOro 3anycka HeCKOSbKUX OKOH
KnueHTta, Heob6xoaMMO AeakTUBMPOBATb AaHHbIM NapaMeTp;

» «CoeanHeHne no RDP uepes Termidesk Viewer (3kcnepvMeHTanbHO)» - MpuU  aKTUBALMMU
napameTpa ceaHcbl no npotokony RDP 6yayT OTKpbITbl He 4epe3 CTaHAApPTHble MPOrpaMMbl

(mstsc.exe, xfreerdp), a yepes MO Termidesk Viewer.

& [na koppekTHoM paboTbl Tekyllern Bepcum KnmnenTa npoeepka SSL-cepTudurkaToB fo/kHa 6biTbh
OTKJIHOYEHa.

HacTpoikm ? X

Tema |TE'MHEF| o

ELT
) CHUCTEMHBIA

() BoiBpaHHbIi

Mpoeepka SSL ceptvdukara
I:I BesonacHoe XxpaHeHWe Naponein
| | Crpbims npw 3akpbmmn
|:| OrpaHu4eHHe KONWHeCcTea OHOBPEMEHHO 3anyLUEeHHbIX 3K3EMNNAPOE
I:I CoegwHeHwne no RDP yepes Termidesk Viewer (3kcneprmeHTansHo)

|_ Oa | | OTMeHa | | MNpuMeHUTE |

PucyHok 9 — OkHo HacTpoek KnueHTa

Termidesk Client ? .

Opyroi 3kzemnnap Termidesk Client yxxe 3anyuieH.

X

MpunoxeHWe ByaeT 3aKpoTo.

PucyHok 10 — Owmbka 3anycka BTOPOro 3K3eMnsipa NpUIoXKeHUs!
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OkpaHHasa kHonka [[puMeHuTb] NnpuMeHsieT napameTpbl KOHOUrypaumm KnveHTa.

OkpaHHas kHonka [OTMeHUTb] oTMeHsieT napameTpbl KOHbUrypaumm KnmeHTa n He COXpaHsieT nx.

JkpaHHasa kHonka [[a] coxpaHsieT napameTpbl koHbUrypaumm KnmeHTa.

Lna koppekTHOM paboTbl C MonyyeHMeM onybankoBaHHbIX Yepe3 Microsoft Remote Desktop Services

NPUNOXXEHMN HEOBXOAMMO BbINOJIHUTL AononHUTeNbHY HacTporky OC Microsoft Windows:

Ha)kaTb 3KpaHHYto kKHonky [[Myck], BBecTu regedit u BbibpaTh regedit.exe;

B OTKpbIBLUEMCS pepakTope peecTpa OTKpbITb noapaszaen
«HKEY_CURRENT_USER\SOFTWARE\Microsoft\Terminal Server Client»;

B MeHto «[1paBka» BbibpaTb NYHKT «Co3aaTb», a 3aTeM «[lapameTp DWORD»;

B nose «HoBoe 3HauveHue 1» BBecTM EnableAdvancedRemoteFXRemoteAppSupport U HaxaTb
knasuwy <ENTER>;

NpaBoM KHOMKOW MbILUM HaXkaTb Ha MapaMeTp EnableAdvancedRemoteFXRemoteAppSupport u
Bbl6paTb MYHKT «M3MeHUTbY;

B MoJie AaHHbIX «3Ha4YeHune» BBECTU O U HaxkaTb akpaHHYto kHonky [OK];

3aKpbITb PeAAKToOp peecTpa.

3.3 . MNony4yeHne uHpopMaLUm 0 BepCUsAX

Ons npocmoTpa nHpopMaumm o KnneHTe HyXXHO HaXkaTb Ha rpacdMyecKui 3NEMEHT B BUAE KPYXKa C

CMMBOJIOM «i» B NMPaBOM BEPXHEM Yrny rpacdumyeckoro nHtepdenca.

B oTkpbIBLLEMCS OKHE ByfeT AOCTYMHa cneaytoLwas MHPopMaLms (cm. Pucyrok 11):

«Ha3BaHue» - TeKCTOBOE Nose, coaepykalliee Tekyllee HazBaHWe KnueHTa;

«Bepcusi» - Tekywas Bepcusi yctaHoBneHHoro KnveHTa;

«Bepcua OC» - tun n Bepcusi OC, Ha koTopyto Bblna NpoBeneHa ycTaHoBKa KnneHTa;

«Bepcusi Qt» - TekyLLas Bepcusi yCTaHOBIEHHOrO COBMECTHOIO KOMMOHEHTA;

«Heobxoammas Bepcusa cepBepa He HUXKE» - MUHUMaNbHas BEPCUSI KOMIMOHEHTA « YHUBEpPCaibHbIN
[AVCMEeTYep», C KOTOPbIM BO3MOXHa paboTa TekyLern Bepcumn KnueHTa;

«Caunt» - URL-canTa npoussogutens;

[MHbopMaumus pna Tex.nopdepXXku] - 3KpaHHas KHOMKa, MO3BONSIOLLAS BbIFpyyKaTb >KypHan

paboTbl KnueHTa B oTAeNnbHOE pacnonoxeHue haiioBon CUCTEMBI.

Monyuntb MHPOPMALMIO O BEPCUSIX MOXKHO TaKXKe 4Yepe3 CUCTEMHbIM Tpen, HaXkaB Ha WU300parkeHue

(«nKoHKy») KnveHTa npaBoi KHOMKOW MbILLW.
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0O Termidesk Client ? X

HazeaHue: Termidesk Client

Bepcwn 0.23234-rc2

Bepcua Nindows 10 Version 2009
Bepcua Qf: 5.15.8

Heo6GxoAWMan BEPCHA Cepeepa He HUKE: 3.3

Caim

| Mbopmauma nna Tex. nopnepxim | 3aKpeITL

PucyHok 11 - UHdbopMauyoHHoe okHO 06 ycTaHoBIeHHOM Bepcum KnneHTa
3.4 . Hacrpoiika ayTeHTUpUKauum Yepes Hocutenb TouchMemory

KnueHT nopnep>xuBaeT ayTeHTUDUKALMIO MOMb30BaTeNs yepe3 HocuTenb TouchMemory, a MMeHHO -
yepe3 nporpaMMHbIn NpoaykT «CeteBon Moaynb TM-ayteHTudmkaumm WIinNET» npoussoactea OO0

«®upma UHdoKpunT».

® @yHkumoHan nopaepkusaetcs  KAMEHTOM  TONbKO AN KOMMOHEHTa  « YHWBepCasbHbIM
ancnetdep» Bepcun 5.0 nnu BbiLue.

Monnep>kneaemble OC:
* NS noJsib3oBaTesibCckon paboyen ctaHuum: OC Microsoft Windows;
= nna BPM: OC Microsoft Windows.

[na paboTbl hyHKUMOHaNAa HY>XHO:

" YCTAaHOBWUTb Ha MNOJb30BaTeNbCKytO pabouyto cTaHuuto MO WInNET, npu yctaHoBke BblbpaTb
3HaveHue «KnumeHT c MsTs»;

* YCTaHOBWUTb Ha MONb30BaTeNbCKyto pabouyto ctaHumto MO Vitamin (knunenT). MO WInNET
obecneynBaeT BO3SMOXXHOCTb BOCCTAHAB/IMBATb Maposb 4SS JOMEHHbIX yyeTHbIX 3anucen. WinNET
ncnonbsyeT dyHkumoHan MO Vitamin ona uteHMs v 3anmMcu gaHHbIX Ha HocuTene TouchMemory;

" YCTAaHOBWUTb Ha MOJIb30BATE/IbCKYHD Paboyyto CTaHUMIO [ApanBepbl 4 paboTbl CUYMTbIBATENS
TouchMemory;

* MOAMIMUMPOBATL CUCTEMHYKO MEpPEMEHHYHO oKpyxeHuss PATH, pobaBueB 3HauveHue C:
\msys64\mingw64\bin. Ona aToro nepentn B «l1yck», HAUTU «DTOT KOMMbIOTEP» MU HAXKaTb Ha
3TOT MYHKT MpaBoM KHOMKOW MbiwK, BblbpaTb «CBoucTBa». B OTKpbIBLUEMCA OKHE MepenTu B
«J[JononHuTeNbHbIE MapaMeTpbl CUCTEMbI» U BO BKJaake «[OMOMHUTENbHO» HaXaTb 3KPAHHYHO
kHonky [[MepemeHHble cpeabl]. BbibpaTb nepemeHHyto «Path» B cnvcke cMCTEMHbIX NepeMeHHbIX,
HaXkaTb 3KpaHHYO KHonky [U3MeHuTb], no6aBuTb 3HayeHne C: \msys64\mingw64\bin;

* BPM pomkHa 6bITb NOAroTOBMEHA aAMUHUCTPATOPOM A5t paboTbl ¢ HocuTenem TouchMemory;

* K MOMb30BaTE/IbCKOW paboyen CTaHLMM OOSIKEH ObITb MOAKIIOUYEH cuMTbIBaTeNb TouchMemory.

Bbinyck ot mapTta 2025 29



@ TERMIDESK

CNET.10001-02 92 01

< MapameTpbl

m [naeHaa

O nporpamme

e “ oTep 3aL
VMg komnbioTepa O6opynosarie
TononHuTensHo SaupTa cuctems VRaneHHsii ROCTYN eeHns B pa;
HeoBX0nMMO UMeTs NPEBa BAMMHICTPATOPE ANA M3MEHEHUA GOMLLHHCTEA
nepedMCneHHuX NapaMETPOR
BricTponeicTame
BuzyansHsle 3¢peKThl, MCMObIOBAHIE NPOLECCOPa, ONepaTHBHOR 1 TWKK yCT
BMPTYaNEHON MaMATY
Mapametpsl
Mpocpunm nonb3osaTenen
TMapamMeTpLI PABOUEro CTONE, 0THOCAUMESA KO BXOIY B GHCTeMy
IMATE
MapameTps
3arpyzka v BOCCTaHOBREHME
3arpyaa usoccT cucTems, ot «popraLma
Mapametpsl

bili BBOA

OK

OTMeHa

MpuheHuTs

51 lpoeunpoBaHue Ha 3TOT KOMMbIOTEP TMepenmerosars stor MK

> ObLme BO3MOXKHOCTH XapaKTepVICTVI K Wi

MepemeHHble cpeabl

MNepemerHbie cpeas NOAb30BaTENR ANA bars

MepemenHan 3HaueHve

OneDrive CA\Users\  \OneDrive

OneDriveConsumer C\Users\, \OneDrive

Path C:\Users\  \AppData\Local\Pragrams\PythonLauncher;C:\,

TEMP C\Users\  \AppData\Local\Temp

T™P C\Users\  \AppData\Local\Temp

Cozaarb... WaMeHuTS.., Yaanuts

CHCTeMHbIE NepeMeHHble

NepemerHan 3HaueHve @

Windows_NT
C:\Program Files\NVIDIA GPU Computing Toolkit\CUDA\v12.4...
LCOM;EXE; BAT;.CMD;.VBS; VBE; JS; JSE,WSF,WSH; MSC
MSI:Windows 10 Pro

PROCESSOR_ARCHITECTU... AMD&4

PROCESSOR_IDENTIFIER Intel64 Family 6 Model 167 Stepping 1, Genuinelntel
PROCESSOR_LEVEL 6

POWERSHELL_DISTRIBUTI...

Coszpats... Yaanuto

OtmeHa

ConyTeTaytoLumMe napameTpsi

Mapametpei BitLocker
[Jlncnetuep ycrporicts
YnaneHsih pabounii cron

3almTa cUcTeMsl

JlonoaHuTeneHEIE napameTpel
CUCTEMBI

MepeumeHoeats 3707 MK (An7
OMbITHLIX NONb30BaTENEH)

Cnpaeka B VlHTepHeTe

lMpoBepka NOAAEPKKM HECKOMBLKMX
A3bIKOB

@ Monyuurs nomouts

T Ompasue otaee

PucyHok 12 - Moagundukaums cncteMHomn nepemeHHon PATH
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4. HACTPOUKA B MHTEP®EMNCE KOMAHOHOM CTPOKMU

4.1 . UHTepdeiic KOMaHAHOM CTpokK KnueHTa n napameTpbl KOHGUIypUpoBaHUs

MapameTpbl 3anycka M @yHKuMOHMpoBaHus KnuveHTa MoryT 6biTb nepeonpeneneHbl aprymMeHTamu

KOMaHZLHOM CTPOKW UM NEePEMEHHbBIMU OKPYXKEHMS.

[na nonyyeHus KpaTtkom MHbOpMaUUM Mo AOCTYMHbIM apryMeHTaM KOMaHAHOW CTPOKWU CNeayeT Bbl3BaTb

npunoxeHue termidesk-client c aprymeHTOM --help:

termidesk-client --help

Ona nony4vyeHud NoJsHOM MHdJOpMaLI,MM no AOCTYMHbIM apryMeHTam KOMaHAHOWM CTpPOKU CneanyeT Bbi3BaTb

npunoxeHue termidesk-client c aprymeHToM -—-help-all:

termidesk-client --help-all

Lns ncnonb3oaHusa nHTepdenca komaHgHom ctpokm Knnenta B OC Microsoft Windows Hy>kHo:
* OTKpPbITb KOMaHAHYH CTPOKY OT UMEHW aAMUHUCTPATOPa;
» BbI3biBaTb KAneHT us katanora C:\Program Files\UVEON\Termidesk Client\bin;
* MepeHanpaBUTb BbIBOA4, KOMaHAbl B dann. B ykaszaHHOM danne 6ymeT nokasaH pesynbTaT

BbIMOJIHEHNA KOMaHAbl.

Mpumep nonyyeHus NosHOM MHOOPMALMKM MO AOCTYMHbLIM apryMeHTaM KOMaHAHOM CTPOKM C BbIBOAOM B
dann C:\client_help_all. txt:

"C:\Program Files\UVEON\Termidesk Client\bin\termidesk-client.exe" --help-all > C:
\client_help_all.txt

Cnucok [OCTYMHbIX apryMeEHTOB U MEPEMEHHbIX OKPY>XKEHUSI MpUBELEH B Tabnuue (cm. Tabauua 2). B OC
Microsoft Windows ykasaHHble apryMeHTbl TakXXe BOCMPUHUMALOTCSl, O4HAKO Pe3y/bTaT He BbIBOAUTCS B

KOMaHAHY CTPOKY.

® Mocne ycraHoekn Knuenta B OC pobasunack cnyxb6a Termidesk TBUS, Heobxoaumas ans
B3aMMoaencTBus koMmnoHeHToB Termidesk. 3anyck cny>6bl OCyLLeCTBNSETCS aBTOMAaTUYECKM,
yepes npunoxeHue C:\Program Files\UVEON\Termidesk Client\bin\termidesk-
tbus.exe.
MpunoxeHne termidesk-tbus.exe nopaepXXMBaeT KAKOY -e, MO3BONSIOWMK  3aNyCTUTb
termidesk-tbus.exe Kak UcrnonHaembln dans, a He Kak Cly>oy.

& Tpv 33paHMM NepeMEeHHbIX OKPY)XKEHUSI CTOUT YYeCTb, YTO OHM TaKXe BAUSOT Ha HacTponku MO
Termidesk Viewer (cM. nogpaspen UHtepdeinc komaHpHoi ctpoku MO Termidesk Viewer wm
napameTpbl KOHPUrypupoBaHus).
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Tabnuua 2 — CNMCOK apryMeHTOB KOMaHAHOM CTPOKM U NMEPEMEHHbIX OKpYyKeHUst ana KnuneHTa

Mapametp

lMepeMeHHan okpy>keHus

OnwucaHue

3HaueHue No yMosIYaHu1Io

URL

TDSK_VDI_URL

ALpec NoaKAYeHUSs K CEPBEPY UK
npunoxeHuto. MNapameTp focTyneH c
Bepcuu 4.3.

HdonycTumble cxembl:
https://192.0.2.10 - NOAKIIOYEHME K
cepsepy;
daass://192.0.2.10/foo/bar -
NMOLK/IFOYEHME K MPUISIOKEHUIO.

HauunHasa ¢ Termidesk Bepcun 5.1
NOLAEPXKMBAETCS MOAK/HOUEHME K CEPBEPY C
ykasaHueM URI canTa, Hanpumep:
https://192.0.2.10/s1ite

He 3apaHo

--debug

TDSK_DEBUG

BkntoueHune otnagouHoro pexkuma. Ons
BKJTHOUEHUSI PEXMMA Yepes NepeMeHHYHo
OKPY>KEHWsSI AOCTAaTOYHO NPUCBOUTH €M
HeHyneBoe 3Ha4YeHue

He 3apjaHo

--lang

TDSK_LANG

Bbibop a3bika ons npunoxkeHus. NapameTp
poctyneH c Bepcuu 5.0. Mo ymMonyaHuto
A3bIK ByET OnpeseneH U3 permoHanbHbIX
HacTpoek, ycTaHoBneHHbIx B OC.

BOBMOMG4H63H3HGHMQZ«ru»,«en»

auto

-—timeout

TDSK_TIMEOUT

Bpems oxkuaaHusa ceTeBbIX MNOAKKOYEHUIN

60

--user-auth

TDSK_USER_AUTH

Mms pomeHa ayTeHTUbMKaLMKM Ans
nopxntoyveHus. MapameTp focTyneH ¢
Bepcumn 4.3

He 3apaHo

——user—name

TDSK_USER_NAME

MmMsa nonb3oBatens ons NOAKOUEHUS.
MapameTp gocTyneH c Bepcun 4.3

He 3apaHo

--user-password

TDSK_USER_PASSWORD

Maponb nonb3oBaTens Ans NOAKIOYEHUS.
MapameTp pocTyneH c Bepcun 4.3

He 3ajaHo

--version

He 3apaHa

BbiBog TekyLen sepcun KnueHTa

He 3apaHo

He 3agaH

TDSK_RDS_GATEWAYHOSTN
AME

Mma wnioza (FQDN) ona npunoxeHus
mstsc.exe. [1nsa KoppekTHOM paboThbl
MOXKeT NoTpeboBaTbCs OTPefaKTUPOBaTb
dann hosts B OC. Mcnonbayetca npu
nofknatoyeHum K wntosy MS RDS uvepes
KOMMOHEHT «LLinto3»

He 3apjaHo
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Mapametp lMepeMeHHan okpy>keHus

OnwucaHue

3HaueHue No yMosIYaHu1Io

He 3apaH

TDSK_RDP_SIGN_SHA256

OTneyvaTtok cepTudmkaTa ans nognmucm RDP-
danna. MapameTp goctyneH ¢ Bepcum 5.0.

MokeT 6bITb 3a[aH Kak Yepes yKasaHHYH
nepeMeHHY0 OKPY>XEHUS, TaK U Yepes
KOHUrypaumoHHbIN dann Termidesk
Client.ini B napameTpe RDPSignSHA256.

() 3anaHue napameTpa yepes
KOHUIypaLMOHHbINM dans, a He
yepes MEpPEMEHHYHD OKPYXKEHUS,
umeeT 60NbLUNK NPUOPUTET.

Mcnonb3lyeTtca ans nogkntoueHms k PM
yepes KOMMOHeHT «LLnto3» ¢
WCMONb30BaHWEM YTUIIUTBI mstsc. exe.
MapameTp akTyaneH ToNbKO Mpu
NMOAKOYEHUUN Yepe3 YTUAUTY mstsc.exe,
COOTBETCTBEHHO, MOXKET paboTaTb TOMbKO B
cpene OC Microsoft Windows.

[ns ncnonb3oBaHus noanucu RDP-cdarina
ZLOJKHBI ObITb BbIMOMHEHbI YCIOBUS:

* cepTudmUKaT (OTKPbITbIN KItOY),
WCNOJb3YOLMNCA A4S NOAMNUCH,
[OMKeH BbITb NepenaH Ha y3en
KnneHTOM COBMECTHO C 3aKpbITbIM
KJTHOYOM K HeMmy;

* Ha y3en c KnneHToM fosnxeH 6bITb
YCTaHOBNEH KaK cepTudumKar,
WCNONb3YIOLMNCS 4S8 NOAMNMUCH, TaK U
3aKpbITbIM KKOY K HeMy. Ha y3en
[O/MKEH ObITb YCTaHOB/IEH KOPHEBOW
cepTudUKaT, KOTOPbIM UCMONbL30BaNCS
[ANS Bblaaum cepTudmkara,
UCMOJIb3YIOLLErocs A1 MOAMUCH;

= B none «Common Name» cepTucdumkara,
WCMOJIb3YIOLLErocs AN noarnucu,
pomkeH 6b1Tb 3apaH FQDN y3na ¢
KnuenTtom.

Moanuce RDP-dharia 1 NogkatodeHne Ha
3aflaHHbIV B cepTudmkate FQDN
NPOUCXOAMUT TONLKO C/IN OTMe4YaToK
cepTudmkaTta 3afiaH, MHaue NOAKIOUEHME
UHUUMMpyeTcs Ha IP-agpec 127.0.0. 1.

Mpumep 3HaueHUs oTrneyaTka cepTudukara
npv 3afaHUK Yepes nepeMeHHyo
OKpY>XeHus:

TDSK_RDP_SIGN_SHA256 =
7T6FC4AFA6967D8EDDB3786C0364F767BF9C
10397

He 3apaHo

MapameTpsbl KOHUrypupoBaHus KnueHTa MOryT  6bITb 3aJaHbl
\Users\<user>\AppData\Roaming\UVEON\Termidesk Client.ini (OC Microsoft Windows) nnn /
home/<user>/.config/UVEON/Termidesk Client.ini (OC Astra Linux).

Mpumep KoHbUrypauyoHHoro danna:

1 [Global]
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# A3bIK NPUNOXeHUa (ru - PYCCKWIA, en — aHr/INACKUIA)
Language=ru

# CTunb npunoxeHusa (light - cBeTnblli, dark — TeMHbI)
Style=light

# 3anycK TO/MIbKO OAHOr0 3K3emnaspa KAneHTa

OneInstance=true

# WrHopmupoBaHune ownbok SSL (4.0.0)

ignoreSslErrors=true

# be3onacHoe XxpaHeHue naposieil, BO3MOXHble 3HadeHus false/true
secureStorage=false

# Wcnonb3oBaTb Termidesk Viewer gnsa RDP (4.3.0)
UseTermideskRDP=true

# 0TrneyaTok cepTudukaTta Ana nognucaHusa rdp daina mstsc.exe Npu MNOAKMOYEHUN Yepe3
WS (5.0.0)
RDPSignSHA256=7T6FC4AFA6967D8EDDB3786C0364F767BF9C10397

# Apgpec, KoTopblii 6yaeT cnywaTb vdi-proxy (5.0.0)
VdiProxyIniHost=0.0.0.0

[MainWindow]

# CKpblITWMe KveHTa B Tpein (4.1.0)

CloseToTray=false

# FeomeTpua rnaBHOro okHa (¢opmat Qt)
Geometry=01d9d0cb00030000000001fb0OOOOOd6000006Tad0000387000001fbOCEOOOTF3000006T
20000038700000000000000000780000001fbOOEEOOF3000006Fa0EEOO387
# MNopsgoK oTobpaxeHUs cepBepoB
ServersOrder=27d22dce-2255-4abe-b4e0-c0fee7100351, 2682d0e9-
bb75-4e0e-8f61-5216b5c95205

# Pexum oTobpaxeHus paboumx MecT O - CAWCOK, 1 — MANTKMK
WorkplacesViewMode=0

[Servers]

2682d0e9-
bb75-4e0e-8f61-5216b5c95205\Auth=\x412\x43d\x443\x442\x440\x435\x43d\x43d\x44f\x
44f \x411\x414

# KommeHTapuii

2682d0e9-bb75-4e0e-8f61-5216b5c95205\Comment=

# NoruH

2682d0e9-bb75-4e0e-8f61-5216b5c95205\Login=userl

# Tun napons Ans ayTeHTudmkaumu
2682d0e9-bb75-4e0e-8f61-5216b5c95205\PassType=Keyboard

# NMpu 3HayeHWn napameTpa secureStorageEnabled=false, xpaHuT naposnb,
npeobpas3oBaHHLI ¢ nomowbi anroputma blowfish.

# MNMpu 3HayeHWn napameTpa secureStorageEnabled=true, B 3aBucumocTu OoT OC, XpaHuUT
npedukc, ykasbiBawwmnii Ha CnNocob XpaHeHus.

# Ona UNIX - secretservice:

# Ana Windows - wincredential:
2682d0e9-bb75-4e0e-8f61-5216b5c95205\Password=blowfish:hidden

# XocT cepBepa
2682d0e9-bb75-4e0e-8f61-5216b5c95205\Url=vdi-demo. termidesk.ru

# NocnegHsAs nofayvYeHHas Bepcus cepBepa (4.3.1)
2682d0e9-bb75-4e0e-8f61-5216b5c95205\Version=5.0

# NpeHTudmkaTop BHIBPAHHOrO TpaHcnopTa ANns paboyero mecTa
2682d0e9-bb75-4e0e-8f61-5216b5c95205\Workplaces\Fccl121357-04a3-5f68-
acf8-0f8517b6ed4fc\FavoriteTransportId=6aclf9f5-9ae0-5ae0-a304-cf967b582900

Bbinyck ot mapTta 2025 34



@ TERMIDESK CNET.10001-02 92 01

48 # CNUCOK n36paHHbIX pabounx mecT

49 2682d0e9-bb75-4e0e-8f61-5216b5c95205\FavoriteWorkplaces=F3d316f76-b429-5406-
b110-9b07e864b3fa, Fccl21357-04a3-5f68-acf8-0f8517h6edfc

50 # Ha3BaHue ayTeHTudMKaTopa

51 27d22dce-2255-4abe-b4e0-c0fee7100351\Auth=termidesk-freeipa

52 # 3anpeT COXpaHeHus napons u ypaseHne paHee COXpaHeHHoro (4.3.1)

53 27d22dce-2255-4abe-b4e0-cOfee7100351\KeepPassword=false

54  # 3anpeT coxpaHeHuWss NorvHa U ypaneHue paHee coxpaHeHHoro (4.3.1)

55  27d22dce-2255-4abe-b4e0-cO0fee7100351\KeeplLogin=false

56  # MoaknwyeHne K ceccum npu ayTeHTudukaumm, 2 - aKTUMBMPOBAHO, O - AeaKTUBMPOBAHO

(5.1.0)

57 27d22dce-2255-4abe-b4e0-cOfee7100351\sessionReconnect=2

58 # YnpaBneHue MNOBTOPHbLIM MOAK/IYEHWEM K Ceccum, 3 - aKTUBUPOBaAHO, O -
peakTuBupoBaHo (5.1.0)

59 27d22dce-2255-4abe-b4e0-cO0fee7100351\sessionRoaming=3

4.2 . UHTtepdeirc komaHaHoM cTpoku MO Termidesk Viewer u napamMeTpbl KOHGUIypUpOBaHUS

MapameTtpbl 3anycka U dyHKunoHupoBaHua [1O  Termidesk Viewer MoryT 6bITb onpeaeneHbl

dprymeHTamum KOMaHAHOM CTPOKU Unn nepeMeHHbIMU OKPY>XEeHUA.

Ona nony4yeHuna KpaTKOVI I/IHCI)OpMaLI,MM no AOCTYMHbIM aprymMeHTam KOMaHAHOM CTPOKWM CNnenyeT Bbi3BaTb

npunoxeHue vdi-viewer Cc apryMeHToM --help:

vdi-viewer --help

[na nonyyeHus nonHon MHbOPMaLUM MO AOCTYMHbLIM apryMeHTaM KOMaHAHOM CTPOKU C/iefyeT BbI3BaTb

npunoxeHue vdi-viewer c aprymeHToM --help-all:

vdi-viewer --help-all

Ons ncnonb3oBaHus nHTepdenca komaHaHou ctpoku MO Termidesk Viewer B OC Microsoft Windows
HY>KHO:
* OTKpPbITb KOMaHAHYH CTPOKY OT UMEHW aAMUHUCTPATOPa;
* BbI3blBaTb nMpunoxeHne vdi-viewer w3 Katanora C:\Program Files\UVEON\Termidesk
Viewer\bin;
* nepeHanpaBuTb BbIBOA4, KOMaHAbl B dann. B ykaszaHHoOM danne OymeT nokasaH pesynbTaT

BbIMOJIHEHUNA KOMaHbl.

MpuMep nonyyeHuss NonHon MHGOpPMaLUKM MO AOCTYMNHbLIM apryMeHTaM KOMaHAHOW CTPOKM C BbIBOLOM B

dann C:\viewer_help_all.txt:

"C:\Program Files\UVEON\Termidesk Viewer\bin\vdi-viewer.exe" --help-all > C:
\viewer_help_all.txt

Cnuncok [OCTYMHbIX aprymMeHToB npuBeaeH B Tabnuue (cm. Tabnuua 3). B OC  Microsoft Windows

YKa3aHHbl€ apryMeHTbl Tak>Xe BOCNPUHUMAKOTCA, O4HAKO pe3ynbTaT He BbIBOOUTCA B KOMaHOHYKO CTPOKY.
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& Tpy 33paHUN NEPEMEHHBIX OKPY>KEHUS CTOUT YYeCTb, YTO OHU TAKXKE BMSAIOT Ha HACTPOMKMU
Knuenta (cM. noppaspen UHTepdenc komaHgHoM cTpoku KnueHTa M napamertpbl
KOHUIrypupoBaHus).

Tabnuua 3 — Cnrcok apryMeHTOB KOMaHAHOM CTPOKM U nepeMeHHbIx okpy>keHusi MO Termidesk Viewer

MapameTp MepeMeHHas oKpy>keHus OnucaHue 3Ha4yeHWe No yMONYaHUIO

--debug TDSK_DEBUG BkntoueHune oTtnagoyHoro pexkuma. ns He 3apaHo
BKJIHOYEHUS peXxnMa yepes rnepemMeHHyro
OKPY>XEHUS OCTAaTOYHO MNPUCBOUTD EM
HeHyneBoe 3HayeHune

--lang Bbi6op si3bika ans npunoxerus. MNapametp
poctyneH c Bepcum 10 Termidesk Viewer
1.9.0. Mo yMonuaHuio a3bik ByaeT onpeaeneH auto
TDSK_LANG U3 peErmoHasibHbIX HACTPOEK, YCTAaHOBNEHHbIX B
OcC.

Bo3MoykHble 3HaueHus: ru, en

--timeout TDSK_TIMEOUT Bpems oxxmpaHus noakaoHeHUs K KOMMOHEHTY 60
«LLnto3» (B cekyHaax). MNapameTp goctyneH ¢
Bepcum MO Termidesk Viewer 1.5.0.

C Bepcuun 1.10.0 napameTp BAMSET TakXKe Ha
BpeEMSI OXXMZAaHMA noakntodeHus K PM no
npoTtokony RDP. 1ns 3Toro nogkntoyeHus
MOXKeT yKa3aH amanasoH ot 0 po 600 cekyHg.
KpanHe Manblie 3HaueHUs1 Yepes NepeMeHHyo
OKpY>XeHWs 3aaBaTb He peKOMeHAyeTcs, T.K.
OHa BAMSIET Ha HacTpokku KnneHTa

--version He 3agaHa BbiBog Tekywen sepcum MO Termidesk Viewer He 3agaHo

--video-codec TDSK_VIDEO_CODEC Kopek Buaeokamepsl. [NapameTp AocTyneH c libtheora
Bepcum 10 Termidesk Viewer 1.6.

Bo3MoykHble 3HaueHus:

* libtheora - HaTUBHbIN MeTOL,
koguposaHusa Theora;
* theora - KOgMpOBaHWE Yepe3 KOHBeNEP

Gstreamer
He 3apaH TDSK_RDP_PRT_UNIVERS [ OnpeaenseT apansep, KOTopbli byneT He 3apaHo
AL MCMNOJIb30BaH Npu nepeHanpasieHNn NpuHTepa

no npotokony RDP. MapameTp gocTtyneH c
Bepcum M0 Termidesk Viewer 1.10.0.

Hanuune nepemeHHom
TDSK_RDP_PRT_UNIVERSAL akTuBupyeT
nepeHanpaBneHne NpuHTepa c
MCMNoNb30BaHWEM YHUBEPCANIbHOMO ApaliBepa
(Microsoft Software Printer Driver). Ons
nepeHanpaeneHns npuHTepa c
MCMoNb30BaHWEM HAaTUBHOIO ApanBepa
NMepeMeHHY HY>XXHO yaanuTb.

He 3apaH TDSK_FILECOPY_BANDWI | 3apaeT orpaHUYeHUE CKOPOCTU Nnepeaayn He 3apgaHo
DTH (K6anT/c) darina no npotokony TERA.
OTcyTCcTBME NEpEMEHHOM 3KBUBANEHTHO
3Ha4YeHuto 0.

Bo3MoykHble 3HaueHus:

* 0O - CKOpPOCTb HEOrpaHU4EHHa;
* 1 - 10000 - 3Ha4YeHMe CKOpoCTU
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MapameTp MepeMeHHasa oKpy>XeHuUs OnucaHue 3HayeHue nNo yMoJYaHUIo
He 3apaH TDSK_DISPLAY_BANDWID [ 3apaet orpaHuyeHue ckopoctu (K6anT/c) He 3apaHo
TH BMAEOKaHaNa Npu NMOAKAKHYEHUN MO NPOTOKOY
TERA.
OTcyTcTBME NEPEMEHHOM 3KBUBANEHTHO
3HaveHuto 0.

Bo3MoyHble 3HaueHns:

* O - CKOPOCTb HeorpaHu4yeHHa;
* 1 - 10000 - 3Ha4YeHMe CKOpoCTH

MapameTpsl KOH(UIYypr1pOoBaHUS MoryT ObITb 3afaHbl yepes dann C:
\Users\<user>\AppData\Roaming\UVEON\Termidesk Viewer.ini (OC Microsoft Windows) nan /
home/<user>/.config/UVEON/Termidesk Viewer.ini (OC Astra Linux).

Mpumep KoHbUrypauyoHHoro danna:

# [Quanor nepeHanpaB/ieHUA MPUHTEPOB

[Printers redirection]

# CoxpaHeHue reomeTpun guanora

Geometry=@ByteArray (\x1\xd9\xd0\xcb\0\x3\0\0\0\0\x4\x99\0\0\x3\n\0\0\x6\xaa\0\0\
x4)\0\0\x4\x9e\0\0\x3%\0\0\x6\xa5\0\0\x45\0\0\0\0\0\0\0\0\n\0\0\0\x4\x9e\0\0\x3%
\0\0\x6\xa5\0\0\x4$)

A OWN PR

5

6 # [Quanor nepeHanpaB/ieHUs KaTanora
7 [SharingDir]
8

9 # BblOpaHHbIA KaTasor Ana nepeHanpaB/ieHus
10 Dir=/home/as/Documents

12 # CoxpaHeHue reomeTpun guanaora

13 Geometry=@ByteArray (\x1\xd9\xd0\xcb\0\x3\0\0\0\0\x4\x97\0\0\x3\x43\0\0\x5\xb7\0\
0\x3\xf1\0\0\x4\x9c\0\0\x32\0\0\x5\xb2\0\0\x3\xec\0\0\0\0\0\0\0\0\n\0\0\0\x4\x9C
\0\0\x37\0\0\x5\xb2\0\0\x3\xec)

14 ReadOnly=0

15

16 # [Quanor nepeHanpaBsieHne USB ycTpolicTB

17 [USB Redirection]

18 # CoxpaHeHue reomeTpun guanora

19 Geometry=@ByteArray (\x1\xd9\xd0\xcbhb\0\x3\0\0\0\0\x2\xbe\0\0\x11\0\0\x5\xa0\0\0\x
2\xaf\0\0\x2\xc3\0\0\x1\x87\0\0\x5\x9b\0\0\x2\xaa\0\0\0\0\0\0\0\0\n\0\0\0\x2\xc3
\0\0\x1\x87\0\0\x5\x9b\0\0\x2\xaa)
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5. PABOTA C PABOYUM MECTOM

5.1 . [lobaBneHune cepBepa NOAKIIOUYEHUMA

LOns nobaeneHus cepeepa c «YHMBepcanbHbIM aucnetyepoM» Termidesk Heo6XxoauMMO LLENKHYTH J1€BOM
KHOMKOWM MbIlIM Mo Haanuch «JobaBuTb cepeep» M B OTKPbIBLLEMCA OKHE (cM. PucyHok 13) BBECTU aapec
cepBepa NOAKJTHYEHNN.

Appec cepsepa NOAKIOYEHUI MOXKET BbITb YKazaH B opmarTe:

» IP-agpeca unm gOMeEHHOro MMeHU y3na, npuMep: vdi-demo.termidesk. ru. Takon dopMat MoxeT
MCMONb30BaTbCA, HanpuMep, A1S MOAKIIHOYEHUS K KOMMOHEHTY «YHMBEpPCasbHbIM AUCNETYEP,
YCTaHOBNIEHHOMY C posbto «[lopTan nonb3oBaTens»;

» IP-agpeca vnn pomMeHHOro uMeHu ysna c ykasaHuvem URI canTa, npumep: 192.168.0.2/site.
Takon ¢opmaT MOXKET MCMOJIb30BaTbCs, HanpuMmep, AN MOAKIHOUYEHMS K OMpeaeseHHOMY CauTy

noptana «Arperatop».

® CybbekT, MMeloWMIA NpaBa agMUHUCTpaTopa nopTana «Arperatop», MOXET MOAKIOUMTLCA K
HeMy KaK C yKa3aHMeM OrpeaeneHHOro canTa, Tak u 6e3 ero ykasaHus. B nocnegHem cny4yae oH
MONYYUT pecypcChbl BCEX aKTUBHbIX CaMTOB nopTana « Arperatop» nocie aBTopmusaumnu.

MHdpopMaumo O TOM, KakoM aApec cepBepa MOAKIHOYEHUA UCMONb30BaTb, MOXHO MONYYUTb Y

dAMUHNCTPATOpPaA.

] TERMIDESK

=) NoBasnexue HoBOrO cepeepa
BEEWTE 3Lpec CepEEpa NOKITH4EHURA
vdi-demo.termidesk.ru

OtMeHa

NoGaBnTL cepeep

PucyHok 13 — OkHo pgobaBneHus cepBepa NOAKIHOUEHNM
Mocne nobaeneHns agpeca cepBepa NMOAKIHOYEHU B OTKpbIBLUEMCA OKHe «HacTpoinka nogkntoueHus K

cepBepy» Ha Bknagke «O6Lime» HY>XHO 3aMoNHUTbL CeayroLLme Nons:
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» «OnucaHune» - TEKCTOBOE COOBLLEHME, MCMONb3YEMOE 415 ONUCaHUS cepBepa (Heoba3aTeNbHO);
* «AyTeHTUbMKauMa» - BbIBOp pecypca, ABNSHOLLErOCS MCTOYHMKOM CBEAEHMM O CyBbekTax M UX

NMONHOMOYUAX, HACTPOEHHOIO Ha CepBEpPE B Ka4eCTBE AOMEHA ayTeHTVICbMKaLI,MVI;

& Ecnv BbibpaH gomeH ayTeHTudukaumm Tuna «SAML», «OpenlD Connect», «LDAP» c
HacTpoeHHbIM dyHkumoHanoM PKINIT (ayteHTudukaums no cMapt-kaptam), To nona «JlornH»,
«Tun naponsi» u «lMaponb» HeAOCTYMHbI AN 3aNONHEHUS.

B aTom cnyyae:

» pna «SAML» u «OpenlD Connect» BBoA Yy4YeTHbIX [aHHbIX OCYLLECTBASIETCA B
[OMONIHUTENBHOM OKHe Beb-bpays3epa nmocsie MOAK/IHOYEHUs K BbIOpaHHOMY cepBepy, Kak
OMMUCAHO HUXE;

» ona «LDAP» c HacTpoeHHbIM dyHKUumMoHanoM PKINIT yyeTHble gaHHble OyayT NpouYnTaHbl
CO CMapT-KapTbl, HO MPW MOAK/IOYEHUM B LOMOJHUTENBHOM OKHe MoTpebyeTcs BblOGpaTb

M4 MoJib30BaTeNnd U3 CNMUCKa U BBeCTU PlN'KOJJ, K CMapT-KapTe, Kak 3TO ONNCaHO HWMXXe.

* «JlorvH» - naeHTUdUKaTop cybbLEKTA B AOMEHE ayTeHTUbMKauMmM (COBNagaeT C MAEHTUPUKATOPOM
cybbekTa B cny>kbe KaTanoros);
* «Tun napons» - BbIGOp TUNa Napons 4 ayTeHTudukaumm. MoxxHo BbIbpaThb:

e «KnaBuaTypHbii  Maponb», 3HayeHWe  OOCTYMHO MNpW  CTaHOAPTHbIX  CpeacTBax
ayTeHTUdMKaLMKM, KOr4a BBOA, NapoNs OCYLLECTBASAETCS C K/1aBUaTYpbl;

e «Touch Memory naponb», 3Ha4eHWe AOCTYMNHO, ECNN CPEACTBOM ayTeHTUdMKaLUK aBAseTCs
Touch Memory 1 BbinonHeHa HacTpolika cornacHo nogpasaeny Hactpoiika ayTeHTUdMKaLmm
yepes Hocutenb TouchMemory. Maponb GymetT npounTtaH ¢ Hocutenss TouchMemory, ansa
3TOr0 HYXXHO NMPUIOXKUTb €ro K CYMTbIBATENIO;

e «Touch Memory naponb (KOMBMHUPOBAHHbLIA)», 3Ha4YeHWME [HOOCTYMHO MpPU  YCIOBUSAX,
aHaANOMMYHbIX MpeablayLIEMY BapUaHTY, HO MPU 3TOM HYXXHO LOMOJIHUTENLHO BBECTU Maposb

C KnaBmatypbil.

A [na pomeHHoW ayTeHTUdMKauMmM HenocpeacteeHHo B BPM ¢ Hocutenem Touch Memory
HeobXoAMMO UCMOJIb30BaTb NMOJHOE UMS MOMb30BaTeNs, BKAOYasd HaMMeHOBaHMe AOMEHa.
Mpu cMeHe napons Ha aKpaHe ayTeHTUdUKaumm B BPM 6yayT nokasaHbl ABa crnvcka C BbiIbopoMm
cnocoba hopMUPOBAHUS NapoJis: MepBbIM AN CTaporo Naposs, BTopon ans Hoeoro. [pu cMeHe
napona Touch Memory Ha gpyron naponb ¢ Touch Memory HocuTenb HeOBX0AMMO MPUNOXKUTD K
CUMTbIBATENIO ABAXKAbI.

» «[lMaponb» - Habop cMMBOJIOB, NOATBEPXKAAOLLMIM HAa3HAYEHWE MOSTHOMOUYMUN.
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& Bsog nornHa v napons B HacTpoMKax MOAKAKOYEHUS MOXET ObiTb 3abNOKMpOBaH, €Ciu Ha

cepBepe aKTUBMPOBaHbl MapaMeTpbl, 3arpeLlalrollme COXpaHeHWe JforMHa W/unM napons B
KnueHte. B 3TOM cnydae ux Hy>KHO OyaeT BBECTM HeNoCpeacTBEHHO MPU MOAKJIOYEHUM K
cepBepy, BBedeHHble 3Ha4yeHWss He OyayT coxpaHeHbl B KOHpurypaumoHHom danne (C:
\Users\<user>\AppData\Roaming\UVEON\Termidesk Client.ini nnum /home/
<user>/.config/UVEON/Termidesk Client.ini) u 6esonacHoM xpaHunuwe. Ecnu naponb
paHee 6bl/1 COXpaHeH B 6e30MacHOM XpaHWUIIMLLE, TO OH ByaeT MPOUrHOPMpPOBAH.

3anpeT COXpaHEeHUs JIOTMHOB WM Maposier MPUMEHSIETCS, €C/M MOJyYeHHas Mpu MOAKIHOYEHUM
BEPCUSI KOMMOHEHTa «YHMBEpCa/bHbIM auchneTyep» 6Gonbwe wnam cootBeTcTByeT 4.3.1 u
COOTBETCTBYIOLLUME MapaMeTpbl Ha CepBepe aKTUBMPOBaHbl. [1py KaXkaomM O0B6HOBNEHMWM CMMCKA
ayTeHTUDMKATOPOB BEPCUSt KOMMOHEHTA 3arnpaLlMBaeTCs MOBTOPHO.

lMNocne 3anonHeHus YKa3aHHbIX noner pAns noAKIKOYEeHUs K Bbl6paHHOMy cepBepy Hago HaXXaTb

3KpaHHY KHONKY [[oakntounTbes] (cm. PucyHok 14).

® B cnyyae owmbku ayTeHTUGUKaLMM ByaeT MokasaHO COOTBeTCTBytoLlee coobuieHme: «Owmnbka

Ha

ayTeHTUdUKaunK!» 1 oononHUTeNbHas MHbOpMaUUs OT cepBepa: NMOAPOOHbLIN TEKCT OLUMOKMK U
(nnn) coobuieHue, 3agaHHoe AgMuHucTpaTopom Termidesk Ha «lMopTane agMUHUCTpaTOpa».

Ona v3mMeHeHMs napamMeTpoB ayTeHTUPUKALMM HA CEpBEPE MOAKJIHOUYEHUM HYXXHO HaXkaTb Ha
rpadmyeckui aNemMeHT B BUAE LLECTEPEHKM B MPAaBOM BEPXHEM Yrny Ansi BbIOpaHHOro cepeepa.

BK/1aaKe «rlOBTOpHOG nogokn4vyeHmne»  OOCTYMNHa BO3MOXXHOCTb HaCTpOIZKM napamMeTpoB

nepenoakntoveHms Knuenta k PM (cM. nogpasnen Hactpoiika nepenogkntodeHuns KnueHra k PM).
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@ TERMIDESK

[ HacTpoiika NoAKNHUYEHKA K cepeepy

O6ume  MoBTOpHOE NOAKMKYEHWE
vdi-demo.termidesk.ru {E}

Appec
vdi-demo.termidesk.ru

OnucaHune

AyTeHTMDHUKaLMA
BHyTpeHHAAB[L

NoruH

Tun napona
MogknoYUTbCH :
KNaenaTypHelA Napons

Maponb

PucyHok 14 — OKHO HaCTpPOMKU NMOAKIKOYEHUS K CepBepy

Mpw nookntoyeHUM K BbIBpaHHOMY cepBepy Yepes3 foMeH ayTeHTUuduKauum Tuna «SAML» unn «OpenlD
Connect» npousonaeT cnepytoLlee:
* ecnu noaxntodeHue BoinonHsaeTtca us OC Astra Linux Special Edition, To:
e [OMOJIHNTENIbHO O0TOBPa3nTCa OKHO Beb-bpay3epa. [ns nepexoda B cepBuC ayTeHTUdUKaLUK

cnenyeT HaXkaTb 3KpaHHY KHOMKy [BonTu] (cm. PucyHok 15);
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| Termidesk Client — 0O X

@ TERMIDESK

HaxmuTe "Bxog" ansa
nepexofa B CEpBUC
ayTeHTnpukaymn SAML

Termidesk Client

PucyHok 15 — OkHo nepexoaa B cepBUC ayTeHTUPUKALUM
e oTKpoeTca QopMa ayTeHTUDMKALMKU, B KOTOPOM HY>KHO BBECTM Y4eTHble AaHHble

nonb30BaTeENId U HaXXaTb 3KPAHHYK KHOMKY [BXO,LI,] (cM. PucyHok 16) Ana noakntoyveHusa K

cepBepy;
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[ Termidesk Client _ 0O X

PyCCKIMRA v

Signin to your account

E-mail

PucyHok 16 — ®opma ayTeHTUbMKaumm B soMeHax «SAML»/«OpenlD Connect»
* ecnu nogkntodeHme soinonHaetca us OC Microsoft Windows, To:
e OTKpOETCS OOMONHUTENbHAA BKIaKa B CUCTEMHOM Beb-bpay3epe, B KOTOPOM HY)>KHO HaxkaTb
3KpaHHYto KHomnky [BonTu] ons noakntoveHus k cepsepy;
e oTKpoeTca d¢opMa ayTeHTUDUKAUUM, B KOTOPOM HYXXHO BBECTU Y4UETHble [AaHHblEe
nosib3oBaTesnss M HaxaTb 3KpaHHyt KkHonky [Bxop] ans nopkntoueHus k cepsepy. [Mpu
yCreLwHoM ayTeHTUbMKauMM 0ToObpasmMTCcs cooTBeTCTBYOLee coobueHume. [locne nosiBneHus

COODOLLIEHUNSI BKNAAKY B CUCTEMHOM Beb-6pay3epe MOXKHO 3aKpbiTb.

Mpyn nookntoyeHMM K BbIOpAaHHOMY cepBepy uYepe3 gAoMeH ayTeHTudukaumm Tuna «LDAP» c
HacTpoeHHbIM dyHKuUMoHanoM PKINIT HysHo:
* MOAK/OUYUTL CMapT-KapTy WMAM TOKEH K CUYMTbIBAaTENO M HaXKaTb 3KpaHHYr kHonky [[da] (cm.

PucyHok 17);
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e

s

=) AyTeHTndmKaLuma Ha cepeepe

Anpec

vdi-demo.termidesk.ru

AyTeHTMdKMKaLKWA

MSAD

OTMeHa

PucyHok 17 — OkHO npurnaweHmsa ayTeHTUPUKaLMM No cMapT-KapTe
* eC/IM Ha BbIOPAaHHOM YCTPOMCTBE CYLLECTBYET HECKONIbKO CepTUhMKATOB MoJIb30BaTeNs, TO B Mose
«MMa nonb3oBaTens» BbIbpaTb HY>KHbI CepTUPUKAT;

» 3atem BBecTM PIN-Kopg Ha cMapT-KapTy MM TOKEH.

® Ecnn cmapT-kapta uaM TOKeH He 6binn noax/todeHbl, ByaeT oTobpaxkeHo coobuieHue o
HeobxoaMMOCTM ee MoakuMTb. B cnyvae, ecnm Ha ycTponcTBe OTCyTCTBYeT CcepTUUKAT MU
CUCTEME He YHAa/ioCb ero rnpo4ecTb, OyaeT oTobpaxkeHo coobuieHue «He ypanocb 3arpysmTb
cepTUdUKATBI».

Chmncok MoAOepXXMBAaeMbIX CMapT-KapT WM TOKEHOB [Ansi  ayTeHTMduKaumm Ha cepsepe
nogxkntoueHnm yepes KnmeHr:

* PytokeH Lite (tonbko ana OC Microsoft Windows);

= Pytoken DU 2.0 (2100);

= PytokeH DU 3.0 (3220);

= PytokeH DUIT PKI (1800).
Ecnn cmapT-kapTa wnu TOKeH He MNOoAAEp)KMBAOTCA, OydeT OTobpakeHO cooblieHWe «IDTOT
KJIHO4YEBOM HOCUTENIb HE MOXET ObITb Mcrnonb3osaH. [NoxanyncTta, BbibepuTe Apyrom HOCUTENb U

NMOBTOPUTE MOMbITKY», NMPWU 3TOM B >XypHane KnueHTa 6ygeT 3anucaHo cobbiTwe 06 OTCYTCTBUM
noaaep>XKM YCTPOMCTBA.
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5.2 . Hacrpoika nepenoaknioueHus KnueHta k PM

®yHKuMoHan nepenoakntodeHmss KnueHnta k PM no3BonsieT BoccTaHaBAMBaTb COEAMHEHUS C aKTUBHbIMM
M  OTK/IIOYEHHbIMM CeccusiMM B HasHadyeHHoM PM  nocne paspbiBa COEOMHEHWUS UM CMEHbI
NONb30BaTENbCKOM paboyen CTaHumu.
Ons HacTpomkM NapaMeTpoB MEPEMNOAKIIOYEHUSI HYXXHO HaXKaTb Ha rpaduuyeckuit 3NEMEHT B BUAE
LUECTEPEHKN B MPaBOM BEPXHEM YNy AN BblbpaHHOro cepsepa. B oTkpbiBweMcs okHe «HacTpowka
NOAKIOYEHNS K cepBepy» Ha Bknagke «[llepemMelueHne ceaHCOB» (cM. Pucywok 18) OyayT AOCTYMHbI
cnefytoLme napamMeTpbl ynpaBneHus:

* «AKTUBMPOBaTb YMpPaBNEHUE TEPEMELLEHMEM CEAHCOB» - MapaMeTp aKTMBALWMW SNIEMEHTOB

yNpaB/ieHWs MOBTOPHbIM MOAKJTFOYEHMEM:

e «[MOBTOpPHO NMOAK/OYATLCA K aKTUBHBIM M OTK/IFOYEHHbBIM CEAHCAM» - MapaMeTp MOBTOPHOMO
NOAK/HOUYEHUS K aKTUBHbIM U OTKJIFOYEHHbIM CECCUMSM B HaszHadyeHHoM PM. B aTtom cnyuae
npv NOBTOPHOM MOAK/OYEHMM Ha PM cHauana 6yaeT npousBeseHa NpoLEeaypa OTKIIOYEHMUS
aKTMBHOIO CeaHca, Mocfe uYero OyaeT Mpou3BEAEHO TMOBTOPHOE MOAK/IOYEHME K
OTK/IFOYEHHOMY CeaHcCy;

e «[MOBTOPHO MOAKMIOYATLCS TOMbKO K OTKJIHOYEHHbIM CeaHCcaM» - MapamMeTp MOBTOPHOMO
NOAKHOUYEHUS TOMBbKO K OTKJTFOYEHHbIM CECCUSIM B HazHauyeHHOM PM;

e «lMopgkntoyaTbc K CeaHcaM npu  3anycke pecypca» - WHPOPMALMOHHasi CTPOKa,
oTOobparkatoLLasa cTaTyc GopcUpyeMOro pexkmma nepemelLeHms ceaHcoB. HacTponka gaHHoOro
napaMeTpa BbIMOMHAETCS agMUHUCTPATOPOM B HACTPOMKAX KOMMOHEHTa «YHWBEpPCasbHbIM
avcnetyep». Mpu akTMBaUMKM [AHHOMO PEXMMA aAMUMHUCTPATOPOM 3NIEMEHTbI YNpPaBNEHUS
NOBTOPHbLIM noakatoveHeM B KnuneHTe ByayT HEAOCTYMHbI;

e «lMopgkntoyatbca K ceaHcaM MNpW  ayTEHTUPUKAUMMU» - TMapaMeTp MOAK/IHOYEHUS K
Ha3Ha4yeHHbIM ceccuam B hoHae PM npu ayTeHTUbUKaLMK;

e «lMopkntoyatbc K ceaHcaM npuU  OBHOBNEHMM CMUCKA MPUIIOKEHUA» - MapaMeTp

noaknr4eHnsa K HasHa4e€HHbIM CeCCHUAM B CIJOH,EI,e PM npu 0BbHOBNEHMN CAKCKa I'IpMﬂO)KEHMIZ.

Ons koppekTHoro nepenoakntoueHns KnveHta Kk PM Tpebyetca akTMBMpOBaTb MNapaMeTpbl
«[1OBTOPHO MOAKNOYATLCA K aKTUBHbBIM M OTK/IKOMEHHbIM ceaHcaM» 1 «llogkntoyaTbCs K ceaHcaM npu
ayTeHTUdUKauuu». [NapameTpbl  MoryT ObITb  33gaHbl  agMuHUCTpaTopoM B «[lopTtane
aaMUHUCTpaTopa» KOMMOHEHTA «YHWBepcanbHbIA AucneTyep». B TakoM cnyyae mx Henb3s Oyget
M3MEHUTb B YKa3aHHOM okHe KnueHTa.
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@ TERMIDESK

- HacTpoWka NOAKNHUEHMA K Cepeepy

vdi-demo.termidesk.ru {o} Obwwme | MNepeMelleHne CeaHCoB
AKTMBHMPOBaTL yNpaBneHWe NepeMelleHWeM CeaHCoB

MoBTOPHO NOAKMKYETECA K aKTMEHBIM K OTKMIOYEHHBIM CEGHCEM

termideski

MOETOPHO NOAKMYATHCSA TOMBKO K OTKITYEHHbIM CRaHCaM
MoAKMKKYaTbCa K CeaHcam Npu 3anycke pecypca: Her

MNoAkNKK4aThCs K CeaHcam npu EI‘_»,"TEHTIr1¢'Ir'1KEILI,Ir1Ir1

Mogkn4aTbca K ceaHcam npu obHOBNEHWK CNIMCKE I'IFIIA_I'ICI:-#ZE‘HIAI.;l

Mogkno4nTeCa

Termic
v5.1.i

PucyHok 18 — Hactpownka nepenogkntodeHms k PM vepes KnveHT

5.3 . MNoakntoueHne kK PM uepes KnueHT

Mocne ayteHTUdMKauMM 1 noakntoveHus nporpammHoro KnueHta k cepeepy Termidesk oTkpbiBaeTcs

NPOCMOTP clieaytoLLen MHpopMaLmMm o oCTynHbIX PM:

®

Mpy noakntoveHUM K canTy nopTana «ArperaTtop» pecypcbl, HaxoAsLIMecs B pexuMme
Texobcny>xxunBaHus, He byayT oTobpaxkeHbl B KnveHTe.

«HaszBaHMe» - TeKCTOBOE none, cogepkallee uMsa nybamkaunm PM;

«B n3bpaHHOM» - BO3MOXHOCTb A00aBUTb KOHKpeTHYyt0 nybnukaumio PM B rpynny msbpaHHbIX
WU UCKITIOYUTb €ro OTTYAa;

«CTtaTyc» - oTobpakeHue cTaTyca ucnosb3oBaHma PM B ¢oHze. Ecnu B doHae Mcnonb3yetcs xoTs
6bl ogHO PM, To cTaTyc € nycToro nsmMeHMTCs Ha «Mcnonb3yeTtca»;

«[1poTokon» - BO3MOXHOCTb BblObOpa MPOTOKONA AOCTAaBKM A1 KAXKAOrO0 U3 OTOOpakaeMblix
¢oHpoB;

«[pynna» - nHbopMauum 0 HAMMEHOBAHWM FPyNIbl, HA3HAYEHHOW A1 0TOBparkeHUs HOHOOB.

JononHnTenbHO MOXHO U3MEHUTb hopMaT 0TOBpaXkeHUs nepeyHa GoHAoB PM (cm. PucyHok 19):
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* MOXHO CrpynnupoBaTb OTOGpakeHWe nepeyHs GOHAOB Mo uneHcTBY GHOHAA B IOrMYECKOW rpynmne
oTobpaxkeHus (3nemeHT (1) Ha puUcyHke);

" MOXXHO CMEHUTb OopMaT OTObpaXkeHUs nepeyHs GOHAOB: MKOHKaMU (3neMeHT (2) Ha pUCYHKe) nam
CrUCKOM (3neMeHT (3) Ha pUCyHKe);

* MOXXHO OTCOPTMPOBaTb MOPAAOK 0TOBpaxkeHUst HOHAOB B NepeyHe Mo psiay napameTpoB (371eMeHT
(4) Ha pucyHke): «HaseaHuwe», «B wu3bpaHHom», «CrtaTtyc», «[llpotokon», «[pynna», «[lo
ybbiBaHMIO» (MO yMOnNYaHWUO B OTCYTCTBME Apyrux napametpoB ¢oHabl PM B nepeyHe
oTobpaxkatoTcs B andaBUTHOM NOPsIAKE MO BO3PACTaHMUIO);

* MOXHO OBOHOBWUTb CMMUCOK AOCTYMHbIX POHAOB (3neMeHT (5) Ha puUcyHke).

@ TERMIDESK

O vdi-demo.termidesk.ru termideskl E

Ha3eaHwne ] Cratyc MpoTokon
ALSE1-7-3 SPICE v OcHoBHas
Astra Linux CE Wcnoneayetca SPICE v OcHoBHaA

Windows 10 Wcnoneayetca RDP W  OCHOBH

PucyHok 19 — DnemMeHThbI rpadmyeckoro uHTepdenca
Ons nookntoueHns Kk PM HeobxopuMo BbiGpaTb MPOTOKON AOCTaBKM U ABaXKAbl HAXKaTb JIEBOM KHOMKOM
MbIlWM Ha Ha3BaHue ¢oHaa PM (cm. PucyHok 20). B cnyyae nepenybnvkaumm pecypcoB npu HaBeAeHUM
MbIlUM Ha 3aronoBok ¢oHaa (B pexume nNAMTKA) MAM Ha KonoHky «CraTyc» OymeT nokasaHo

BCrbliBatoLLee COO6IJ.I,€HM€ (o} HeO6XO,EI,MMOCTM 3aBepLlnTb pa60Ty A0 YKa3aHHOro Cpoka.
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@ TERMIDESK

O vdi-demo.termidesk.ru Ipyrnna paboymx mect  Bce v EE N termidesk1 E

Hassanwe |E= n3bpaHHoM | CTaTyc |!'Ipc|Tc|kc|_r| | b

ALSE1-7-3 OcHoBHaA
Astra Linux CE f_{ Wcnone3ayetca

Windows 10 ﬂr Hcnonb3yeT

PucyHok 20 — Bbibop npoTokona AOCTaBKU ANs MOAKIHOYEHMS
B 3aBucuMocT OT BbIGBpaHHOrO MPOTOKOMA OTKPOETCA OKHO COOTBETCTBYIOLLEN MPOrpaMMbl OOCTaBKM,
YCTaHOB/IEHHOM Ha MOMb30BaTENbCKOM paboyen CTaHUMKU, B KOTOpoM byaeT oTobpaxatbca PM (cm.

noapasaen HasHayeHne koMnoHeHTa «KnuneHT»).

& Tlpy HEeBO3MOXHOCTU MOAKNHUUTBLCA Mo npoTokony RDP 6ymeT oTobpakeHO OKHO C TEKCTOM
OLLNBKMN.
Mpy nookntoYeHUM K ONyBNMKOBaHHbIM MPUSTIOXKEHUSIM UM TepMUHanbHbIM ceccuam «Cepsepa
TepmumHanoB Astra Linux» (STAL) norvH n naponb Heobxoanmo BBOAUTb B TOM BMAE, B KOTOPOM
oHM 3agaHbl B OC (ecnu noakntoyeHMe NPOUCXOAUT C YYETHbIMW [JaHHbIMU JIOKaJIbHOrO
Monb30BaTeNs) WAM B KOHTpOJ/Jepe AOMeHa (ecnv NOAKIHOYEHWE MPOUCXOAUT C YYETHbIMU
[aHHbIMU JOMEHHOTO MOJIb30BaTENS).
JaHHoe TpeboBaHWe CBA3aHO C YYBCTBUTENIbHOCTLIO K pErncTpy BBoaMMbix cumBonoB B OC Astra
Linux Special Edition.

5.4 . MoakntoueHune kK PM u ony6nmkoBaHHbIM pecypcam Yepes Be6-6paysep

5.4.1 . NMopxnioueHue K cepeepy onyb6aMKOBaHHbIX pecypcoB Yepes Beb-6paysep

Lna nopgkntoveHunsa Kk Termidesk yepes Be6-6paysep HY>KHO:

" OTKPbITb Beb-bpay3ep;
* B agpecHou cTpoke BBecTu |P-agpec nnn FQDN cepsepa ¢ «ArperatopoM» nnm « YHMBepcasabHbIM
ancnetyepom» Termidesk;
* Ha OTKPbIBLLENCS CTPaHMLLE 3aMONHUTb 3KPaHHble Noss:
e «JloruH» - ngeHTUdUKaTop Nonb3osaTens B cucteme Termidesk;

L «I'Iaponb» - Ha60p CMMBOJ0B, I'IO,EI,TBep)K,EI,a}OLLI,MIZ Ha3Ha4vyeHune I'IOJ'IHOMOLIMIZ;
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L «,D,OMEH ayTEHTVIdJMKaLI,MVI» - NICTOYHUNK CBe,El,eHVIi;I O Nosb30BaTeNIAX U UX MOJTHOMO4YUNAX.

MHdopmaLmMio 0 3anMoNHEHUM MOMEN HYXKHO 3arnpocuTb Yy agMUHUCTpaTopa. lNMocne 3anonHeHus nonemn

aKTyanbHbIMU JaHHbIMU HaXKaTb Ha 3KpaHHYIO KHonKy [Boitw].

5.4.2 . MonyueHune cnmcka ony6IMKOBaHHbIX peCypCcoB
Mocne nopkntoveHUst K «Arperatopy» CTaHYT OOCTYMHbl CalTbl C OMYGAMKOBAHHLIMU peCcypcamm (cm.

PucyHok 21). [lns nepexona K CrmncKy ony6iMKOBaHHbIX PeCYpCOB HaXkaTb 3KpaHHYto KHonky [MepeiTu].

CanTtbi

Termidesk Terminal Termidesk VDI

MNepeitu MNepeitu

PucyHok 21 — CanTbl onybnnkoBaHHbIX pecypcoB « Arperatopa»

5.4.3 . MopxnioueHue k poHay PM
Mocne nepexona K CNUCKY Onyb6MKOBaHHbIX PECYpCcoB Ha «Arperatope» UM cpasy nocsie NoAKAHYEHUS
K «YHMBepCasNbHOMY [OMCMEeTYepy» CTaHYyT AOCTynHbl doHabl PM u cnenyrowme mMHbOpPMaLMOHHbIE
31eMEHTbI (cM. PucyHok 22):
* 3nemeHT (1) - HammeHoBaHWe nybnukauum PM;
= 3nemeHT (2) - rpadmyeckas nnnoctpaums PM;
= 3nemeHT (3) - onucaHue doHaa PM;
* 3nemeHT (4) - rpadmyeckne NPUMUTUBDLI, BU3YaNU3UPYIOLLIME COCTOSIHUE WU [OMNONHUTENbHbIE
napameTpbl PM;
= 3nemeHT (5) - rpadmyecknin NPUMUTUB, BU3YaNIM3NPYHOLLIMIA BO3MOXXHOCTb BblOOpa Nonb3oBaTenieM
npotokona jpgoctaBku. [lpu  HaxaTtum Ha wukoHKy Termidesk uHUUMMpPYET OTKpbITHE
BCMOMOraTe/lbHOr0 OKHa, B KOTOPOM MepeynucneHbl AOCTYMHble MPOTOKO/bl AocTaBku. [locTaBka
PM no BbIGpaHHOMY MpPOTOKONY HaYyMHAETCSH MOCNEe HaXkaTusi B OkHe «[loakntoueHus» CCbIKU C
Ha3BaHMEM MPOTOKONa;

= 3nemeHT (6) - rpynna PM.

Ona nopkntoyeHMs HeobxoAMMO HaxkaTb Ha rpaduyeckyto WAMOCTPaLMIO WM HauMEeHOBaHMe,

onucbiBatoLlee PM.
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B 3aBucumocTtn ot Bbl6paHHOFO NMPOTOKOJ1Ia OTKPOETCA OKHO COOTBETCTByI'OLLI,EIZ nporpaMmmbl OOCTaBKMU,

YCTQHOBMIEHHOW Ha MOJIb30BaTENbCKOM paboyer CTaHUMWU, B KOTOpoW OymeT oTobpaxkaTbcs PM (cm.

noapasaen HasHayeHue koMnoHeHTa «KnneHT»).

TERMIDESK m MpunoxeHns E @ termidesk1 ~

I Astra Linux CE E a=(g Windows 10

Windows 10

Orel 2.12 - 2T6 O3Y El

PucyHok 22 — DnemeHTbl rpaduyeckoro nHTepderca npm noakitoveHnn Yepes Beb-bpaysep

5.4.4 . MopknioyeHne k PM uepes Be6-knmneHT
Beb6-knueHT nossonsietr nonyumtb 3kpaH PM no npotokonam SPICE n TERA uepe3 Beb-6paysep 6e3
HeobXxoaMMOCTHM yCTaHOBKM gononHuTenbHoro MO. [ng aToro TpebyeTcs HaCTPOUTbL MPOTOKO/ AOCTAaBKM

HTMLY5 B «[lopTtane agpMuHucTpaTopa».

A& Ecnv afMMHUCTPAaTOPOM HACTPOEHO 3aLUMLLEHHOE MOAK/HOYEHME K KOMMOHeHTy «Llnto3» pgns
npotokona poctaekm HTMLS5, To B nonb3oBaTenbckyto paboyyrd CTaHUMIO Heobxoammo
YyCTaHOBUTb (806aBUTb B LJOBEPEHHbIE) COOTBETCTBYOLLMMN CcepTUdUKaT:

* KOPHEBOM CepTUPUKAT UCMONb3YEMOIO LieHTpa cepTUdUKaLmu;
" WM CaMOMOAMUCAHHbIN CepTUDUKAT, UCMONb3yeMbl Ha «LLintose».

Ecnu cooteetcTBytOWwMe cepTUdUKATbI HE YCTAaHOBEHbI, MOAK/IHOYEHME MOXET 3aBEPLUNTHLCS
OLLMBKOMN.

Mpu noakntoueHun k PM uepes Beb6-6paysep no npotokony HTMLS5 B gononHutenbHoM okHe Beb-
6pay3epa oTob6pa3nTCa BEG-KIMEHT.
B npouecce poctaBkn PM B MeHIO JONONHUTENBHBIX AEMCTBUIA AOCTYMNHbI MHPOPMALMOHHbBIE SNIEMEHTDI
BEG-K/IMEHTA CO CNefyLWLMMU BO3MOXHOCTAMMU (cM. PucyHok 23):

= 3nemeHT (1):

* nepeBod OKHa NpoCMOTpa B I'IOJ'IHO3KpaHHbIﬁ M OKOHHbIN pexxmum;
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* 31eMeHT (2):

* nepepadva dannos B PM;

e CO34aHME CHUMKA 3KPaHa;
= 3nemMeHT (3):

* nepepada B BPM coueTtaHus knaeu;
* 31emeHT (4):

e 3aBepLueHMe paboTbl (3aKpbITb BCE U BbIATH).

& Tpu noakntoyeHMn Kk PM MeHIO [ONOAHUTENbHbIX AEWACTBUIM BydeT AOCTYMHO TONMbKO Mocie
NOAKJ/TOYEHUS K «AreHTYy BUPTYyasibHOro paboyero MecTa», KOTOPbIM agMUHUCTPATOP YCTAaHOBU
B rocteByto OC.

C Termidesk Web Viewer _ O X

Beb-6payzep
Firefox

@

Kop3uHa

w s
L
N\

@

Mo
KOMMAbKOTEP

- Y ( ASTRA*LINUX'

@ ) v LEN

PucyHok 23 — NHTepdenc Termidesk Web Viewer
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5.5 . ABTOMaTUUeCKUIH MOUCK CepBepa NoAK/oUeHU Yepes cnyxby DNS

5.5.1. O6wume cBeaeHMs Mo NOUCKY cepBepa NOAKIKOHEHUM

B KnuenTte no YMO4YaHNKO peain30BaHa BO3MOXXHOCTb aBTOMAaTUYECKOINo NMOumCkKa cepBepa Termidesk

yepes cny>xby DNS.

& [1na KoppekTHOro noucka cepeepa afAMMHUCTPATOPY HEOBXOAMMO CO34aTb 3anMcb TvMa TXT ans
y3na vdi wmnm daas B cootBeTcTBytowerr DNS-30He. TXT-3anucb OonKHa copepykaTb aapec
cepBepa « YHUBepPCasbHOIO AMCMNeTYEpPa» C yKa3aHMEM MPOTOKoa AOCTYra.

Mpumep:
* daas TXT https://termidesk.domain.local;
* mnan vdi TXT https://termidesk.domain.local.

Ha nonb3oBaTenbckor paboyer CTaHUMM CneayeT HacTpoUTb BO3MOXXHOCTb MOMCKA 3arnucer B
cootBeTcTBytowwern DNS-30He, kak 3TO yka3aHO Hwxxe B nogpasgenax Hacrpoika DNS Ha
nonb3oBartenbckon pabouenn ctaHuum ¢ OC Microsoft Windows (see page 53) u Hactpoiika DNS Ha
nonb3oBaTtenbckon pabouer ctaHuum ¢ OC Linux (see page 54).
Ecnu 3anuch B cooteeTcTBytowen DNS-30He cywiecTByeT, To npu nepeoM 3anycke KaMeHT BbIMOAHUT
3anpoc MHbopmauum o cepsepe. B cnyyae ycnewHoro BbINOMHEHUS 3anpoca B OKHe « AyTeHTUduKaums
Ha cepBepe» 0TOOPa3nTCS aapec cepBepa (cM. PucyHok 24).
[ns aBTOpM3aLMKM Ha CepBepe HYXKHO 3aMONIHUTL CeayOLIME NONS:
* «AyTeHTUbMKauma» - BbIBOp pecypca, SABNSHOLLErOCS MCTOYHMKOM CBELAEHMM O CybbekTax U UX
NMOIHOMOUMSAX, HACTPOEHHOIO Ha CepBepe B KAYeCTBE AOMEHA ayTEHTUDUKALMN;
» «JlorvH» - naeHTUdUKaTOp CybBLEKTA B AOMEHE ayTeHTUDMKALUKM (COBNAAAET C UAEHTUPUKATOPOM
cybbekTa B Cny>be KaTanoros);

. «I'Iaponb» - Ha6op CnMBOJ10B, I'IO,EI,TBep)K,EI,aI-OLLI,Mi;I Ha3Ha4YeHMe NOSIHOMOUUN.
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[ AyTeHTnduUKaumMa Ha cepeepe ? X

Anpec
termidesk.domain.local

AYTEHTMRUKALWA
BCTpoeHHbIR

NorunH
admin

Maponb

........| V

na OTMEHa

PucyHok 24 — Pe3ynbTaT 3anpoca nHdopmaumm o cepeepe Termidesk

5.5.2 . Hactpoitka DNS Ha nonb3oBatenbckon paboyeii ctaHuumn ¢ OC Microsoft Windows
Lna HacTponkn nopkntoveHust kK cnyxxbe DNS Ha OC Microsoft Windows Hy»Ho:

* HaxaTb knaBuwn <Win+R>, B okHe «BbinonHUTb» BBECTU ncpa.cpl U HaXKaTb 3KPaHHYH KHOMKY

[OK];

» B okHe «CeTeBble NOAKNHOYEHNA» Bbl6paTb COOTBETCTByI'OIJ.I,MlZ ceTeBou afganTep wmM HaXaTb

3kpaHHyto kHonky [CeoucTBal;

* B OKHe «Ha3BaHue apganTepa: cBoncTBa» Bblaenutb napameTp «IP Bepcun 4 (TCP/IPv4)» 1 HaxaTb

3kpaHHyto kHonky [CeoucTBal;

= B okHe «CgorcTsa: IP Bepcun 4 (TCP/IPv4)» HaxkaTb 3kpaHHYto kKHOMKy [[lononHutensHo...];

* B okHe «JlononHutencHble napametpbl TCP/IP» nepentn Ha Bknagky «DNS» m akTuBMpoBaTb

napaMeTpbl (cm. PucyHok 25):

«HdonucbiBaTb ocHoBHOM DNS-cyddumkc 1 cyddurke noaknoueHms»;

«[JobaenaTtb poantenbckme cyhdukcobl ocHoBHoro DNS-cyddmkca;
«DNS-cyddumkc nogknroyeHns» - ykasaTb JOMEH, KOTOPOMY NPUHALNEXUT MALLMHA;
«3aperucTpupoBaTb agpeca 3Toro nogkstodeHms B DNS»;

«Mcnonb3zoBaTb DNS-cyddumkc nogkntoueHmns npm pernctpaumnm B DNS».

[ns coxpaHeHWs NapamMeTpoB MOAKIHOHEHUS HYXHO HaxkaTb 3kpaHHYto kHonky [OK].
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& OpenVPN TAP-Windows6: ceoiictea X | Ceoiictea: IP Bepcim 4 (TCP/IPv4) X | AonoanutensHeie napameTpsl TCP/IP X
Cem  [loctyn Obwme  AnsTepHaTMBHAR KOHDWTYPALS NapaneTpol IP WINS
Mook nioyerve yepes: MapameTpo! IP MOXHO HASHAYATS ABTOMATUSECKH, ECTH CETb Mpeca DNS-cepsepos, B NOPAAKE MIN0Nb30BaHUA:

F TAP-Windows Adapter V9

NOAAEPKMBAET 3Ty BOSMOXHOCTL. B NpoTuBHOM Chyuae y3HaiTe
napameTpsl IP y ceTesoro anMMHMCTpaTopa.

Hactpoum ‘

© NonywTs IP-anpec asToMaTuecki
OTMeueHHbIE KOMMOHEHTb! CTIONE3YIOTCA 3THM NOAKMIOYEHNEM - . [flobasuTs... EHUTL
B (O Vnonssosate cneayowwit [P-agpec:

M & Knnen ana ceten Microsoft Cnenyloume Tpu NBPAMETPE NPUMEHRIOTCR ANS BCEX NOAKMIOHEHM,

v ?VMware Bridge Protocol - = = ncnons3yrowmx TCP/IP. [Ana paspeweHa HeMSBECTHLIX MMeH:
v ';“Oﬁlum AOCTYN K ainam w npuHTepam ans ceted Mi . © Aonmceigats ocHoBHOM DNS-CyddMKE 1 CyddrKe NoaKNKYEHHs
W 8 VitualBox NDIS6 Bridged Networking Driver — —_— JE NlofasnaTL poauTenbokiMe CyhduKcsl ocHosHOro DNS-cydbdukca

vl '1_-‘ Mnarmposiumk nakeTos QoS
ICJM |P sepcvm 4 (TCP/IPvd)
[J s MpoTokon Mynemnnexcopa ceTesoro ananTepa (Mai © NonywiTe anpec DNS-cEpBENa 3BTOMATHYECKM ‘

YcTaHoBuTs... ‘nanu Csoiictea

Onucarne

(O RormcoisaTs cnenyioume DNS-cyddukcs (Mo nopaaxy):

() Mcnons30BaTs cheayrowme aapeca DNS-cepeepos:

MpoToxkon TCP/IP. CraHpap bl npoTokon rnofansHbix
ceTeil, obecneunsaowmi CBA3E Mexay pasnMyHoIMi
B33MMOASACTBYIOLUNMIA CETAMM,

DNS-cytbdmKe noaknouers:  domain.local|
DV BbIX0AE 8 3apeructprposate anpeca 3Toro NoAKMOHErMA B DNS
B VicnonssosaTs DNS-cydOUKE NOAKMOYEHIA NDM PErMCTPaLIM & DNS

OK Omvena ‘ OK | | omena \ OK | Omena

PucyHok 25 - MNMoaxntoueHne OC Microsoft Windows k cny»x6e DNS

5.5.3. Hactpoitka DNS Ha nonb3oBatenbckon pabouen ctaHuum ¢ OC Linux
LOna HacTtpounkn nopkntoveHust k cnyxbe DNS Ha OC Linux Hy)kHO oTpemakTupoBaTb daunn /etc/

resolv.conf, BHecs MHbOpMaLMIO No ucnonblyemMoMy gomeHy n DNS-cepsepy:

1 domain domain.local
2 search domain.local
3 nameserver 198.51.100.11
4 nameserver 127.0.0.1
@ TCpe:

* 198.51.100.11 - IP-appec DNS-cepsepa;

* domain.local - HauMeHOBaHMe JOMEHaA.

5.6 . AsTomaTuyeckoe noakntoveHue K poHay PM

ABTOoMaTnueckoe nopkntoveHve K Goray PM nossonsetr KnveHTy BbIMOAHUTL MOWMCK B CETU cepBepa

Termidesk u peannsoBaTb aBTOMaTUYECKOE MOAK/THOYEHUE K ONYBIMKOBAaHHbIM (DOHAAM.

Mpu 3anycke KnmMeHT BbINOAHMT 3anpoc uH$opMaLmMn U faHHbIX O aBTopu3auMm Ha cepepe. [Nocne
ayTeHTUdUKaumm 1 noakntoveHuss KnmveHTta Kk cepeepy Termidesk oTkpoeTcs oKHO ¢ uMHdopMaumen o
[oCTyrnHoM @doHae, C oaHOBpeMeHHbIM oTobpaxkeHnem PM B okHe [10 Termidesk Viewer (cm.
noapasaen MoakntoueHue kK PM uepes KnueHT).
Lna sToro agMuUHMUCTpaTopy HEOOXOAMMO:

* aKTMBMpPOBaATb NMapaMeTp «ABTo3anyck paboyero mecta» B «[llopTane agMUHMUCTpaTOpa»;

" HacTpouTb rpynnbl goctyna K doHgam PM Tak, 4yTobbl MOMIb30BaTENSIM M3 KaXK4oW rpynmnbl Obin

AOCTYyNneH TOJIbKO O4UH CbOH,D,. Ecnu nonb3oBaTtenb ABNSETCA YNEHOM HECKONbKUX rpynn, 1 Ka>|<p,017|
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M3 3TUX rpynn npegocrtaBseH AOCTYyN K OTAE/IbHOMY (bOH,EI,y, TO NONb30BaTE/Ib NOoNy4aeT AOCTYN K

HECKOJIbKUM CIJOH,EI,aM

OOoHOBpeEMEHHO.

B Takom

cny4yae, aBTOMaTU4eCkoe

HEBbIMOJIHNMO. an 3TOM BO3MOXXHOCTb PpYy4YHOro nogKnr4vYeH1sa COXpaHAeTCA.

5.7 . OocTyn K AeMOHCTPaLMOHHOMY CTEHAY

noaokar4yeHne

Lna osHakomneHus ¢ pyHKumoHanoM Termidesk MOXHO NOAKNHOUMTLCS K AEMOHCTPALMOHHOMY CTEHAY.

,D.J'Iﬂ noaKNK4YeEHNAa cnegyet UCnosib30BaTb 3HA4YeHUA MapaMeTpoB, MnepedvyncieHHble B Ta6nv|u,e (c™m.

Tabnuua 4).

Tabnuua 4 — MapameTpbl AN NOAKIOUYEHMSA K AEMOHCTPALMOHHOMY CTEHAY

MapameTp

3HayeHue

MpumeuaHue

AJpec noaknto4eHus

https://vdi-demo.termidesk.ru/

AyTteHTUdMKauma ana goctyna B Termidesk

Monb3osatens 1

Nma: termideskl

Maponb: termideskl

LomeH ayTeHTUdUKaumn: «BHyTpeHHan
6a3a JaHHbIX»

Bce PM

Monb3osartens 2

Umsa: termidesk2

Maponb: termidesk2

LomeH ayTeHTUdUKaumn: «BHyTpeHHsS
6a3a JaHHbIX»

OrpaHuyeHHbI Habop PM

AyTteHTUdMKaums B rocteBbix OC paboumx mect

JlokanbHbIN
nonb3osatens B OC Astra
Linux 1 Windows

Nma: user
Maponb: user

ABTOOMpeseneHe paspeLleHuns sKkpaHa
nNpUMeHsieTcs

Mpn mcnonb3oBaHmm KnueHta Heobxoammo [06aBUTH CEpPBEP W HACTPOUTb MOAK/HOYMEHME, 3arOSIHUB

3KpaHHble NOoJiF BbiLLENepevYnNCcNeHHbIMU 3HAYEHUAMMU (cM. PucyHok 26).
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HacTpoika NoOAKNKUEHWA K CEPBEPY ? ot

Anpec
vdi-demo.termidesk.ru

OnucaHue

AyTeHTMDUKALWA
| BHyTpeHHAR B[]
NorvH
| termidesk1

Maponb

termidesk]|

| ¥oanuto |

PucyHok 26 - lNpumep BBOZA NapaMeTpoB 4N NOLKIHOUEHUS

Mpu ncnonb3zoBaHMK Be6-6pay3epa B afpecHY CTPOKY BBECTU agpec NOAKIKOUEHUS, AaJIee 3aHECTHU
OaHHble ayTeHTUdUKaumm ana goctyna Kk Termidesk (cm. PucyHok 27).
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Pabouue mecta X +

C vdi-demo.termidesk.ru

@ TERMIDESK

termidesk

[omeH ayTeHTUPUKaLUK

BHyTpeHHas b v

PucyHok 27 - Mpumep nopkntoveHns Yepes Beb-bpaysep

5.8 . 3aBepLueHue pabotbl c PM
Monb3oBaTenb Termidesk MoxkeT 3aBepwnTb paboTy ¢ PM aByms wtatHbIMM cnocobamu:
= BbinTK u3 rocteor OC PM - Bbixon ocyllecTBnsieTcs CTaHAApTHbIM Cnocobom 3aBepLueHus

paboTbl ¢ OC (cm. PucyHok 28);

& B 3aBucMMocTHM OT Mogenu gocTtaBku nocne Bbixoga 3 rocteso OC PM mMoxkeT 6biTb yaaneHo ¢
nocnenyoLmnM Co34aHNEM APYTrOro UM MOXKET OCTaTbCA B aKTyaJIbHOM COCTOSIHUM.
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L Termidesk Viewer

Beb-Gpayzep
Firefox

(€]

KopauHa

/N
o} 4

Momowb

(O]

Maoi
KOMMbOTEP

L) OF, 5, 5y (2]

(€] Bbixoa UK BbIKNKO4EHME

& BNoKupoBKa []" BbiXxog U3 ceccuu

@ CoH G Mepesarpyzka

* rmGepHauuna (D BolKnOuyeHHe

MnaHnpoBaHKe...

Termidesk Client -... Q) BbiX0A MNW BbIKA... Q))) en Bl%;cgEBH

PucyHok 28 - Mpumep 3aBepLueHus pabotel B OC

® 3aBepwnTb pa60Ty npoTokKona AOCTaBKU - MoNib30oBaTeJlb 3aKpbiBaeT npunoxxexHue,

ocyLLecTBAsoLWee gocTaBky PM.

A B >TOoM cnyvae, He3aBMCMMO OT Mopenu poctaBku, PM He ypmanseTtcs, a 6nokupyetca ans
OyoyLLErO UCMOIb30BaHUS MOJb30BaTeNIeM, OCYLLECTBUBLLMM BbIXOA, U3 MPUIOXKEHUSI NMPOTOKO/A

[OCTaBKM.
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) Termidesk Viewer B H |L|

Beb-Gpayzep
Firefox

(€]

KopauHa

/N
o} 4

Momowb

(O]

Maoi
KOMMbOTEP

A
(ASTRA LINUX'
-

ﬁ&? Termidesk Client -... Q))) en B]r?f‘acgg‘

PucyHok 29 - Mpumep 3aBepLueHuns paboTtsbl MO Termidesk Viewer
5.9. 3aBepLueHue paboTbl C BbIGpaHHbIM CEPBEPOM

Mpy HeobxoaMMOCTU MoAkAtOYeHUs K Apyromy cepsepy Termidesk cnepyeT 3aBepwuTb paboTy C
TEKYLLUM CEPBEPOM.
[ns 3aBepLueHns paboTbl C CEPBEPOM HYXXHO HaXkaTb Ha rpaduyeckuii anemeHT [Bbixoa] (cm. Pucyrok 30) B

KnuenTe.
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@ TERMIDESK

G vdi-demo.termidesk.ru termidesk! E

HazgaHue B u3bpanHom | CTatyc
AL -3 SPICE % OcHoBsHasa
Astra Linux CE ﬁ Wcnonosyetcs SPICE v OcHOBHas

Windows 10 ﬁ Wcnons3yetca RDP ~  OcHoBHaA

PucyHok 30 — 3aBepLueHune paboTbl C cepBepoM

(® Bpems noakntoueHus K cepeepy Termidesk onpenensercs agMUHMCTPATOPOM Yepe3 mapameTp
«nnTtenbHOCTb ceccum nosnb3oBaTena» B «[lopTane agMUHMUCTpaTOpa».
Mpy pocTUXKEHMM YCTAHOBNEHHOrO JIMMUTA BPEMEHW CECCUMUM B CUMCTEMHOM Tpee OTObpasuTcs
yBefomneHme ot npunoxenus «KnueHt»: «Baw ceaHc 3aBepwunca». B >xypHane «KnueHTta»
OTPpaXkatoTca CODObITUS KakK MOMYyYeHUs 3HaYeHus nummuta ceccum («userSessionLength»), Tak u
3aBepLUEHUS CECCUM MO TaMMayTy.

5.10 . 3aBepLueHue paboThbl C NPUNOKEHUEM

[ns 3aBeplueHns paboTbl KnveHTa HY>XHO:
* nepenTn B obnactb yBegomneHmn OC;

* Ha)kaTb MNPaBOM KHOMKOM MbILLM MO 3Ha4Ky Termidesk;

* Bbl6paTbh NYHKT «BbINTU» (cM. PucyHok 31).
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Beb-Bpayzep
Firefox

®

KopauHa

/N
o} 4

Momowb

(@]

Moi
KOMMbIOTED

-
[ASTRA LINUX®

CKpbITb

O NpUNoXeHUN

Termidesk Client -... 'i]’)) = B:I|'2'|;5(§H

PucyHok 31 - 3aBepLueHue paboTbl ¢ KnveHToM yepes obnactb yBegomnenun OC
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6. PABOTA C LLEHTPOM NOOKJ/THOYEHWIA

6.1 . LleHTp noakntoueHuin

«LleHTp nogkntoueHnn» (ganee - LleHTp nogkntoveHUt) No3BonsieT LEHTPanM30BaHHO MPOCMaTpuBaTh U
ynpaBnsiTb OTKPbITbIMA CeCccUsiMK, 3anylleHHbiMU 4Yepe3 KnueHT ¢ ucnonb3oBaHueM 1O Termidesk
Viewer.
[na npocMoTpa cnmncka OTKPbITbIX CECCUM HYXKHO HaXKaTb Ha rpadMyeckunii afnemMeHT B BUAE MOHUTOPaA B
NpaBoM BepXHEM yrny rpadudeckoro MHTepdenca. Takyke MOXXHO MPOCMOTPETb CMMUCOK OTKPbITbIX
CeCccui Yepes CUCTEMHbIM TPen, HaXkaB Ha M30bparkeHne («MKOHKY») KnveHTa npaBoi KHOMKOM MblLLW.
B oTkpbiBleMca okHe «LleHTp noaxkntoveHui» CNMCOK Ceccuin npeacTtasneH B TabAuMyHOM Buae wu
COOEPXKMUT CefyoLLy 0 MHPOPMALMIO (cM. PucyHok 32):

» «Appec» - IP-agpec unn FQDN y3na, K KOTOpoMy BbINONHEHO NoaktodeHue Yepes KnveHT;

* «Ha3BaHue» - Ha3BaHMe nybnukaummn PM;

» «[lonb3oBaTtenb» - UMsI NONb30BaTeNs, KOTOPOMY 6bls10 BblgaHo PM.

(&) LleHTp noakntoyeHwit — O X
+
Anpec HazsaHue Mone3oeatenb Ceccwn
termidesk.astralinux.ru  ALSE-175-Orel dtv OTKIKHWTD
vdi-demo.termidesk.ru  Astra Linux termideskl

MonHbIA 3KpaH
vdi-demo.termidesk.ru  Windows 10 termidesk1

CeorCTEa

3aKpbITh

PucyHok 32 — OkHo LleHTpa nogkntoueHmin

B Tekywen Bepcum Termidesk LleHTp noakntoueHWM MpefoCTaBAsSIET CAEAYHOLWME BO3MOXHOCTU MO
ynpaenenuto MO Termidesk Viewer:

» 3aBepuleHme paboTbl 1O Termidesk Viewer. [nsa 3aBeplieHns paboTbl cnenyeT BbiOpaTb HYXKHYHO
CECCUIO B CMUCKE W HaXaTb 3KpaHHYt kHonky [OTkatoumntb]. Ecnun B MO Termidesk Viewer 6bina
OTKpbITa TEPMWHaNbHAsi CEeCCUsi, OHA TaKXKE 3aBEPLUMTCS B KOMMOHEHTE «YHMBEpPCasbHbIN
AVCMETYEDPY;

* ynpaBneHne pexxmumom okHa [10 Termidesk Viewer. [na u3MeHeHUs1 peXXuMa OKHa cnepyeT
BbIOpaTb HYXKHYH CECCUIO B CMUCKE U HaXKaTb 3KPAHHYO KHOMKY:

* [MonHbi 3kpaH] ans nepexopa B MOAHO3IKPaHHbIM pexxnm. KHomka JoCTynHa, ecnm ceccus

NMosb30BaTesid OTKPbITa B OKOHHOM peXXMnMe;
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o [OKOHHbIFI] Ona nepexona B OKOHHbIM pexXxuM. KHonka AOCTynHa, eCnn CeCCnA nonb3oBatend

OTKPbITa B NOJIHO3KPAaHHOM peXxXume.

Ons npocMoTpa cBefeHWM O MapamMeTpax CEecCUM MOoNb30BaTesNsl CNeAyeT BbiOpaTb HYXKHYHO Ceccuio B
CnUcKe M HaxkaTb 3KpaHHyt KHorky [CBoicTBal. B oTkpbiBlLEeMcs OkHe OyaeT [OCTyMHa clenytoLuas
nHpopmaLms (cm. PucyHok 33):

» «Bepcua knueHTa» - TekyLas Bepcusi ycTtaHoBneHHoro KnveHTa;

» «Bepcua npocmoTpuimka» - Tekylas Bepcus yctaHoeneHHoro MO Termidesk Viewer;

» «Appec cepepa» - |IP-agpec unu FQDN y3na, K KOTOpOMY BbINOJIHEHO MOAK/KOYEHME 4Yepes

KnueHT;

» «Has3BaHue» - Ha3BaHWe Nybnukauum PM;

» «MpeHTudukaTop» - HaumeHoBaHMe PM, BblgaHHOIO NONbL30BaTEN!O;

» «[lMonb3oBaTenb» - UMsi NosIb30BaTENs, KOTOPOMY Bb110 BblaaHo PM;

. «npOTOKO)'I» - HasBaHWe rnpoTokosa, KOTOprlZ MCnonb3yeTca osa NogkKar4vYeHuUsa K PM.

() Cratuctuka ceccmm - Astra Linux X
BepcKa KNKMeHTa: 5.1.0.24320
BepcKa NpoCMOTRLLMES: 1.10.0.24320
ANpec cepeepa: vdi-demo.termidesk.ru
HazeaHue: Astra Linux
WoeHTMdMKaTOR: one-996
Monb30BEaTensb: termideskl
MpoTokon: SPICE

PucyHok 33 — OKHO cBefieHMI O NapaMeTpax CECCUM MONb30BaTeNs

Bbinyck ot mapTta 2025 63



@ TERMIDESK C/IET.10001-02 92 01

7 . UCMNOJIb3OBAHUE MNMPOIrPAMMBI JIOCTABKU PABOYEIO MECTA

7.1 . UnTepdeiic termidesk-viewer

7.1.1 . Untepdeic MO Termidesk Viewer B OKOHHOM pexxuMe

B npouecce poctaBku PM B MeHIO AOMONHUTENBHBIX AEUCTBUN LOCTYMNHbI MHPOPMALMOHHbIE 3IEMEHTbI

MO Termidesk Viewer co cnepyroLmMMm BOSMOXHOCTSAMM (cM. PucyHok 34):

a

HacTtponka pocTyna K (YyHKLUMOHANbHbIM BO3MOXHOCTAM 33[4aeTca aAMMHUCTPAaTOPOM B
nonutukax doHaa PM.

anemeHT (1):
e npocMoTp naeHtTudmkatopa PM Ha nnatdopme BupTyanusaumu;
anemeHT (2):
* BbI6GOP MOHUTOPOB;
e BKJItOYeHMe nepeHanpasneHms USB-ycTponcTs, noakntoueHHbIX K paboyen ctaHumm, B PM;
e BKJ/IIOUYEHME NepeHanpasfieHus Beb-kKaMep, MOAKAOUEHHbIX K paboder cTaHuuu, B PM;
* BKJ/IHOYEHME NEepeHanpaB/ieHUs CMapT-KapT, NOAK/OYEHHbIX K paboyen cTaHUuK, B PM;
e BKJIHOUEHME MEepPeEHANnpaBIeHUs MPUHTEPOB, NOAK/IHOUYEHHbIX K paboyen cTaHumu, B PM;
anemeHT (3):
e nepepnadva dannos B PM;
e CO3paHMe CHUMKa 3KpaHa;
e ynpaeneHue bydepom obMeHa;
* BKJ/IHOYEHME NepeHanpaB/ieHUs KaTanora C NoJib30BaTeIbCKon paboyen cTaHUuK B PM;
anemeHT (4):
e nepenada B PM couetaHus knasuLu;
anemeHT (5):
e OoTOBparkeHue 3KpaHHOM KnaBuaTypbl PM;
anemeHT (6):
* OTKpbITME OKHa NPOCMOTpPa Ha MOMHbIN 3KPaH;
e OTOBpakeHMe NaHeNn MHCTPYMEHTOB B PEXKMME MOJIHOMO 3KPaHa;
e BKJTHOYEHME CIIAXKEHHOIO PEXXMMa OTOBpaXKeHUS;
* MPOCMOTP CTAaTUCTUKM CEaAHCa;
* MPOCMOTP COCTOSAHMS KaHaN0B NPOTOKOMa AOCTaBKM;

e 3aBepLueHMe paboTbl (3aKpbiTb BCE U BbIATH);

* 3nemMeHT (7):

* OTKPbITUE OKHa MPOCMOTpPa Ha MOJIHbIN 3KpaH,
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= 3nemMeHT (8):

e 3aBepLueHMe paboTbl (3aKpbITb BCE U BbIATH).

= Termidesk Viewer 1 2 3 4 5 6 7

~ ) F Y
L
@ @ of 4
Beb-bpaysep leorpaguyeck Momowes
Firefox an MHbopMa..,

@g ()]

Beb-bpayzep KopauHa
Google Chrome

Zoom
BeB-6payzep Moii TrueConf
Yandex Brow.. KOMObKTEP

S
ASTRA LINUX

TERMIDESK

0 MaHenb ynpaeneH... MpueetcTBme - Vis.., ﬂ))) en H]’.SS:O4I\:IIAP

PucyHok 34 — NHdopmaumoHHblie aneMeHTbl 1O Termidesk Viewer

7.1.2 . Untepdeic MO Termidesk Viewer B nonHoskpaHHOM pexxume
Mpu paboTe c PM nonb3oBatenb MOXET U3MEHSTb pexXxuM oTobpakeHust okHa MO Termidesk Viewer:
* MepeBOAUTb OKHO B MOTHO3KPAHHbIN PEXXUM OLHMM U3 CNOCO6OB:
e B rpaduyeckom anemeHTe (6) BbIOpaTb CTPOKY «[1ONHbBIN 3KpaH»;
e HaXkaTb rpaduyeckunit anemeHT (7);
e HaxaTb knasuwy <F11>;
* CBOPAYMBaTb OKHO:
e HaXaTb rpaduyeckunit anemeHT (7.1 (cm. PucyHok 35));
* BbIXOAMTb M3 MOJHO3KPAHHOIO peXXMMa OAHUM U3 CMOCOBOB:
e B rpacduyeckom anemeHTe (6) BbIOpaTb CTPOKY «BbINTU M3 NONHOIO 3KpaHa»;
e HaXaTb rpadunyeckunit anemeHT (7.2 (cm. PucyHok 35));

e Ha)kaTb coveTaHue knasmw <Ctrl> + <Alt> + <Enter>.

B nonHoakpaHHOM pexknme naHenb MHCTpyMeHToB MO Termidesk Viewer aBToMaTM4eCcKM CKpbIBaeTCs.
Y106bl Habop MHCTPYMEHTOB OTOOpakancs CTaTUYeCKM Heobxogumo B rpaduuyeckoM asnemeHTe (6)

BbIObpaTh cTpoKy «OTO6paXkaTb NaHeIb UHCTPYMEHTOB B PEXXMME MOJIHOMO 3KPaHa».

& Bo3MOXHOCTb paboTbl B MOSIHO3KPAHHOM peXMMe HacTpamBaeTCst aAMUHUCTPATOPOM C MOMOLLIbIO
nonnTtukm «lMonHoskpaHHbIn pexkxum (SPICE, TERA)».
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Mpadmueckum snemMeHT (6) MOXKET ObITb HELOCTYNEH, €ClM OH Ha [JaHHbIM MOMEHT He
noppep>xxusaetca MO Termidesk Viewer npu nogkntoveHnn no npotokony RDP ¢ BkatoyeHHbIM
3KcnepumeHTanbHbiIM  napametpoM «CoeamHeHne no RDP  uyepes Termidesk Viewer
(3KCnepuMeHTanbHO)».

Mpy nepexoae B MOMHO3KPAHHbIN PEXMM MOA KaXKAbIM rpaduUyeckMM 3NEMEHTOM ByaeT oTobpaxkaTbcs

COOTBETCTBYHOLLLAA EMY MOANUCDH (cm. PucyHok 35).

+ 13 m m P -, fa ) - " = -
_ BEE ) E L A

BPM | ¥crpoiictea | Nepegada ApneikuK Knaewatypa | NpegnodyTeHuA CeepHyTb | OKOHHBIA | OTKNHUYEHKHE

O8HHB | KNaBuaTypsl BFM pexHM
ol ol ol

b ol

1 2 3 4 5 6 7.1 7.2 8

PucyHok 35 — OTobpaykeHre NaHenn MHCTPYMEHTOB B MOTHO3KPAHHOM PeXxxnme

7.2 . NepenanpaBneHune USB-ycTpoiicTB B MHTepdeirce MO Termidesk Viewer

Lns nepeHanpaBneHMs NMOAKIKOYEHHOroO K MoJsib30BaTeNbCckon pabouyen ctaHuuu USB-yctporictea B PM
HY>KHO:
* B uHTepdence MO Termidesk Viewer HaxkaTb Ha anemMeHT (2) 1 BbIOpaTb B paCKpbIBLLUEMCS CMUCKE

nyHKT «[lepeHanpasneHne USB»;

& TlyHKT MOoXeT OblTb HeLOCTYMeH, eCcnu OH Ha [AaHHbIM MOMeHT He noaaepxwusaetcs 10
Termidesk Viewer npu noakntoveHmun no npotokony RDP ¢ BkIOYEHHbBIM 3KCMEpUMEHTaNbHbIM
napameTpom «CoepmHeHne no RDP yepes Termidesk Viewer (3kcnepuMeHTanbHO)».
Mopnep>kvBaeMble BapuaHTbl MepeHanpaBieHuin npueeseHs! B nogpassene O6wme ceeaeHus no
nepeHanpasneHunio USB-ycTpoiicT.

* BblOpaTb YCTPOMCTBO 4151 MEePEHANpPaBIEHNS, OTMETUB E€ro rasiovyKom (cM. PucyHok 36);

* OMUMOHAJIbHO OTMETUTb rasoykon napameTp «ApBtonoakntodeHue». Mpu 3ToM Bce yCTpOWMCTBa,
dbusnyeckn nepenopkiroyaeMble K MOJSb30BaTENIbCKOM paboyer cTaHuuM, ByayT aBTOMATM4YECKM
nepeHanpasfieHbl B PM;

* HaxkaTb KHonky [Bbibop] anis nprMeHeHMs HacTpoek.

® Mpu nepeHanpasnesmn USB-yctpoicte no npotokony RDP MO Termidesk Viewer otobpasut
3anpoc: «/[ns npuUMeHeHWs M3MEHEHUM HEOBXOAMMO BbIMOJHUTL MepenogkatoveHme». [ns
NMOATBEPXKAEHUS  MepeHanpaBfieHUss  YCTPOMCTB  C/lefyeT  HaXkaTb  3KPaHHYK  KHOMKY
[MepenoaxkntounTbea].
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MepeHanpasneHue USB ? *

DT microDuo 3C (VID:0951 PID:16AE)

[] ITE Device (VID:048D PID:5702)

[ Intel(R) Wireless Bluetooth(R) (VID:8087 PID:0026)
[] rRazer MNaga Trinity (VID:1532 PID:00&T)

[] Razer Huntsman V2 Analog (VID:1532 PID:0266)
[] IDLE (VID:2DC8 PID:3109)

[] cDC Control Interface (VID:0C45 PID:9830)

[] €922 Pro Stream Webcam (VID:046D PID:085C)

ABTONOAKNKOYEHHE

PucyHok 36 — OkHo Bbibopa USB-ycTpomncTsa

7.3 . MNepeHanpaBneHue cMapT-KapT B uHTepdeice MO Termidesk Viewer

[Ons nepeHanpaBneHUss MOAK/IHOYEHHOM K MONb30BaTe/IbCKOM paboyer CTaHUMM cMapT-kapTbl B PM
HY>KHO:
* B uHTepdence MO Termidesk Viewer HaxkaTb Ha anemMeHT (2) 1 BbIOpaTb B paCKpbIBLLUEMCS CMUCKE

NyHKT «CMapTKapTbI»;

& TMyHKT MOXeT OblTb He#OCTYMeH, eCcnu OH Ha [AaHHbIM MOMeHT He noaaepxwusaetcs 10
Termidesk Viewer npu noakntoyeHmun no npotokony RDP ¢ BKIOYEHHbBIM 3KCMEpUMEHTaNbHbIM
napameTtpom «CoepmHeHune no RDP yepes Termidesk Viewer (3kcnepuMeHTanbHO)».
Mopnep>kvBaeMble BapuaHTbl MepeHanpaBieHuin npueeseHsl B nogpassene O6wme ceegeHus no
nepeHanpaBieH1IO CMapT-KapT.

* B OTKPbIBLLEMCS OKHE HAaCTPOEK BblOpaTb HYXXHYH CMapT-KapTy, OTMETUB €€ raJIO4KOM.

® Ecnu npu noakntoueHnn K cepsepy bbina npoiaeHa ayTeHTUMdUKaALMS MO CMapT-KapTe, TO OHa
aBToMaTMyeckn nepeHanpasutca B BPM, ecnm agMuHUCTpaTOpoM BK/OYEHA MOJUTUKA
«[NepeHanpaBneHune cMapT-KapT B npoTokonax aoctaBku "SPICE (vdi-viewer, akcnepum.), RDP».

7.4 . MNepeHanpaBneHue npuHTepoB B uHTepdeiice MO Termidesk Viewer

[na nepeHanpaeneHus NOAKAOYEHHOIO K MOIb30BaTENbCKOW paboyen cTaHLmMK npuHTepa B PM Hy>kHo:
* B uHTepdence MO Termidesk Viewer HaxkaTb Ha anemMeHT (2) 1 BbiIbpaTb B PpaCKpbIBLLUEMCS CMUCKE

NyHKT «[lepeHanpaBneHne NpUHTEPOB»;

& Hactporiku no nepeHanpaBneHuto npuHTepoB B rocteByto OC PM  BbinonHstoTcs
aZAMUHUCTPATOPOM Npu noarotoske PM.
Moppep>kmBaeMble BapuaHTbl NMepeHanpaBieHU npueeaeHbl B nogpasgene O6wue cBepeHus no
nepeHanpasneHUIO MPUHTEPOB.

Bbinyck ot mapTta 2025 67



@ TERMIDESK CNET.10001-02 92 01

* BblOpaTb YCTPOWMCTBO A1 MepeHanpaBNeHUsi, OTMETMB €ro rasoykom (cm. PucyHok 37). Cnmcok
NPUHTEPOB BYAET OTMYATLCA B 3aBMCMMOCTM OT HacTpoek u Tuna OC, c koTopor npoucxoauT
NOAKHOYEHME;

* HakaTb KHonky [Bbl6op] ans npvMeHeHWs HacTpoek.

MepeHanpaBaeHWe NPUHTEPOR ? >

Adobe PDF

Canon LEP&030/6040/60138L
Fax

Microsoft Print to PDF
Microsoft XPS Document Writer
OneNote for Windows 10

o e

PucyHok 37 — NMpuMep BOCTYNHOro cnmMcka NpuHTepoB npu nogknrodeHmn ns OC Windows

7.5 . MNepeHanpaBneHue Be6-kamepbl B uHTepderice MO Termidesk Viewer

[ns nepeHanpaBneHMs NOAKAHOYEHHOM K MOMb30BaTe/IbCKOM paboyer cTaHUMM Beb-kamepbl B PM HyHO:
* B uHTepdence MO Termidesk Viewer HaxxaTb Ha 3nemMeHT (2) 1 BbIOpaTb B pacKpbIBLLUEMCS CMUCKE

NyHKT «Bebkamepa»;

& TlyHKT MOXeT OblTb He#OCTYMeH, eCiM OH Ha [AaHHbIM MOMeHT He noaaepxusaetcs MO
Termidesk Viewer npu nogkntoueHnn no npotokony RDP ¢ BkIOYEHHBIM 3KCMEPUMEHTAJIbHBIM
napameTtpom «CoepmHeHne no RDP yepes Termidesk Viewer (3kcnepumeHTanbHO)».

Ha momeHT 3anycka KnueHTa Beb-kamMepa He OO/MKHA MCMOMIb30BaTbCA APYrMM YCTPOMCTBOM,
MHaYe ee HeNb3si ByaeT nepeHanpaBuTb.

* B OTKpbIBWIEMCS OKHe «MeHemkep Bebkamep» (cm. PucyHok 38) BblOpaTb Beb-kamepy B mnone
«YcTporicTBo» M paspewieHne B none «Pa3pelwieHne/dacTtoTa kagpoB». B okHe [omkHO
0TOOpasuTbCs M306paxkeHMe ¢ Beb-kamepbl. M3MeHeHMe WM300paXkeHUs B 3aBUCMMOCTM  OT
BbIOPAHHOMO paspeLleHms 1 YacTOTbl MPOUCXOAUT B PEXXMME PEAsIbHOIO BPEMEHMU;

* HaxaTb kHonky [OK]. [lNepeHanpaBneHue nsobpaxeHus c Beb-kamepbl ByaeT NpPoMCXoaAmMTb, MOKa
ncnonbsyetcs PM. TlMocne 3aBepweHus pabotel ¢ PM (3akpbitus MO Termidesk Viewer)

nepeHanpaBeHNe aBTOMaTUYECKN OTKJTHOYUTCA.
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MeHenxep eebkamep X

Yerpoiicteo €922 Pro Stream Webcam e
PazpelleHne/yacToTa Kagpoe 800448 fps - 30 e
Ok OTMeHa

PucyHok 38 - OkHo «MeHenykep Bebkamep»

7.6 . Bbibop MoHUTOpa
[na Bbibopa MoHUTOpa, oTobpakatowero aucnnen PM, Hy>kHo:
* B uHTepdence MO Termidesk Viewer HaxkaTb Ha anemMeHT (2) 1 BbiIOpaTb B PacKpbIBLLUEMCSI CTMUCKE

NYHKT «MOHUTOPbI»;

® MyHKT «MOHUTOPbI» MOXET 6biTb AOCTYMEH WAM HELOCTYMeH Ans Bblbopa B 3aBMCMMOCTM OT
3HayeHus nonutukn «llonuTuka ynpaBneHUs MHOFOMOHUTOPHbLIM PEXMMOM», HAaCTPOEHHOMO
apMuHucTpaTopom B «[llopTane agMuHucTpaTopa». [JocTynHOCTb paboTbl B MHOFOMOHUTOPHOM
peXKMMe Tak>Xe 3aBUCUT OT 3HAYEHUSl YKa3aHHOWM MONIMTUKMU.

" B OTKpPbIBLUEMCA OKHE HACTPOEK (cM. PucyHok 39) Bbl6paTb MOHWTOpP, OTMETUB ero rasIovyKoMu;

* HaXkaTb 3KpaHHY KHOMKY [OBHOBUTB] AN NPUMEHEHUS HAaCTPOEK.
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MoHUTOpBI — O *

Aucnneit 1 WwnpKHa: 0 euicoTa: 0
[] Mokurop 0 |>:: 0 | | 0 ‘ |_ 1puHa: 1024 | BhICO
Aucnneii 0 wurpwHa: 1024 BLICOTA: 768

MonuTop O |>:: 0 | | 0 ‘ |_ 1puHa: 1024 | BbICOTA: 76

OBHOBWTE

[] otkmounte eeipaskmeanne

OTKAKUKT MOZULUHOHUPOBEGHKE

Tekyllee COOTBETCTEME MOHWUTOPOR |1:1;2:2;3:3;4:4;5:5}6:6;?:7;8:8;9:9 |

HoBoe coOTBETCTEWE MOHWTOPOB |': mep: 1:1;2:2,3:3 |

anMEHMTh ConocTaBneHwe

PucyHok 39 — OkHo BbIGOpa MOHUTOPA

B MO Termidesk Viewer peanu3oBaHa BO3MOXXHOCTb BbiBoJa M30bpaxkeHus aucnnes PM Ha Heckonbkux
MoHuTOpax. Ecnu B okHe BbIBOpa nMeeTcs 6onee 0gHOro MOHUTOPa, TO BbiBoA aucnnes PM BosmoxkeH B
OTAENbHOM OKHE UMY Ha pU3MYECKOM MOHUTOPE.
Oucnnen PM npencTtaBnsetr abcTpakTHyro cywHocTb npotokona SPICE, paccmatpuBaemyto Kak
rpacdmyeckun bydep, Kyaa 3anucbiBatoTcs npomsoweaive 8 PM nsmeHeHus.
OpHoMy aucnnero MOXeT COOTBETCTBOBaTb HECKONbKO MOHMTOPOB (3aBUCUT OT KOHburypauum PM).
OnpepeneHHas obnactb rpaduyeckoro bydepa aucnneas PM 3agaetcs u oTobpakaeTcs 4N KaXK[oro
MOHUTOpA:

" «X» - CMeLLeHne 0bnacTu gucnses no ropusoHTasIbHOM OCU B MUKCENSX;

* «y» - CMeLLeHne 0bnacTu gucnses no BepTUKaJbHOM OCU B MUKCENSX;

" KLIMPUHA» - pa3Mep AUCMIea Mo LWMPUHE B NMUKCENNAX;

" «BbICOTa» - pa3Mep gucrnnesa rno BbiCOTe B NMUKcensax.

& [lMpu HacTponke obnacTen aucnnes cnepyeT usberatb ux nepecedeHus (moxHuTtop 0: [0, 0, 1024,
720]; monuTop 1: [5, 10, 1920, 1080]) n otcTtynos mMexay Humu (moHuTop 0: [0, 0, 1024, 720];
moHuTop 1: [1030, 0, 1920, 1080]).

Mpwu paboTe ¢ HECKONBbKMMM MOHUTOPAMM PEKOMEHAYETCA UCMOb30BaTh C/IeAyHoLLIME KOHDUTYypaumuu:
* Heckonbko gucnnees ¢ ogHUM MoHuTopoM (PM ¢ OC Microsoft Windows);

* OfMH Aucnnien c Heckonbkumu MoHmntTopamm (PM c OC Linux).

A Vicxops v3 ocobeHHOCTeM WMHAEKCAUMM U mnaeHTUdUKaumm MoHuTopoB B npoTokone SPICE
MCNONb30BaHWE APYTrUX KOHPUTYypaLui He pEKOMEHAYETCS.

Ons nByXMOHUTOPHOM KOHMbUIYypauum HYXXHO OTMETUTb B HAaCTPOMKe 06a AMCMes M HaXkaTb IKPAaHHYHO
kHonky [O6HOBUTB].
MO Termidesk Viewer Takxe noaaep>X1MBaeT AUHaMUYeCKU GOPMUpPYeEMbI U M3MeHsieMbln MaccuB [N:M]

conocTtaBneHna BUMpPTyasibHbIX 3KPaHOB K ¢M3VI‘-I€CKVIM MOHUTOpPaM XOCTa. HauanbHble 3Ha4yeHUsa MaccmBa
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[1:1;2:2;3:3;4:4,5:5,6:6;7:7;8:8;9:9], nopsiakoBble HOMepa Bcex BU3NYECKUX U BUPTYasibHbIX MOHUTOPOB
B MaccmBe HaumHatotcs ¢ 1.
[ns nameHeHUs COOTBETCTBUS MOHUTOPOB HEOBXOAMMO:
* B uHTepdence MO Termidesk Viewer HaxxaTb Ha 3nemMeHT (2) 1 BbIOpaTb B pacKpbIBLLUEMCS CMUCKE
NYHKT « MOHUTOPBLI»;
* B OTKpPbIBLUEMCSI OKHE BBECTM HOBblE 3HAYeHMUS AN COOTBETCTBUS MOHMTOPOB B none «Hosoe
COOTBETCTBME MOHUTOPOBY;

* HaXKaTb 3KpaHHYt KHoMKy [[puMeHUTb conocTaBneHue] 418 NpUMeHeHUs HaCTPOEK.
7.7 . Mepepaua daitnos u bydep obMeHa

[Ons nepenaun dannos c nonb3oBaTenbckom paboyen ctaHuum B PM Hy>kHO B rpadpmyeckom snemeHTe (3)
BbI6paTh cTpoKy «[llepenaya darinos B8 PM» 1 nocne 3Toro BbibpaTb NyTb AN8 COXpaHeHUs danna.
Ona aktuBauum Oydepa obmeHa Mexkay MoNb30BaTENbCKOM pabodven cTaHuuen M PM  HyxHO B

rpadpuyeckom anemeHTe (3) BbIOpaTh CTpoKy «bydep obMeHa».
7.8 . MNepeHanpaeneHue katanora B uHTepoeiice NO Termidesk Viewer

[Ons nepeHanpaBneHus KaTanora C Moib30BaTeNIbCKOM pabouer cTaHuMM B PM Hy)kHO B rpacdumyeckom
aneMeHTe (3) BbIGpaTb CTpoky «[lepeHanpaBneHWe Manku» M Mocne 3TOro BblOpaTb KaTasor, KOTOPbIA

HEO6XO,£I,MMO nepeHanpaBuUTb.

A TMoppep>xmeaeMble BapMaHTbl NepeHanpaBneHuii npuseaeHsl B noagpasgene Obwme ceegeHus no
nepeHanpaB/eHUIO KaTaJIoroB.

Cognepyknmoe BbibpaHHOIo KaTasora byaeT oTobpaykeHo:
» B aupekTopun /media/davfs B OC Astra Linux Special Edition (cm. Pucyrok 40) unu B gupekTopmm
/run/user/<ngeHTndmnkaTop_ nonb3oBaTens>/stal/<HaMmeHoBaHWe_auckKa> npu

noakntoveHum k «Cepepy TepMuHanoB Astra Linux»;

® JOupexTopus MoxKeT 6biTb MepeorpesesieHa agMMHUCTPATOPOM Mpu HacTpoike roctesor OC
(6azoBoro PM).
Bo3moxkHOCTb nepeHanpaBneHus KaTanora HacTpamBaeTcsi B «[lopTtane agMuHucTpaTopa» C
noMoLLUbto MonnTUKK «llonuTuka ynpaBneHWs nepeHanpaBieHWeM AMCKOB WM nanok». Ecnu
nepeHanpaBneHWe  KaTajora  3anpelieHo, B  rpacduyeckoM  anemeHTe  (3)  cTpoka
«[MepeHanpaBneHve nanku» GyaeT HEAOCTYMHa A4S Bblbopa.
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PucyHok 40 - MNMepeHanpaeneHHbin katanor B8 OC Astra Linux

» B 06siacTu HaBuraumm nposogHmka OC Microsoft Windows (cm. PucyHok 41). B cnyyae, ecnu kaTanor

He nosiBuJica B obniacTu HaBuraumm nposogHuka OC Windows, cnepgyeT nepenTtu B MHTepdelic

KoMaHaHon cTpokn («lyck» - «CnykebHble - Windows» - «KoMaHaHas cTpoka») M BbIMOMAHUTb

KOMaHAy nogkar4veHUa ceTeBoro gucka:

net use Z: http://localhost:9843

@ an nepexoge «3TO0T KOMMNbHOTEP - I'IepeHanpaBneHHble ANCKUN U NanNKm» KaTasol MOXXEeT He

oTobpasuTcsa cpasy, MO3TOMY CJieAyeT OTKpPbIBaTb MEpPEeHanpaBfieHHbIXM KaTanor 4Yepe3 MeHH
HaBuraumm nposogHmka Windows.
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PucyHok 41 - NMepeHanpasneHHbin katanor B8 OC Microsoft Windows
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7.9 . CHMMOK 3KpaHa

[Ons BbINONHEHUS CHUMMKa 3KpaHa HY>XHO B rpacduyeckoM snemeHTe (3) BblbpaTh cTpoky «CpenaTb
CHMMOK 3KpaHa» M nocsie 3Toro BblbpaTb NyTb Ans coxpaHeHus danna.

MepBoHavanbHO MMs danna GopMMpyeTca Ha OCHoBe WabnoHa: Termidesk_Viewer_TTT-MM-g4-44d-
MM-CC. png.

7.10 . Bbi30B BUPTYa/ibHOW KJ1aBUATYPbl

Bbi30oB BMpTYyanbHOM KaBMATypbl OTOGpaXkaeT BUPTyanbHy knaeBuatypy B rocteBor OC Astra Linux.
D70 Hy>XHO ans cny4aes, korga OC He pearvpyeT Ha nepepadvy AaHHbIX C PU3MYECKOM KNaBMATypbl
NONb30BaTENbCKOM paboyen CTaHumu.

[ns oTobparkeHMs1 BUPTYasibHOM KNaBMaTypbl HY)KHO HaXkaTb rpaduyeckuit anemeHT (5).

& [na paboTbl Bbi30Ba BMPTYaJIbHOW KNaBMAaTypbl MOXET MOH3aZOOUTbCA OOMONHUTENIbHAs
HacTponka AaMuHucTpaTopoM rocteBont OC, a MMeHHO: 0o6aBUTbL coveTaHme Knasuwl <Win> +
<Ctrl> + <O> gna komaHgpbl fly-vkbd B npunoxeHun «Penaktop ropsumx knasuw Fly».

7.11 . lNepeHanpaBneHne KOMBMHaLMIA KnaBULL

MepeHanpaBneHMe KOMBWMHALMI K/IaBULL MOAAEPXKMBAETCA KaK MPU UX HAXKATUK, Tak U U3 UHTepdenca
MO Termidesk Viewer, npu Bbibope B rpaduyeckom anemeHTe (4) HY>KHOrO COYeTaHuUs.
Cnucok noaaepyxmMBaeMblX KOMBUHALINIA:

= <Ctrl> + <Alt> + <Delete>;

= <Ctrl> + <Alt> + <Backspace>;

= <Ctrl> + <Alt> + <F1>;

= <Ctrl> + <Alt> + <F2>;

= <Ctrl> + <Alt> + <F3>;

= <Ctrl> + <Alt> + <F4>;

= <Ctrl> + <Alt> + <F5>;

= <Ctrl> + <Alt> + <F6>;

= <Ctrl> + <Alt> + <F7>;

= <Ctrl> + <Alt> + <F8>;

= <Ctrl> + <Alt> + <F9>;

= <Ctrl> + <Alt> + <F10>;

= <Ctrl> + <Alt> + <F11>;

= <Ctrl> + <Alt> + <F12>;

= <Print Screen>;

= <Ctrl> + <F1>;

» <Ctrl> + <?>;
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= <Shift> + <F11>.
7.12 . Mony4yeHure CTaTUCTUKM M NPOBEPKA COCTOSIHMS KaHasoB

[Ons nonyyeHms CTaTUCTUKM CeaHca HYXXHO B rpaduyeckoM anemeHTe (6) BbibpaTh cTpoky «CTaTucTmka

ceaHCa».

& TlyHKT HepocTyneH nNpu noakatodeHmMn no npotokony RDP ¢ BKAHOYEHHbIM 3KCNEPUMEHTANbHbIM
napameTtpom «CoepmHeHune no RDP yepes Termidesk Viewer (3kcnepuMeHTanbHO)».

CraTucTmka oTobpaykaeT gaHHble NoAK/Io4eHUI No BceM KaHanam SPICE.

Ons nposepku coctosHus kaHanoB SPICE HyxHo B rpaduyeckom snemeHTe (6) BblOpaTb CTpPOKY
«CocTosiHne kaHanos». KaHanbl, KOTOpble B AaHHbI MOMEHT He UCMOJb3YHTCA, ByayT 0TOBpaXkeHbl Kak
«BbIKJT».

7.13 . 3aBepLueHue paboThbl

[Ons 3aBeplieHuns pabotbl ¢ PM HyxHo B rpacdmyeckom snemeHTe (6) BbIOpaTb CTPOKY «3aKpbiTb BCE U

BbINTU» UKW HaXKaTb rpacdmyeckui anemMeHT (8).
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8 . MEPEHATPABJIEHUE PECYPCOB

8.1 . NepeHanpaBneHne USB-ycTpoiicTs

8.1.1. O6wme cBepeHms no nepeHanpasneHmio USB-ycTponcts
Bo3MoxHble cueHapuu nepeHanpasBneHuss USB-ycTponcTB M3 nosib30BaTeNbCKOM paboyven CTaHUuM
npuBeaeHbl B Tabnuue (cm. Tabauua 5).

® B Tabnuue NpuHATbI 0603HaYEHUS:
» «MS RDSH» - TepmuHanbHbii cepep MS RDSH.

ALOMUHUCTPATOP [HOMKEH BKJOYUTL COOTBETCTBYHOLME MNOAUTUKM ¢oHaa PM  pna pabotsl
nepeHanpasneHus.

CLI,EHapVIM dKTyaJibHbl NMpn NOAKNHOYEHUN K PM HenocpeaocTBeEHHO U3 KnueHTa.

A CyuwecTtBytowee orpaHuyeHune gaa npotokosna RDP (termidesk-viewer): nepeHanpaBneHue He
BbIMOMHAETCS AJ1 YCTPOUCTB C OAMHAKOBbIMU 3HaveHusiMK «Product ID» n «Vendor ID».

Tabnuua 5 — BoamoxkHble cueHapum nepeHanpaeneHus USB-ycTponcTe 13 nosib3oBaTeibCKoM paboyen

CTaHUUU
KombuHaumm OC RDP
termidesk- mstsc
viewer
Astra Linux Special Edition - MS RDSH v*
Microsoft Windows — MS RDSH v v
MpumMeyaHue:

¥ - nepeHanpaeneHue paboTaeT Tonbko npwm 3anycke MO Termidesk Viewer yepes nonb3osatens root.

8.2 . lNepeHanpaBneHue NpuUHTEpPOB

8.2.1. O6wme cBeaeHMA NO NepeHanpaB/iEHMIO NMPUHTEPOB
Bo3MoOykHble cueHapuK NepeHanpaBieHUss TMPUHTEPOB U3  TMONb30BaTE/IbCKOM pabouen CTaHUUMK
npuBeaeHbl B Tabnuue (cm. Tabnuua 6).

® B Tabnuue npuHATLI 0603HaYEHMS:
» «MS RDSH» - TepmuHanbHbiv cepeep MS RDSH;
» «STAL» - TepMMHanbHbIN CepBeEp C YCTAaHOB/IEHHLIM KOMMOHeHTOM «CepBep TEPMUHAJIOB
Astra Linux».
AOMUHUCTPATOpP JOMKEH BKNOUYMTL NOAMTUKY doHaa PM «[lonutuka ynpaeneHus napameTpamu

nepeHanpaBneHUs NPUHTEPOB» AJ1 paboTbl NepeHanpaBneHus.
CueHapuu akTyanbHbl Npu nopkntodeHnn kK PM HenocpeactBeHHo 13 KnueHTa.
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Tabnuua 6 — Bo3MoxkHble CLieHapuKM NepeHanpaBieHns MPUHTEPOB U3 MOJIb30BaTE/IbCKOW paboyer

CTaHUunun
Kom6uHauun OC RDP
terrpidesk— mstsc freerdp/xfreerdp
viewer

Astra Linux Special Edition -~ MS RDSH v v

Astra Linux Special Edition - STAL v v
Microsoft Windows — MS RDSH v v

Microsoft Windows — STAL v'* v'*

MpumeyaHue:

¥ - HeobxoamMMo Takxke 3afaTb nonutuke «lMonuTtuka ynpasneHus rnyéuHon useta (RDP)» 3HaueHue «32

ouUT».

[na koppekTHOM paboTbl NepeHanpaBneHns NPUHTEPOB aAMUHUCTPATOP AO/HKEH BbIMONHUTL HACTPONKMU:
* 1o nepeHanpaeneHuto npuHTepos B rocteByto OC PM npu nogrotoeke 6azosoro PM;

* MO nepeHanpaefeHuto npuHTepoB B STAL.

8.3 . MNepeHanpaBneHue cMapT-KapT

8.3.1 . O6Lwwme cBeaeHUA NO NepeHanpasBieHnIo CMapT-KapT
Bo3MoXHble CcUEHapuM nepeHanpaBieHUs CMapT-KapT M3 MO/Mb30BaTeNIbCKOM  paboyert CTaHuuUK

npuBeaeHbl B Tabnuue (cm. Tabnauua 7).

® B Tabnuue NpuHATbI 0603HaYEHUS:
» «MS RDSH» - TepmunHanbHbiv cepeep MS RDSH;

» «STAL» - TepMUHanNbHbIK cepBep C YCTaHOBNEHHbIM KOMMoHeHTOM «CepBep TepMMHaNoB

Astra Linux».

CueHapuu akTyanbHbl Npy noakatoveHum kK PM HenocpepcteeHHo n3 KnuveHTa.

Tabnuua 7 — Bo3MoxkHble cLeHapuy nepeHanpaBieHns cMapT-KapT

KombuHaumum OC RDP
mstsc termidesk- | freerdp/
viewer xfreerdp
Astra Linux Special Edition -~ MS RDSH v v
Astra Linux Special Edition - STAL v v
Microsoft Windows — MS RDSH v v
Microsoft Windows — STAL v v

B rocteBon OC pomkHbl BbITb YCTaHOBMEHbI ApaMBepbl, PEKOMEHAOBAHHbIE MPOU3BOAUTENIEM CMapT-
KapT, Ans pabotbl ¢ HuMU. [lopgpobHytO MHPOPMaALMIO MOXHO MOAYYUTb B CMPABOYHOM LEHTPE

Termidesk: https://wiki.astralinux.ru/pages/viewpage.action?pageld=302042713.
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8.4 . MNepeHanpaBneHue KaTaJioros

8.4.1 . O6Lwme cBeaeHMA MO NepeHanpaB/IeHMIO KaTaloros

Bo3MoXkHble cLeHapuK nepeHanpaBieHnsl KaTasoroB 13 Mo/b30BaTe/IbCKOW paboyert CTaHUMM NPUBEAEHbI
B Tabnuue (cm. Tabnuua 8).

® B Tabnuue npuHATLI 0603HaYEHUS:
» «MS RDSH» - TepMuHanbHbiv cepeep MS RDSH;
» «STAL» - TepMUHanbHbIN cepBep C YCTaHOBNEHHbIM KOMMoHeHTOM «CepBep TepMUHaNoOB
Astra Linux».
AOMUHUCTPATOP [JO/MKEH BKAOYUTL noautuky doHpa PM  «lMonutuka ynpaBneHus

nepeHanpaB/ieHUEM OUCKOB U Manok» Ans paboTbl nepeHanpasneHus.
CueHapuu akTyanbHbl Npu noakntodeHMn kK PM HenocpeacteeHHo 13 KnveHTa.

Tabnuua 8 — Bo3aMoXHble CLLeHAapUK NepeHanpaB/ieHUsl KaTaJIOroB M3 Mob30BaTe/IbCKOW paboyen

CTaHUuUn
KombuHauum OC RDP
termidesk-viewer
Astra Linux Special Edition -~ MS RDSH v

Astra Linux Special Edition - STAL

v
Microsoft Windows — MS RDSH v
v

Microsoft Windows — STAL
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9. XYPHAJINPOBAHUE

9.1 . )XypHanupoBaHue

B OC Microsoft Windows ><ypHanbl pacrnonoeHbi:

" KypHan paboTbl KnueHTa B danne C:
\Users\<user>\AppData\Roaming\UVEON\logs\Termidesk Client.log;

* XypHan paboTbl no Termidesk Viewer B danne C:
\Users\<user>\AppData\Roaming\UVEON\logs\Termidesk Viewer.log;

" KypHan paboTbl YTUNUTDI vdi-proxy B danne C:
\Users\<user>\AppData\Roaming\UVEON\logs\Termidesk Proxy.log,

* ypHan pabotbl cnyx6bl Termidesk TBUS B darine C:\ProgramData\UVEON\logs\Termidesk
BUS. log.

B OC Astra Linux >kxypHanbl paboTbl pacrosoXeHbl:
* )XXypHan pabotbl KnueHta B davne /home/<user>/.config/UVEON/logs/Termidesk
Client.log
* )xypHan pabotbl MO Termidesk Viewers danne /home/<user>/.config/UVEON/logs/
Termidesk Viewer.log;
* >XypHan paboTbl yTuAuTbl vdi-proxy B danne /home/<user>/.config/UVEON/logs/Termidesk

Proxy. log.

® YTtunuta vdi-proxy ucnonbsyetca ana cosgaHus WebSocket-TyHHens mexay 3anyckaemon
nporpamMMon u onybnmnKoBaHHbIM pecypcoM. YTunmTta vdi-proxy aBTOMaTU4YeCKM 3amnycKaeTcs
KnueHTOM, Korga MpoOMCXOAUT MOAK/HOYEeHME K pecypcy yepe3 KoMMoHeHT «LLnwo3» u uepes
nporpaMMy [OCTaBKM, KOTOpasi He MMeeT BO3MOXHOCTM camMocTosTenbHo co3gatb WebSocket-
TYHHenb (Hanpumep, mstsc.exe).

[na cbopa >XypHanoB M COXpaHEHMS UX B apxuB Heobxoammo B KnueHTe Ha)kaTb Ha rpaduyeckum
3/IEMEHT B BUAE KPY>KKA C CMMBOJIOM «i» B MPaBOM BEPXHEM Yy rpaduyeckoro uHTepdemnca n HaxaTb
3KpaHHyto kHonky [UHdopMaums pns Tex.noppepxkku] (cm. noppasgen [onydveHve uHbopmauum o
Bepcusix). Janee HaxaTb 3kpaHHyto kHonKy [CoxpaHuTb], BbIOpaTb KaTanor Ans COXpaHeHus U 33aaTb

nums danny.
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10. HELUTATHbIE CUTYALUU

10.1 . HewrTaTHble cMTyauumu u cnocobbl UX YCTpaHeHUs!

CNET.10001-02 92 01

Bo3MoxkHble HeucnpaBHOCTM Mpu pabote ¢ KnveHTOM M cnocobbl MX YCTpaHeHUsl npuBeaeHbl B

Tabnuue (cm. Tabnuua 9).

Tabnuua 9 - NMepeyeHb BO3IMOXKHbIX HELUTATHbIX CUTYaLMA M CNOCOBOB MX YCTPaHEeHUs!

NHpukaums

OnucaHue

BosmoxxHoe pelueHue

Owwnbka:
«He 3apaH TpaHCMopT NoaKroYeHUa»

Ownbka nosenasieTcs Npu NonbITKe
nonyunts PM

Heobxoammo obpaTutbea K
ALMUHUCTpaTODY.

ALMUHUCTpaATOpy HeobXoaMMo 406aBUTL
NpOTOKONbI 4OCTaBKMU B hoHa PM

Ownbka:

«Number of service reached MAX for
service poll»

Owunbka noasnaeTcs npu 3anpoce PM

Heobxoanmo 06patnTbea kK
ALMUHUCTpaTOPY.

OLwmrbKa 3HAYUT, YTO AOCTUTHYTO
MaKcuManbHoe konuyecTtso PM.

ALMUHUCTpaTOpPy HEOBXOAMMO NUBO
nepenTu B GOHA, U NPUHYANUTENBHO
3aBepLUNTb CECCUIO, IMBO YBEIUYUTL B
dboHae MakcuManbHoe konnvectso PM

Owwnbka:

«[lMpokcu-cepsep 3anpetun
NoAKItoYEHMEN

Owwnbka nosiBnsieTcs npu
noaKtoyYeHumn K poray PM

Heobxoanmo 06patuTbes kK
AOMUHUCTPATOPY.
HeobxoanMo HacTpouTb MNPOKCU-cepsep

Ha ypoBHe OC nonb3oBaTeNbCckom
paboyen cTaHUUM

Cratyc «[MoarotoBka pabouero mecta»
BUCUT HeorpaHquHHo Aonro

Mpu nonbiTke NogknounTLCS K PM no
npotokony RDP (Hanpsimyto unu yepes
LUHO3) NOSABNSETCA CTATYC
«[NopkntoveHne K paboyeMy MecTy»,
KOTOpasi MOTOM CMEeHSIeTCS Ha
«[MoprotoBka paboyero Mecta» u
oTOBpaXkaeTca HEOrpaHMUYEHHO AONT0

Heobxoanmo 06patuTbea kK
ALMUHUCTpATOPY.

CuTyaums BO3HUKAET, eC/K NopT cepeepa
Termidesk HepocTyneH: npu 3anpoce
NOAKIOYEHUS K paboyeMy MecTy Mo
npotokony RDP nepep Bbigaven
NoAKOUYEHNS « YHMBEPCabHbIN
oucnetyep» Termidesk npoeoguT
NpoBepKy AOCTYMHOCTU nopTa
3aTpeboBaHHOMO MPOTOKO/IA Ha LIeNeBoM
IP-appece.

ALMUHUCTpaTOpy HEOBXOAMMO B
HacTponkax ¢unbTpa Tpaduka
pa3peLunTb MNOAK/IOYEHME U3 CerMeHTa
cetu ¢ uHdpacTpykTypor Termidesk ons
Y3/10B C ponsiMm « YHUBEpPCanbHbIX
OMCMNEeTYEepOB» B CErMEHT CeTH, rae
Haxoaatca PM, Ha nopt RDP 3389

Mpu nonbiTke coeanHeHma us OC Astra
Linux Special Edition 1.7
TepMUHanbHoMy cepBepy Astra Linux
(STAL) unm onybnnkoBaHHOMY Ha HEM
NMPUJIOXKEHWNIO COEIMHEHME He
yCTaHaBNMBaeTCs

Mpwu noakntoueHnn k STAL
CcoeMHEHMWE He YCTaHaBIMBAETCS

Heobxoammo obpaTuTbea K
ALMUHUCTpaTOpY.

[ns ycTpaHeHus npobnembl
ALMUHUCTpATOpY HEOBXOAMMO NEpPEnTU
«Paboume mMecTa - ®oHabI», BbIOpaTb
¢$oHA 1 338aTb MY MNONUTUKY
«MexaHun3m obecneyeHunss 6e3onacHoOCTH
Ha ypoBHe ceTn (RDP)» - « TLS» nnn
«RDP» ans poctyna k STAL
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Nraomkaums

OnucaHue

Bo3moxkHoe peLueHue

He oTobpaykaeTcst OKHO MPUIOXKEHUS,
nony4yeHHoro 4Yepes Microsoft Remote
Desktop Services, B OC Microsoft
Windows

Mpw 3anycke NpUNoXKeHUs Ha NaHenu
3afa4 oTobparkaeTcs MKOHKa
MPUSIOXKEHMSI, CAMO MPUIIOXKEHUE HE
oTobpakaeTca

YT06bI 060MTU 3TY NPOGNEMY, HYXKHO
OTKNOUNTL pexxuM hi-Def Ha
MoJsIb30BaTeNIbCKOM paboyer CTaHLUM.

[ns 3TOoro BbINOAHUTL
NnocneaoBaTeNIbHOCTb AeNCTBUIA:

* HakaTb 3KpaHHYto KHonKy [Myek],
BBECTU regedit 1 BbIbGpaThb
regedit.exe;

* B OTKpPbIBLLUEMCS pefakTope peecTpa
OTKpbITb Noapaszen
«HKEY_CURRENT_USER\SOFT
WARE\Microsoft\Terminal Server
Client»;

= B MeHt0 «[1paBka» BbIGpaTb MYHKT
«Co3patb», a 3aTeM «[lapameTtp
DWORD»;

= B nose «HoBoe 3HaueHne 1» BBeCTH
EnableAdvancedRemoteFXRemoteA
ppSupport 1 HaXxaTb KlaBuLLYy
<ENTER>;

* MpaBoOW KHOMKOW MbILLM HaXaTb Ha
napameTp
EnableAdvancedRemoteFXRemoteA
ppSupport 1 BbIBpaTb MYHKT
«3MeHUTLY;

= B rosie AaHHbIX «3Ha4YeHMe» BBeCTU
0 u Haxatb kHonky [OK];

* 3aKpbITb PefaKTop peecTpa

Owunbka:
«Owmnbka cepeepa»

Owunbka noasngaeTcsa npu nomnbiTke
coeauHeHma kK STAL

Heobxoammo obpaTutbea K
ALMUHUCTpaTOPY.

ALMUHUCTPATOPY HEOBXOAMMO
NMOAKIIIOYUTBLCS K CEPBEPY C
yctaHoBneHHbIM STAL u nposeputb
3HayeHue napameTpa allowed_users B
danne /etc/X11l/Xwrapper.config.
DTOT NapameTp AOJIKEH
COOTBETCTBOBATL:

allowed_users=anybody

Mpy nonbITKe NOAKIIHOYEHUSI BOSHUKAET
owmnbka «ITOT ceaHc byaeT npekpalleH
n3-3a owKnbKM npoTokona. MNonpobyiite
NMOAKJTFOUUTBLCS 3aHOBO K YAAJIEHHOMY
KOMMbIOTEPY »

Owunbka nosiBnseTcs Npu nomnbiTke
coeamHenmsa K STAL yepes
cTtaHgapTHyt ytuamuty Windows mstsc

Heobxoanmo obpatutbes kK
AnMuHucTpaTopy. AGMUHUCTpaTOp
[OJKEH MPOBEPUTL 3HAUYEHME MOUTUKM
«[Monutuka ynpaeneHua rnybuHom useta
(RDP)» B «[TopTane aaMuHUCTpaTOopa»
KOMTMOHEHTa « YHMBEpPCasbHbIN
AnCreTyep»: 3Ha4eHWe NONUTUKMU
LOKHO BbITb €32 BUT»
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Nraomkaums

OnucaHue

Bo3moxkHoe peLueHue

Owwnbka:

«CepBUC cups He 3anyLLeH Uau
paboTaeT HEKOPPEKTHO»

Ownbka NnoaBnAeTCsa Npu HaxxaTnm Ha
aKkpaHHyto kHorky [[lepeHanpaBneHue
npuHTepos] B nHTepderice MO
Termidesk Viewer

Heobxoanmo 06patuTbea K
agMUHUCTpaTOPY. AGMUHUCTPATOP
[OMKEH:

* MpOBEPUTbL COCTOSIHUE
cny>k6bl termidesk-cupsd:

sudo systemctl status
termidesk-cupsd

" ecnn cny>K6a HEaKTUBHa, TO
adKTUBUPOBATb ee:

sudo systemctl start
termidesk-cupsd

* ecnu cnyxba He HanaeHa Unu
peKoMeHJauumn He NOMOrau, To
nepeycTaHOBUTb KOMMOHEHT « AreHT
BMPTYasibHbIX paboumx MecT»

Owmwnbka:

«JJOCTUrHYTO MakCMMasbHO
[OMYCTUMOE KOJIMYECTBO
NMOAKIHOUYEHUN, pa3peLlEHHOe
nuueHsment. MNoxanyncra, obpatutecs K
aaMUHUCTpaTOpY» nam «Maximum
allowed number of licensed connections
has been reached. Please contact your
adminstrator»

Owwnbka nosiensieTcs npu 3anpoce PM

Heobxoanmo 06patuTbea K
aaMUHUCTpaTOpY.

OwmrbKa 3HAYUT, YTO AOCTUTHYTO
MaKCMMaJibHOE KOJINYeCTBO
MOAKJ/TIOYEHUNM, OMNpeneNieHHoe
NULEH3UEN.

AZLMUHUCTpaTopy Heobxoaumo nnbo
NPUHYAUTENbHO 3aBepLUUTL CECCUM,
NMBO NONYYUTbL M BHECTM JIMLEH3UIO Ha
6obluee KONMYECTBO MOAKIHOUYEHUN
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11. NPUHATBIE TEPMUHbI U OMNPELOEJIEHUA

TepMuH

OnpegpeneHue

basosoe BPM

Takoke: 3ono0Tom obpas, 6a30BbIN 06pas.

O6pa3 gucka BM c npepyctaHoBneHHbIM npuknagHbimM [10. 3ToT 0b6pas panee bynet
MCMonb3oBaTbca Ana cosgaHmna BPM ana nonb3osaTtenen

BupTtyanbHoe pabouee
mecTto (BPM)

PazsepHyTas Ha BM OC c ycTaHOBNEHHbIM «AreHTOM BMpPTYyasnbHOro paboyero Mecta» u
HeobxoamMbIM npuknagHbim MO. MoagkntoueHre kK BPM npouncxoamT yepes npoToKosbl
yAANEeHHOro JoCTyna

Pabouee mecTo (PM)

lNoctesasa OC mnu OC, ycTaHOBNEHHAs HA BblAENIEHHOM KOMMbIOTEPE, AOCTYM K KOTOPOM
peanusyeTcs C NOMOLLIbIO MPOTOKOMA YAANIEHHOMO AOCTYnMa.

Moa PM nopgpasymesatotcs kak BPM, Tak 1 TepMMHanbHbIA SOCTYR MKW JOCTYN K
ony6/IMKOBaHHbIM Ha TEPMUHANIbHOM CEPBEpEe MPUIOXKEHUAM

[ocTeBas OC

OC, dyHkumoHupytowas Ha BM

Mpynnel PM ®yHKuMoHanbHoe 06beauHeHMe MHOXecTBa hoHaoB PM no onpeaeneHHoMy npusHaky
domeH Cnocob npoBepku cy6beKTOB U UX MOTHOMOYMIA
ayTeHTUbUKaL UK

MocTaswmk pecypcos

OC, nnatdopma BUpTYyanusaumm nam TepMmuHanbHbin cepsep (MS RDS/STAL), npepgocTasnsitowwme
BbIYMCUTENbHbIE MOLLHOCTM, PECYPCbl XpPaHEHUS laHHbIX, @ TAK)KE CETEBbIE PeCypCbl ANns
pa3meLeHus doHgos PM

MpoTokon poctaBku

Mopaepykmeaembivi B Termidesk npoTokon yaaneHHoro gocTtyna k PM

KoMmnoHeHT KomnoHeHT Termidesk. OTaenseMbiii KOMAOHEHT MPOrpaMMHOI0O KOMMJIEKCa, OTBEYaloLWMIA 3a
«YHUBepcanbHbIM naeHTUbMKaLMIo Nonb3oBaTesien, HasHadyeHe MM PM n koHTpons goctaBku PM

aucnetyep»

®oHa PM CoBOKyMHOCTb NOAroTOBNEHHbIX PM ons pocTaBku No o4HOMY MM HECKONBKMM MPOTOKOMAM

YAaneHHoro oocrtyna B 3aBUCUMOCTU OT NMOSIHOMOYMIA NOb30BaTeNeN

KomnoHeHT «LLinto3»

KomnoHeHT Termidesk. CaMocToATeNbHbIA KOMMOHEHT, OTBEYaKOLLMIA 38 TYHHENIMPOBaHME
NMPOTOKOJ/IOB AOCTaBKM, UCMOJb3YHOLMX TPaHCNOPTHbIM npoTtokon TCP

KomnoHeHT «CepBep
TepMuHanos Astra
Linux»

KomnoneHT Termidesk. Takxe: STAL.

O6ecneunBaeT NOAKIIOYEHME MONb30BaATENbCKMX paboumx cTaHumi K PM ¢ OC Astra Linux
Special Edition uepes ceaHc ypaneHHoro TepMmnHana

Kntou MpumeHseTca B KOHTeKCTe daina, He onumm B koMaHae. MNocnenoBaTenbHOCTb NCEBAOCAYYANHbIX
yncen, creHepupoBaHHasi 0cobbiM 06pa3oM
Ceptudukar ApTedakT, cogep>xalimin MHGOpMaLMIo 0 BNafesbLe Kitoua U NOATBEPXKAAIOLUMIA NPUHAANEKHOCTD

K/KO4Ya Bnagenbuy
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12 . MEPEYEHb COKPALLEHUM

CokpalueHue MosicHeHue

BM BupTtyanbHas MaliuHa

BPM BupTtyansHoe pabouee MecTo

3NcC 3aMKHyTaa nporpamMmHas cpeaa

oC OnepauynoHHasa cuctema

no MporpamMmHoe obecrneyeHue

PM Paboyee MecTo

ARM Acorn RISC (Reduced Instruction Set Computer) Machine (apxuTekTypa
npoueccopa)

DNS Domain Name System (cucTemMa LOMEHHbIX UMEH)

FQDN Fully Qualified Domain Name (nonHoCTbto onpeaeneHHoe NMs JOMEHA)

HTML Hypertext Markup Language (3blk runepTekcToBOM pa3mMeTKu)

IP Internet Protocol (MexxceTeBow npoTokon)

LDAP Lightweight Directory Access Protocol (nerkoecHbIt npoTokon AocTyna K
cnyx6aM KaTanoros)

MS RDS Microsoft Remote Desktop Services (cny»6bl yaaneHHoro paboyero ctona
Microsoft)

MS RDSH Microsoft Windows Server c ponbto «Remote Desktop Session Host» 13 coctasa
«Remote Desktop Services»

NLA Network Level Authentication (ayTeHTudMKaumns Ha CETEBOM YpPOBHE)

PDF Portable Document Format (oTkpbITbiM hOpMaT 31EKTPOHHBIX LLOKYMEHTOB)

PIN Personal Identification Number (nepcoHanbHbIN naeHTUbMKaTOP)

PKINIT Public Key Cryptography for Initial Authentication (MexaHu3am Kerberos,
No3BONSOLWMI MCNONb30BaTh cepTudmkaTbl X.509)

RDP Remote Desktop Protocol (npoTokon yaaneHHoro pabouero crona)

SAML Security Assertion Markup Language (oTKpbITbIn cTaHAapT obMeHa faHHbIMU
ayTeHTUbUKaLMM)

SPICE Simple Protocol for Independent Computing Environments (npoctor npotokon
NS HE3aBUCMMOU BblUMCINTENBHOM Cpeapbl)

SSL Secure Sockets Layer (kpunTorpacduyeckuii npoTokon)

STAL Terminal Server Astra Linux (cepeep TepmMuHanos Astra Linux)

TCP Transmission Control Protocol (npoTokon ynpaeneHus nepenayeit)

TERA Termidesk Remote Access protocol (mpoTokon yaaneHHoro aoctyna cobcTBeHHOM
pa3paboTku)

TLS Transport Layer Security (MpoTokon 3alwuTbl TPaHCMOPTHOMO YPOBHS)

URI Uniform Resource Identifier (yHuduumpoBaHHbIM naeHTUdMKaTOp pecypca)
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CokpalueHue MoscHeHune
uUsB Universal Serial Bus (nocnepoBaTenbHbii MHTepdenc AN NOAKIOUEHMUS]
nepudepuinHbIX YCTPOUCTB)
VNC Virtual Network Computing (cuctema yaaneHHoro goctyna k paboyemy crony
KOMMbHOTEPA)
W3C World Wide Web Consortium (KoHcopunym BceMupHol nayTuHbl)
XPS XML Paper Specification (oTKpbITbIl rpacduryeckuit popmat hUKCMPOBaHHOM

pa3meTku Ha 6aze XML)
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