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1. O6uiee onucaHue

B AJOKYMEHTE ONnucCbiBaeTCd, YTO HOBOINro UIM U3MEHEHHOro nosaBM/IOCb B 3TOM BbiMyCKe, NMpMBOOUTCA

MHbopMaLma 06 yCTpaHEHHbIX HEMCNPABHOCTAX U OLLIMOKaX.

2 . [laTta v Bepcua Bbinycka

Lata: ceHTa6pb 2025
Bepcus: 1.1

3 . Termidesk Connect

© TMepenenaH MexaHusm obHoeneHus Termidesk Connect. Tenepb dyHKUMOHAN peanusyeTca yepes
MHCTPYMEHTbl  vamgr U snag, YTO MOJIHOCTbKO  MCKIO4YaeT  paboTy € yCTapeBLUMM
MHCTpyMeHTOM va u3 Termidesk Connect Bepcuu 1.0.
Mpn nepexone HeobxoamMMmo:
* BBECTM B aKcnayaTaumio sepcuio 1.1;
* yaanuTb ycTporctea Bepcum 1.0 13 akcnnyaTaumum.
HobasneHo:

AN KnacTepa y3/10B 0TKa30yCTOMUMBOM KOHMUrypauum aobasneHo oTobpaxkeHue! cTaTycoB Y3/0B:
ACTIVE, UNCONF, STANDBY;

no6aBfeHa BO3MOXHOCTb WMCMOMb30BaHMS Gonee AByX y3/10B> B KjlacTepe OTKa3oyCTOMYMBOM
KOHbUrypaumm;

[ob6aBneHa BO3MOXKHOCTb MepPeBecTy y3e KnacTepa 0TKa3oyCTOMUYMBOM KOHPUIrypaummn B akTUBHOE
COCTOSIHME;

nobasneHa nognep>kka VLAN;

nob6aBneHa BO3MOXXHOCTb KOH(UIypMpoBaHMS 0TKa30yCTOMYMBOCTM Yepes Beb-nHTepdeiic’;
no6aBneHa PYHKLUMOHaN OTOBPaXKeHWUst CTaTUCTUKKU® Ha rnaBHOWM CTpaHuLe B Beb-MHTepdelice;
[06aBneH ayauT M3MEHEHWM WCMOJSIb3yeMbIX CKPUNTOB. Ternepb U3 Beb-mHTepdenca AoCTyneH
MHTEPaKTMBHbIN PeXKMM paboTbl CO CLEeHapuaMn® u ckpuntamm®;

n06aBneHa BO3MOXHOCTb HaCTPOMKM cnncka koHTpons aoctyna’ (ACL);

1 https://wiki.astralinux.ru/pages/viewpage.action?pageld=371795192
2 https://wiki.astralinux.ru/pages/viewpage.action?pageld=371794359

3 https://wiki.astralinux.ru/pages/viewpage.action?pageld=371795151

4 https://wiki.astralinux.ru/pages/viewpage.action?pageld=371815873
5 https://wiki.astralinux.ru/pages/viewpage.action?pageld=371792390
6 https://wiki.astralinux.ru/pages/viewpage.action?pageld=371792965
7 https://wiki.astralinux.ru/pages/viewpage.action?pageld=370909237
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peanu3osaH dyHKuUmoHan 6anaHcuposkm UDP? yposhs L4;

peanu13oBaHo yrnpasieHne AMHaMUUYeCKon MapLupyTusaumen’;

n06aBneHa BO3MOXHOCTb OTMPaBKM XXYpPHanoB COBbITUIN Ha BHelLHMe cepsep  bl;

nobasneHbl HTTP-nposepkun™ goctynHocTn n pabotocnocobHoctu PeanbHbix Cepsepos;
no6aBneHbl NoMb30BaTeNbCKME MNpoBepkM™  JOCTYMHOCTM M paboTocnocobHocTn PeanbHbIx
Cepsepos;

[ob6aBneHa BO3MOXHOCTb peaakTupoBaHusi MMeHu y3na (hostname) B Beb-nHTepdelice;

peanu13oBaH MexaHu3M poTaumm dhainnos XypHanos';

nobaeneHa HacTporika DNSY;

nobaeneHa HacTporika NTP™;

peann3oBaH QYHKLMOHAN arperaummn kaHanos™;

nob6aeneH HOBbIM TN NpuBssku nonb3osatens COOKIEINSERTY;

peanu3oBaHa ayTeHTUDUKaLMS M aBTOPM3aLIMA aAMUHUCTPATOPOB cucTeMbl No npotokony LDAP,
a Tak)Ke Ha3Ha4YeHWe Npae Nosb30BaTeNeN B 3aBUCMMOCTU OT YJIEHCTBA B Fpynne;

nobasneHo otobpaxeHne MAC-aapecos Bo Bknaake «MHTepdencoi»®.

MN3meHeHoO:

BbINOJIHEHbI AOPabOTKM B HAaCTpoMKax ceTu: B HazBaHuaX ethernet, pyHkumnoHane VRF (ucknroveHo
ykazaHue Tuna «shared»), pobaBneHo ykasaHue TunoB («shared» wnu «local») B HacTponkm
MapLUpyTH3aLmm;

nepenenaH MexaHn3M obHoBNeHUs™, co3maHMa pe3epBHbIX KOMMWIA U BOCCTaHOBNEHMA™;

nepeaenaH MexaHmMsM ayTeHTUdUKauMm B Beb-uHTepdence.

McnpaeneHo:

ncrnpaeneHbl OWKOKM B paboTe Beb-UHTEpdenca;
ucrnpaefieHa olnbKa C NepnmoanyeckmumM aBapumnHbIM 3aBepLueHuem pabotbl Clixon;
ncrpaeneHa owmnbKa, NpyU KOTOPOM MPU CMEHE POJIK Yy3/1a B OTKa30yCTOMYMBOM KOHUIypaummu He

otnpasnanuce GARP-nakeTbl;

8 https://wiki.astralinux.ru/pages/viewpage.action?pageld=364068109

9 https://wiki.astralinux.ru/pages/viewpage.action?pageld=371789268

10 https://wiki.astralinux.ru/pages/viewpage.action?pageld=359060581

11 https://wiki.astralinux.ru/pages/viewpage.action?pageld=365856175

12 https://wiki.astralinux.ru/pages/viewpage.action?pageld=371791361

13 https://wiki.astralinux.ru/pages/viewpage.action?pageld=371793763
14 https://wiki.astralinux.ru/display/TC/.DNS+v1.1
15 https://wiki.astralinux.ru/display/TC/.NTP+v1.1
16 https://wiki.astralinux.ru/pages/viewpage.action?pageld=371810310

17 https://wiki.astralinux.ru/pages/viewpage.action?pageld=371800685

18 https://wiki.astralinux.ru/pages/viewpage.action?pageld=371808671

19 https://wiki.astralinux.ru/pages/viewpage.action?pageld=371788487
20 https://wiki.astralinux.ru/pages/viewpage.action?pageld=339501039

21 https://wiki.astralinux.ru/pages/viewpage.action?pageld=375982732
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* McnpaefieHa owmnbka ¢ Henony4eHueM ctatyca Cepeepa banaHcuposkn RAPID-TCP;

* McnpaBneHa owmbka, Npu KOTOPOM Co3aaHHbIN B Beb-nHTepderice nyn PeanbHbix CepBepoB Henb3s
OblSI0 USMEHUTD;

* McnpaBneHa owmbka, Npu KOTOPOM Henb3sa bbino n3MeHUTb NpoBepKy Ha PeanbHom Cepsepe;

* MCnpaBieHa OWKbOKa, NpU KOTOPOM HEBO3MOXKHO Oblno yaanutb PeanbHbii Cepeep n Cepsep
banaHcuposku;

* McnpaBfieHa owmnbka, npu kotopon BTopon nHTepdenc Termidesk Connect He ncnonb3oBancs;

* MChpaBfieHa oWwKMbKa C HenpaBWIbHbIM BbICTaBNEHMEM BPEMEHHOM 30Hbl MOC/E pa3BepTbiBaHMSA
Termidesk Connect;

* ycnpaBneHa owwubka, npu kotopor LUA-cueHapum 6Gonee He 3arpy)anmcb, ecnv paHee Obiia
nonbITKa 3arpy3uTb dann HenpaBuabHoro ¢hopmaTa;

* McnpaBneHa owmnbka, npu KoToporn coctosiHue BupTyanbHoro Cepeepa He MeHSIIOCh NpU nepexoae
B «oddnarH» Bcex CepeepoB banaHcupoBky;

* MCMnpaB/ieHa CUTyaumsa C OOArMM nogkitodeHmeM K PeanbHomy Cepeepy npu nycton ARP-Tabnuue
M OTK/IFOUEHHOM NpoBEpPKE;

* MCnpaBfieHa owunbKka C aBapMMHbIM 3aBepLUeHMEM paboTbl MNOCNE BOCCTAHOBMEHUS U3 pe3epBHOM
Konuu;

* MCnpaBfieHa owmnbKa, Npu KOTOPOM HEBO3MOXHO OblN0 BKIOUUTL PEXMM OTIAAKU MPU CO3AaHHOM
IP-doHze;

" MCMNpaB/IeHO OLKNBOYHOE BpeMs pacyeTa A5 napaMeTpa connection-idle;

* yMcnpaBneHa owMbKa, NpW  KOTOPOM  He  MPOMCXOAMIO  MEPEKIIFOYEHWE  aNropuTMOB
LEASTCONN - ROUNDROBIN npu uameHenumn ctatyca PeanbHoro Cepgepa;

* MCnpaBfeHa owmrbKa C NepuoanYecknMM aBapuiHbIM 3aBepLUeHMEM paboTbl, €C/IM B KOHLE 3anpoca
RESTCONF pobaBneH cumBon «&»;

* ycnpaBneHa owwubka, NpU KOTOPOM MEXAaHU3M reobanaHCUPOBKM He Onpeaensin KoOpAVHATbI.
McnpaBneHa owumnbka C n3onsumern aapecos BHe 3anucen 6asbl AaHHbIX reobanaHCUpPOBKY;

* McnpaBneHa owmbka C NepuoamnYeckmMM aBapuiHbIM 3aBepLUeHneM paboTbl cepBuca sshd;

* MCnpaBfieHa owmnbka ¢ HekoppekTHbIM cTatycoM Cepeepa banaHcuposkn RAPID-UDP;

* ycnpaeneHa owmnbka 500, koTopas Bo3HMKana nNpu yctaHoBke BpeMeHHoM 30Hbl UTC 1 oTkpbITUM

CTpaHuLbl «YnpaBneHue TpadpukoM — CueHapum».

4 . Mony4yeHne NopaepXKKU

Ons nonyyeHus TeXHUMYECKOWM MOALEPXKKM NepenamTe Ha CauT npoussoamuTens https://termidesk.ru/

support/.
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