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Termidesk Connect

Termidesk Connect - 3T10:

KoHTponnep goctasku npunoxeHumn (ADC)
Poccuiickoe peweHne gna 6anaHCMpOBKN Harpy3Kkum
n obecneyeHnsa BbICOKOM JOCTYMHOCTU NPUTOXEHUI

Bbibop popmM-dakTopa Egl BoraTbih Habop BU3HEeC-N10rMKn

@ Bbicokasa npon3soanTesIbHOCTb QE MMbkocTb HaCTpOVIKVI

O
o

OTKa30yCTONYMBOCTb Ej [MpocToTa yCTaHOBKU



Termidesk Connect

3apayum, KoTopbie pellaeT
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«&a Pa3rpy3Kka BbICOKOHArPYy>XeHHbIX
BEO-MPUNOXEHUN

%ﬂ OTKa30yCTONYMBOCTb MHPPACTPYKTYPbI

BoicTpas obpaboTka
Oonbworo o6bema TpaH3aKLumn

()

BO3MOXHOCTb NOCTPOEHUSA reopacnpeneneHHomn
apxuTekTypbl UT-cepBnCOB

D

BoraTbin Habop BM3HEeC-NornKu




Termidesk Connect

DO YHKUMOHAaNIbHbI€ BO3MO)XHOCTHU

YnpaBneHne TpapmnKkom

SSL Offload
Bbibop cepBepoB Ha ocHoBe L3/L4/L7 paHHbIX
MNopnep>xka WebSocket

MNpoBepKa AOCTYNMHOCTN CEPBEPOB
(ICMP, TCP, HTTP(S), CkpunTbl)

BoraTtbii Habop anropmUTMOB

be3onacHoOCTb NHTerpauyus
N OOCTYNHOCTb n ynpasneHue

EovHbiv wnto3 nogkntoyeHusa (VDI) VLAN 802.1Q, VRF,

cTaTUyeckas MaplpyTMsauus
Cnncku kKoHTponsa goctyna (ACL)

BGP/OSPF
be3onacHoe coeauHeHne Mexay

nonb3oBaTtenemMm n BPM OpenMetrics

MNoppep>xka TLS 1.0/1.1/1.3 SNMP




Y10 HOBOro B Bepcum 1.42?

JlokanbHaa 6anaHcMpoBKa YnpaBeneHue freobanaHcupoBKa
Anroputm NMapTuunpoBaHue Nopnepxka VRF
CONSISTENTHASHING KOHPUrypauum

MynbTUnieKCcupoBaHue YBenunyeHme ckopocTu HoBble Tunbl 3anucen
HTTP nepektoveHns

NepepaboTtaH Rapid TCP YnyyweHue BO3MOXHOSIES

MOOANDPUK 7 H
MOJ1Ib30BaTEJIbCKOIO OlbITAa S d) 30

HTTP 2

YnydlieHbl ycnoBug

«N3onaumna» VRF nepektoyYeHns

15+ yny4dweHnn

PacwunpeHne TCP HacTpoek
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Cucrema
ynpaB/ieHus

YHuUKanbHbl pyHKLMOHAN
Ansa poiHka PO

*  VIHBEeHTapu3aumnsa yCTPOMNCTB
- Cbop noros

«  KoHdurypaTtop CKpunToB

« LWabnoHbl KOHDUrypauunm

* Pe3epBHOe KOonNMpoBaHue No
pacnncaHunio

= Connect
| e
- o
‘Vrbuumm

MOHHTOPUHI

KOHOUTYPAUNS

LWabnows!

ILua-KoHdurypatop

CepTudmxarsl u cexpersl

ARMMHUCTPUPOBAHME

Cucrema
AyTeHTHbMKaUMA

O6HosneHwe 1 pesepaHoe
KONMpOBaHue

nPovEE

AxanuTuka

YcTpoiicTBa

Po6aente ycrpoicTeo Termidesk Connect

DobasuTe M onpocHT

YcTpoicTea

0,01 Mbps

Pesynerar

-~ Generate:

Kavanor sarpyaxm: e/ Script t

Npussasxa: co iaaer rules.

local funct
return

end

[o6asws npasuno tocal funct
Npasuna return

end
local funct
local

return
Ycnosus end

local funct
HTTP host v pasHo clie R510.101.33 34:483 Onios
local _
return
[lo6asuTs ycnosue end 0
if (client.

client.

client.

Rewcrans
RS 10.101.33.33:443 ©

Bbibpars 5C end
N
NobasuTs AeficTeme

RS 10.101.33.38:443 O
0

" o6asuTs default action
Default actions A UTH ul {

Banupauus Lua-ckpunra

; MposepuTs pesynbrar
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YO00OHbIE MHCTPYMEHTbI YyrpaB/IeHUs:
CLI, Be6-untepdemnc, API
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CLI Beb-uHTepdemnc
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BU3HEC-CLIEHAPUI

.~ WmnopTtoszameuweHue 0 NMpobnem

B cBsi3M € UCTeuyeHnem cpoka aeictens beccpouHoit nmueHsnm Citrix NetScaler
N OTCyTCTBMEM OPULIMANBbHOM NOAAEPHKKMN 3anaaHbIX peleHnit kKnacca ADC
BO3HMKAOT NpobaeMbl C SKCnyaTaumnen

0 PeweHne

3ameHa ycTponcts 1 MO 3apybexkHbIX NPoM3BOAUTENEN
Ha Termidesk Connect (ADC L4-L7)
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BU3HEC-CLIEHAPUI

feope3sepBupoBaHue
NPUNOXEeHUN

© npo6ne

Tpebyerca paBHOMEPHO pacnpenensatb HarpysKy mexxay LLOdamun

0 PeweHue

dyHKuMoHan GSLB obecneunsaet 6anaHCMPOBKY Harpysku
C NCNO/NIb30BAaHNEM TMOKMX aNTOPUTMOB M NPOBEPKY
OOCTYNMHOCTU NPUIOKEHUN

*MpunoxceHue = no4yTta, 6a3bl AaHHbIX, web-nopTanbl, TenepoHUs 1 1.4.
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BU3HEC-CLIEHAPUI

.~ O6ecneuyeHue
6e3onacHoro gocryna
K NMPUNO)KEHUAM

0 NMpobnem

TpebyeTtca BHeAPUTb A4ONONHUTENbHbIE CMOCOObLI ayTEHTUPUKaUUK AnA
yCTapeBLLero (Henoaaep*KMBaeMoro) NPUNOKEHMA, Tak Kak ero 4opaboTka
HEBO3MOHa UM SKOHOMMYECKM HelenecoobpasHa

0 PeweHue

Moaynb AAA B Termidesk Connect 6epeT Ha ceba pyHKUUM ayTEHTUDUKAL MM
3anpocoB, obecneynBan NPoO3payHyto Nnepeaaydy y4eTHbIX gaHHbIx (Y1)
L,eNieBOMY NPUOKEHUIO C UCMOJ/Ib30BaHUEM NOAAEPHKMBAEMOrO UM MeTOAa

Modyne AAA* - smo nodcucmema yrnpasnaeHus 00cmyrnom K rnybauKyemoim
MPUNOHCEHUAM U cepsucam

1"



BU3HEC-CLIEHAPUI

.~ MacwTrabuposaHue
OU3HEeC-NPUIoKEHUN

© npo6ne

BU3Hec-NpUNoXKeHMEe He CNPaBAAETCA C Harpy3Koi. MNonb3oBaTenu *anyrca
Ha HeJoCTYNHOCTb CepBUCa,
[ONTUIA OTKAMK U Apyrre npobaembl C NPOU3BOAUTENbHOCTbIO

0 PeweHue

Termidesk Connect npeaHasHayeH Ana macwtabupoBaHMa MHOPACTPYKTYPbI,
obecneymBas eanHyto Touky Bxoga. TexHonorum SSL Offload, TCP Offload n gpyrue
NO3BO/IAOT CHU3UTb HArpy3Ky Ha KOHKPETHbIN 3K3EMNAAP NPUNOKEHUS

*MpunoxceHue = no4yTta, 6a3bl AaHHbIX, web-nopTanbl, TenepoHUs 1 1.4.
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BU3HEC-CLIEHAPUI

HenpepbiBHOCTb
paboTbl GBu3Heca

© npoGnem

Mpw ncnonb3osaHuu Open Source-peLleHnsa N1aHOBOE TEXHUYECKoe
0bCcny>K1MBaHME NPUNONKEHUA NPeBpaLLaeTCs

B aBapuiHble paboTbl C NpepbiBaHUEM CEPBUCA

0 PeweHne

Termidesk Connect o6nagaet 6oratbiMm Habopom BU3HEC-NOTUKM U BO3MOXKHOCTEN
ANA paboTbl C TEKYLLMMMN CECCUAMM: NPUHYANTENIbHOE BPEMEHHOE OTK/IOYEHMe

cepBepa OT nyna, NAaBHbIM BbIBOA, CEPBEPA C COXPAHEHMEM aKTUBHbIX CECCUM,
pa3nnyHble MeToAabl persistence n ap.
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BU3HEC-CLIEHAPUI

.~ [AvHaMunyHoe
U3MeHeHue
GusHec-norvukm
C MMHUMAaJbHbIMM
3aTpaTaMm

°I1po6ya/

Web-npunoxeHne «n3 Kopobkmn» obnagaet orpaHNYEHHbIMU BO3SMOMXHOCTAMM
ANA paclnpernsa bUsHec-N1ornKu.

3T0 CBA3aHO C OTCYTCTBMEM Pa3paboOTUMKOB M NPOMPUETAPHBIM XapPaKTEPOM
pelleHun

0 PewweHune

Moaudukaumna HTTP-3anpocoB n oTBeTOB: oborallueHme

nx ,CI,OI'IOJ'IHMTefIbHOﬁ MHd)opmaumef/i UIn yaaneHne HeHyXKHbiX AaHHbIX, HE U3MEHAA
CaMmoro rnpuiaoxXeHumA

14



BU3HEC-CLIEHAPUI

.~ Aypwurt
M JiormpoBaHue
Tpaduka

© npoGnem

Cnyx6a nHpopmaumoHHOM He3zonacHoCTU TpebyeT NpeaocTaB/lEeHMA NOAHOMO OTYETA

0 NOMNbITKax A0CTyna K MHGOPMALIMOHHOM CUCTEME: KTO, KOFAA M C KaKOro agpeca
NbITaNCcA BOUTHU

0 PeweHne

Termidesk Connect BbICTynaeT eanHOM TOYKOM Nponycka Tpadpuka, cobupan AeTanbHyto

MHOPMaLMIO BCEX COeAMHEHUI (NONbITKM aBTOpMU3aumnm, 06bem AaHHbIX, Bpemsa
ceccumn) u nepeaasas ux B SIEM-cuctemsl
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Termidesk Connect @

AnnapaTtHblie moaenu XConnect

BanaHcMpoBKa BbICOKOHArpy>XeHHbIX CUCTEM
AnnapaTHoe yckopeHune SSL

BbicTpasa nybnmkaumsa HOBbIX CEPBUCOB,
n3MeHeHue n gobasneHve HOBOWM
OU3HEeC-NormKu

«  MacwTabmpoBaHmne 1 0TKa30yCTOMYNBOCTb ~ /
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Termidesk Connect @

JinueH3upoBaHue \

4 )
Termidesk Termidesk Termidesk Termidesk Termidesk Termidesk
Connect - 1 Connect - 2 Connect - 4 Connect - 10 Connect - 16 Connect - 20

> 3
1 vCPU 2 vCPU 4 vCPU 10 vCPU 16 vCPU 20 vCPU

g J

6 vCPU 8 vCPU 24 vCPU

Termidesk Connect nuueH3npyeTtcsa no konnyectsy vCPU, 6e3 orpaHnyeHns pyHKLMOHANa 1 napaMmeTpoB
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OopoxxHaa kapta Termidesk Connect

AKTyanbHbIM cTaTyc: 25.05.2026

DYHKLMOHaNbHbIEe
BO3MOXHOCTU

LOocTynHocTb
1 NPOU3BOAUTENBHOCTb

YnpasneHwue,
aBTOMaTM3auusa

1.3 Q12026

YnpaeneHue Tpadpukom L4-L7

«  Proxy Protocol v1/2

»  XpaHeHue cepTudukaToB B OpenBao

+ SSL_ID persistence

- Cookie persistence

*  ANropuTM no HaMMeHblleMy BpeMeHn oTeeTa PeanbHoro
Cepsepa

LeastResponsTime

» MNoppepxka pexumos L2/3 DSR

+ Persistence F'pynnbl

BesonacHocCTb
« Rate Limit gna nogknoyeHnn
» CERT+LDAP ayteHTUdMKaLus

GSLB

»  CUHXpPOHU3aUMA KOHOUIYpaL i Mexay
niaowagkamm

* Source IP persistence
»  WHTerpauus c nokasnbHoi 6anaHcMpoBKon

YnpaBneHue Tpadpukom L4-L7
+ TMoppepxka HTTP2.0
*  KOHCUCTEeHTHOE X3WMpoBaHNe

Wno3
-« TERA UDP

15 Q3 2026

GSLB
* ANropuTt™M Mno Harpyske

YnpaeneHue Tpadukom L4-L7
« HTTP kawunposBaHune

+ DNS L7 6anaHcupoBka

- Komnpeccus GZIP, Deflate

BesonacHocTb

- Oauth2

« Form Based AAA
« ICAP

o3
QoS

MoHuTopUHr
« JSON noru ons cMcteM aHanuTuK

OTKa30yCTOMYUBOCTb
« [lepekntoyeHne no cobbITnaM
« [lepeknto4yeHne No fOCTyNnHOCTU PeanbHbix CepBepoB

OTKa30yCTOM4YUBOCTb

OTKa30yCTOMYMBOCTb
* CuHxpoHusauusa Persistence

«  OTyeTbl N rpacdukm B Beb UHTepdelice

« RADIUS gnsa ynpasneHus
+ LLDP
+ MNapTuMunpoBaHne KOHPUIrpypaLMOHHbIX paiinos

+  MOyHKUMOHaNa NpUMeHeHUs KoHdUrypauum
no Tpurrepy\cobbiTnio

« OIDC gng ynpasneHus
«  TACACS+ gns ynpasneHus

18



Termidesk Connect

NMpenmywectea Termidesk Connect

B
— -
Bbicokas AOCTYMNHOCTb Mbkoe ynpasneHue [lpon3BoanTENbHOCTb
Bbicokas [OCTYNHOCTb BO3MOXHOCTb Pa3nnyHble pexxnMbl paboThl
KOMMOHEHTOB NpPOAyKTa KOHbUryprpoBaTtb yCTPOMCTBO, C KIIMEHTCKMMMU
N BN3HEC-NMPUNOXEHNN ncnonb3ys Beb-nHTepdenc, NOAKIOYEHNAMMN
KOMaHAHYo CTpOkKy, API
PYHKLUMNOHANBbHOCTb MacwTabupoBaHue HenpepbIBHOCTb
Oun3Heca paboTbl busHeca
BblcOKOYpOBHEBbIN S3bIK BbicTpas nybnmkaumnsa HOBbIX MoBbIWeHMe KayecTBa
NporpaMMmMpoOBaHNS CEPBUCOB, U3SMEHEHUNE npenocTaBneHns
A9 HACTPOMKU MPaBu n pobaBneHme HOBOM NT-cepBucos
N NONNTUK Bu3Hec-ormkm

B NMPUJTOKEHUA
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CONNECT

Cnacu6o 3a BHuMMmaHue!


https://termidesk.ru/
https://t.me/termidesk
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